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January 19, 2006
Accompanying this letter is an exposure draft, approved by the Auditing Standards Board (ASB), of a
proposed Statement on Standards for Attestation Engagements (SSAE) entitled Reporting on an Entity’s
Internal Control Over Financial Reporting. The proposed SSAE amends the guidance in Chapter 5,
“Reporting on an Entity’s Internal Control Over Financial Reporting,” of SSAE No. 10, Attestation
Standards: Revision and Recodification, as amended.
This proposed standard would revise the requirements and guidance for a practitioner reporting on the
internal control of an entity that is a nonissuer. The Sarbanes Oxley Act of 2002 (Act) created the Public
Company Accounting Oversight Board (PCAOB) and charged it with overseeing audits of issuers (entities
subject to the Act or the rules of the Securities and Exchange Commission). On March 9, 2004, the
PCAOB issued Auditing Standard No. 2, An Audit of Internal Control Over Financial Reporting Performed
in Conjunction With an Audit of Financial Statements, which establishes the standards for an audit of the
internal control of an issuer performed in conjunction with the audit of the issuer’s financial statements.
This exposure draft revises the ASB’s original exposure draft to reflect guidance from PCAOB Auditing
Standard No. 2 that the ASB believes would be applicable to and appropriate for examinations of the
internal control of nonissuers, and useful to regulated entities, such as financial institutions, insurance
companies, and governmental entities. A summary of the significant provisions of the proposed SSAE
and how they amend Chapter 5 of SSAE No. 10, as amended, accompanies this letter.
Also, accompanying this exposure draft is a document entitled “A Framework for Evaluating Control
Exceptions and Deficiencies,” designed to assist practitioners in applying the proposed SSAE by
presenting a method for evaluating the significance of exceptions and control deficiencies. The document
is not a part of the proposed SSAE; however, the ASB is seeking input from readers regarding whether the
document is helpful in applying the SSAE, and whether it should be included as a permanent appendix to
the SSAE.
Comments or suggestions on any aspect of this exposure draft will be appreciated. To facilitate the ASB’s
consideration of responses, comments should refer to specific paragraphs and should include supporting
reasons for each suggestion or comment.
Written comments on the exposure draft will become part of the public record of the AICPA and will be
available for public inspection at the offices of the AICPA after June 19, 2006, for one year. Comments
should be sent via the Internet to Sharon Macey, Audit and Attest Standards, at smacey@aicpa.org and
should be received no later than May 19, 2006.
Sincerely,

John A. Fogarty
Chair
Auditing Standards Board

Charles E. Landes
Vice President
Professional Standards and Services
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SUMMARY
WHY ISSUED
On March 18, 2003, the Auditing Standards Board (ASB) issued an exposure draft that contained a
proposed Statement on Standards for Attestation Engagements (SSAE) entitled Reporting on an Entity’s
Internal Control Over Financial Reporting. After revising the proposed SSAE for certain matters noted in
comment letters, the ASB, at its September 28-30, 2004 meeting, decided that the SSAE should be
revised to reflect guidance from Public Company Accounting Oversight Board (PCAOB) Auditing
Standard No. 2, An Audit of Internal Control Over Financial Reporting Performed in Conjunction With an
Audit of Financial Statements, that would be applicable to and appropriate for examinations of the internal
control of nonissuers, and useful to regulated entities, such as financial institutions, insurance companies,
and governmental entities. At its December 14, 2004, meeting, the ASB recommended that the SSAE be
revised and reexposed for comment because of the significant changes made to the original exposure
draft. The proposed SSAE also reflects guidance from the PCAOB’s “Staff Questions and Answers”
related to Auditing Standard No. 2.
This proposed SSAE, which bears the same title as the original exposure draft, is being issued to
enhance the practitioner’s ability to identify and evaluate control deficiencies and to report on internal
control. The ASB believes that the proposed guidance will strengthen the quality of examinations of
internal control.
WHAT IT DOES
The proposed SSAE:
•

Provides guidance to a practitioner on evaluating management’s basis or substantiation for
making an assertion about an entity’s internal control over financial reporting.

•

Uses the term those charged with governance to refer to the group or person responsible for
overseeing the financial reporting and disclosure process, including internal control over financial
reporting.

•

Recognizes that for nonissuers, the group or person charged with governance may exist in a
variety of forms, for example, a board of directors, a committee of management, a legislative
oversight committee, or an owner in an owner-managed entity; in some cases management and
those charged with governance are the same people.

•

Incorporates the definitions of the terms control deficiency and material weakness used in
PCAOB Auditing Standard No. 2, and replaces the term reportable condition with the term
significant deficiency and its related definition in PCAOB Auditing Standard No. 2.

•

Provides guidance to the practitioner on evaluating:

•

-

Deviations in the design or operation of controls and whether they constitute control
deficiencies.

-

The severity of control deficiencies, based on their nature, likelihood, and magnitude,
including whether misstatements or potential misstatements are “more than inconsequential.”

Identifies specified control deficiencies that ordinarily would be considered at least significant
deficiencies.
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•

Identifies specified circumstances that should be regarded as at least a significant deficiency and
a strong indicator of a material weakness.

•

Requires an entity’s financial statements to be audited for a practitioner to examine that entity’s
internal control.

•

Requires the practitioner examining an entity’s internal control to communicate with the auditor of
the entity’s financial statements if the examination of internal control and the audit of the financial
statements are performed by different CPAs.

•

Requires the practitioner, after concluding whether a control deficiency is a significant deficiency
or a material weakness, to consider whether “prudent individuals, in the conduct of their own
affairs” would agree with the practitioner’s conclusion.

•

Contains examples that depict how a practitioner might consider and evaluate the significance of
an account and respond to that evaluation.

•

Requires the practitioner to communicate, in writing, to management and those charged with
governance any significant deficiencies and material weaknesses that exist as of the date of
management’s assertion, those the practitioner becomes aware of during the examination, and
any known or suspected fraud.

•

Requires a scope of work similar to that which would result from the application of PCAOB
Auditing Standard No. 2 when engaged to examine the design and operating effectiveness of
internal control over financial reporting.

•

Contains reporting guidance for engagements in which the scope of the internal control has been
expanded, for example, examinations of the internal control of insured depository institutions
subject to the internal control reporting requirements of Section 112 of the Federal Deposit
Insurance Corporation Improvement Act (FDICIA).

•

Includes new appendixes that:
-

Present examples of circumstances that may be control deficiencies, significant deficiencies,
or material weaknesses.

-

Provide an illustrative report that management must provide to external parties if the
practitioner’s report is to be for general use.

-

Provide an illustrative written communication from the practitioner to those charged with
governance of any significant deficiencies and material weaknesses that exist as of the date
of management’s assertion, those the practitioner becomes aware of during the examination,
and any known or suspected fraud.

HOW IT AFFECTS EXISTING STANDARDS
This proposed SSAE supersedes Chapter 5, “Reporting on an Entity’s Internal Control Over Financial
Reporting,” of SSAE No. 10, Attestation Engagements: Revision and Recodification, as amended.
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Applicability
1. This Statement establishes standards and provides guidance to a practitioner reporting on an entity's
internal control over financial reporting (or on an assertion thereon)1,2 as of a point in time or for a period.3
Guidance is provided on examining:
a. The design and operating effectiveness of an entity's internal control.
b. The design and operating effectiveness of the internal control of a component of an entity, for
example, an operating division of an entity or its accounts receivable function. (See paragraph
247.)
c. The effectiveness of the design of an entity's internal control, including internal control that has
not yet been placed in operation. (In such engagements, management makes no assertion about
the operating effectiveness of internal control.) (See paragraphs 248 through 254.)4
d. The design and operating effectiveness of an entity's internal control based on criteria established
by a regulatory agency. (See paragraphs 255 through 259.)
2. This Statement does not provide guidance on:
a. Engagements to examine internal control over operations. (See Chapter 1, “Attest Engagements,”
of Statement on Standards for Attestation Engagements [SSAE] No. 10, Attestation Standards:
Revision and Recodification, as amended.)
b. Engagements to examine internal control over compliance with laws and regulations. (See
Chapter 6, “Compliance Attestation,” of SSAE No. 10, as amended.)
c.

Agreed-upon procedures engagements. (See Chapter 2, “Agreed-Upon Procedures
Engagements,” of SSAE No. 10, as amended.) If the agreed-upon procedures relates to an
entity’s internal control over compliance with laws and regulations, also see paragraphs 16
through 29 of Chapter 6 of SSAE No. 10, as amended.

d.

Certain other services in connection with an entity's internal control covered by other authoritative
guidance. (Appendix A of this Statement presents a list of authoritative guidance for a practitioner
engaged to provide certain other services related to an entity’s internal control.)

e. Consulting engagements.
3. A practitioner may examine or perform agreed-upon procedures relating to the effectiveness of an
entity’s internal control. However, a practitioner should not accept an engagement to review such subject

1

Hereinafter, the term internal control is used to refer to internal control over financial reporting; the term financial
reporting refers to financial reporting in accordance with the applicable financial reporting framework, for example,
generally accepted accounting principles (GAAP) or a comprehensive basis of accounting other than GAAP. See
paragraph 4 of SAS No. 62, Special Reports, as amended, for examples of other comprehensive bases of
accounting.
2
This Statement does not change an auditor’s responsibility for communicating matters related to an entity’s internal
control in an audit of an entity’s financial statements. See Statement on Auditing Standards (SAS) No. 60,
Communication of Internal Control Related Matters Noted in an Audit, as amended.
3
The timing and extent of procedures performed as well as the evaluation and reporting of deficiencies may vary
depending on whether the practitioner is reporting as of a point in time or on a period. Paragraph 52 provides
guidance on this topic.
4.
This Statement enables a practitioner to report on only the design effectiveness of an entity’s internal control or to
report on the design and operating effectiveness of an entity’s internal control, and also enables a practitioner to
report as of a point in time, or for a period. However, this Statement primarily focuses on examinations of the design
and operating effectiveness of an entity’s internal control as of a point in time.
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matter or a written assertion thereon. A practitioner performing agreed-upon procedures relating to an
entity’s internal control should refer to the guidance in Chapter 2 of SSAE No. 10, as amended.

Coordination of Examination of Internal Control and Audit of Financial Statements
4. In all cases, an entity’s financial statements must be audited for a practitioner to perform an
examination of the design and operating effectiveness of the entity’s internal control. Generally, the
practitioner performing an examination of internal control also is the auditor of the entity’s financial
statements. (See paragraphs 53 through 55 for communication requirements when each engagement is
performed by a different practitioner.) The entity’s audited balance sheet and the entity’s assertion
regarding the effectiveness of internal control should bear the same “as of” dates. Paragraph 248 states
that an entity’s financial statements need not be audited for a practitioner to examine and report on the
effectiveness of the design of an entity’s internal control.
Objective of the Engagement
5. The practitioner’s objective in an examination of internal control is to express an opinion on the design
or the design and operating effectiveness of an entity’s internal control, as applicable. To form a basis for
expressing such an opinion, the practitioner must plan and perform the examination to obtain reasonable
assurance about whether the entity maintained, in all material respects, effective internal control as of the
date specified in management’s assertion.
Responsible Party
6. In every attestation engagement there must be a responsible party (the person or persons who
accept responsibility for the subject matter of the engagement). In this Statement, the subject matter is
the effectiveness of internal control and the responsible party is management of the entity. The
practitioner must obtain a written assertion from management about the effectiveness of the entity’s
internal control. See paragraphs 39 through 44 for information about management’s assertion.
Definition of Internal Control
7. For purposes of management’s assertion and the practitioner’s examination of internal control, in this
Statement, internal control is defined as:
A process effected by the entity’s board of directors, management, and other personnel,
designed to provide reasonable assurance regarding the reliability of financial statements
prepared in accordance with the applicable financial reporting framework and includes those
policies and procedures that:
a.

Pertain to the maintenance of records that, in reasonable detail, accurately and fairly
reflect the transactions and dispositions of the assets of the entity;

b.

Provide reasonable assurance that transactions are recorded as necessary to permit the
preparation of financial statements in accordance with the applicable financial reporting
framework; and

c.

Provide reasonable assurance regarding the prevention or timely detection of the
unauthorized acquisition, use, or disposition of the entity's assets that could have a
material effect on the entity’s financial statements.5

5

This definition of internal control is adapted from the definition included in Chapter 1, “Definitions,” of the report of
the Committee of Sponsoring Organizations of the Treadway Commission (COSO), Internal Control—Integrated
Framework.
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The absence of observed financial statement errors or misstatements does not indicate an effective
system of internal control and is not a sufficient basis for an assertion about the effectiveness of internal
control.
Internal Control Over Safeguarding of Assets
8. Internal control over the safeguarding of assets against unauthorized acquisition, use, or disposition
is a process, effected by the entity’s board of directors, management, and other personnel, designed to
provide reasonable assurance regarding the prevention or timely detection of the unauthorized
acquisition, use, or disposition of the entity’s assets that could have a material effect on the financial
statements. Such controls include, for example:
•

Assessing the risk of unauthorized acquisition, use, or disposition of assets.

•

Establishing control activities to help ensure that management directives to address the risks are
carried out. Such control activities would include controls to permit the acquisition, use, or
disposition of assets only in accordance with management’s general or specific authorization,
including compliance with established policies and procedures for such acquisition, use, or
disposition. They would also include comparing existing assets with the related records at
reasonable intervals and taking appropriate action with respect to any differences.

•

Making available to management information it needs to carry out its responsibilities related to the
prevention or timely detection of such unauthorized activities.

•

Mechanisms to enable management to monitor the continued effective operation of such controls.

Such controls are not designed to protect against the loss of assets arising from inefficiency or from
management’s operating decisions, such as decisions to:
•

Sell a product that proves to be unprofitable.

•

Incur expenditures for equipment or material that proves to be unnecessary or unsatisfactory.

•

Authorize what proves to be unproductive research or ineffective advertising.

•

Accept some level of merchandise pilferage by customers as part of operating a retail business.

•

Grant loans and make investments that result in losses or lower than expected yields.

To the extent such losses might occur, effective financial reporting controls should provide reasonable
assurance that these losses are properly reflected in the financial statements, thereby alerting users to
consider the need for action.
9. Examples of safeguarding controls are the use of inventory tags (a preventive control) and also
performing periodic physical inventory counts (a detective control) timely in relation to the entity’s annual
financial reporting dates. Although the physical inventory count does not safeguard the inventory from
theft or loss, it prevents a material misstatement of the financial statements if performed effectively and
timely.
Reporting on Subject Matter or Assertion
10. Paragraph 6 indicates that one of the conditions for engagement performance is that the practitioner
obtain from management a written assertion about the effectiveness of the entity’s internal control. To
make its assertion, management must have evaluated the effectiveness of the entity’s internal control,
which is the basis for management’s assertion. A practitioner may express an opinion on:
11

a.

The effectiveness of the entity’s internal control based on suitable criteria (reporting on the
subject matter) or

b.

Management's written assertion about the effectiveness of internal control based on suitable
criteria (reporting on management’s assertion).

11. Whether a practitioner reports on the subject matter (paragraph 10a), or on management’s assertion
(paragraph 10b), the practitioner evaluates the effectiveness of internal control against suitable criteria
and obtains sufficient evidence to support the practitioner’s opinion. Since the practitioner needs to obtain
the same evidence for either reporting alternative, the performance guidance in this Statement applies
equally to either 10(a) or 10(b).
Suitable Criteria for Establishing and Evaluating Internal Control—COSO Framework
12. Paragraph 24 of Chapter 1 of SSAE No. 10, as amended, defines the term criteria and describes the
attributes of suitable criteria:6
24. Criteria are the standards or benchmarks used to measure and present the subject matter
and against which the practitioner evaluates the subject matter. Suitable criteria must have each
of the following attributes:
•
•
•
•

Objectivity—Criteria should be free from bias.
Measurability—Criteria should permit reasonably consistent measurements, qualitative or
quantitative, of subject matter.
Completeness—Criteria should be sufficiently complete so that those relevant factors that
would alter a conclusion about subject matter are not omitted.
Relevance—Criteria should be relevant to the subject matter.

Criteria established or developed by groups composed of experts that follow due process procedures,
including exposure of the proposed criteria for public comment, ordinarily should be considered suitable.
Criteria promulgated by a body designated by the AICPA Governing Council under the AICPA Code of
Professional Conduct are, by definition, considered to be suitable.
Criteria may be established or developed by the client, the responsible party, industry associations, or
other groups that do not follow due process procedures or do not as clearly represent the public interest.
To determine whether these criteria are suitable, the practitioner should evaluate them based on the
attributes excerpted above.
13. In the United States, the Committee of Sponsoring Organizations of the Treadway Commission
(COSO) has published Internal Control – Integrated Framework. Known as the COSO report, it provides
a suitable and available framework (criteria) for the purpose of evaluating management’s assertion. For
that reason, the performance and reporting guidance in this Statement is based on the COSO framework.
Other suitable frameworks have been published in other countries and may be developed in the future.
Such other suitable frameworks may be used in an examination of internal control. Although different
frameworks may not contain exactly the same elements as the COSO report, they should have elements
that encompass, in general, all the themes in the COSO report. Therefore, a practitioner should be able to
apply the concepts and guidance in this Statement in a reasonable manner.
Characteristics of Internal Control
14. Effective internal control provides reasonable assurance that an entity’s internal control is designed
and operating effectively. Design effectiveness relates to whether controls, individually or in combination
with other controls, are capable of effectively preventing or detecting and correcting material
6

Criteria that are suitable for general-use reporting also must be available to users, as discussed in paragraph 33 of
Chapter 1, “Attest Engagements,” of SSAE No. 10, Attestation Standards: Revision and Recodification, as amended.
If a practitioner concludes that the criteria are appropriate for, or available to, only a limited number of parties, the
practitioner’s report should state that use of the report is restricted to the parties specified in the report. (See
paragraphs 31, 34, and 78 through 83 of Chapter 1 of SSAE No. 10, as amended.)
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misstatements. Operating effectiveness is concerned with how controls were applied at relevant times
during the period under audit, the consistency with which they were applied, and by whom or what means
they were applied.
15. Internal control is effectively designed when the implemented controls, individually or in combination
with other controls, are capable of effectively.preventing or detecting and correcting material
misstatements in the financial statements. The practitioner should determine whether the entity has
controls that meet the objectives of the control criteria by:
•

Identifying the entity's control objectives.

•

Identifying the controls that satisfy each objective.

•

Determining whether the controls, if operating effectively, can prevent or detect errors or fraud
that could result in material misstatements in the financial statements.

16. Controls over financial reporting may be preventive or detective. Preventive controls are designed to
prevent the occurrence of errors or fraud that could result in a misstatement in the financial statements.
Detective controls are designed to detect errors or fraud that have already occurred that could result in a
misstatement of the financial statements.
17. Even well-designed controls that are operating effectively might not prevent a misstatement from
occurring. However, this possibility may be countered by overlapping preventive controls or may be
partially countered by detective controls. Therefore, effective internal control often includes a combination
of preventive and detective controls to achieve a specific control objective.
18. The practitioner’s procedures, as part of the examination of internal control, and the auditor’s
procedures, as part of the audit of the financial statements, are not part of an entity's internal control.
Inherent Limitations of Internal Control
19. Internal control cannot provide absolute assurance of achieving financial reporting objectives because
of its inherent limitations. Internal control is a process that involves human diligence and compliance and
is subject to lapses in judgment and breakdowns resulting from human failures. Internal control also can
be circumvented by collusion or improper management override. Because of such limitations, there is a
risk that material misstatements may not be prevented or detected on a timely basis by internal control.
However, these inherent limitations are known features of the financial reporting process. Therefore, it is
possible to design into the process safeguards to reduce, though not eliminate, this risk.
The Concept of Reasonable Assurance
20. Management's assertion about the effectiveness of internal control is expressed at the level of
reasonable assurance. The concept of reasonable assurance is built into the definition of internal control
and also is integral to the practitioner’s opinion. Reasonable assurance includes the understanding that
there is a remote likelihood that material misstatements will not be prevented or detected on a timely
basis. Although not absolute assurance, reasonable assurance is, nevertheless, a high level of
assurance.
21. Just as there are inherent limitations on the assurance that effective internal control can provide, as
discussed in paragraph 19, there are limitations on the amount of assurance a practitioner can obtain as
a result of performing an examination of internal control. Limitations arise because an examination is
conducted on a test basis and requires the exercise of professional judgment. Nevertheless, an
examination of internal control includes (a) obtaining an understanding of internal control; (b) testing and
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evaluating its design effectiveness; (c) testing and evaluating its operating effectiveness,7 and (d)
performing such other procedures related to internal control as the practitioner considers necessary to
obtain reasonable assurance about whether internal control is effective.
Materiality Considerations
22. A practitioner should apply the concept of materiality in an examination of internal control at both the
financial-statement level and at the individual account-balance level. The practitioner uses materiality at
the financial-statement level in evaluating whether a deficiency in controls, or combination of deficiencies,
is a significant deficiency or a material weakness. Materiality at both the financial-statement level and the
individual account-balance level is relevant to planning the examination and designing procedures.
Materiality at the account-balance level is necessarily lower than materiality at the financial-statement
level.
23. The same conceptual definition of materiality that applies to financial reporting also applies to
information about internal control, including the relevance of both quantitative and qualitative
considerations. The quantitative considerations are essentially the same as in an audit of financial
statements and relate to whether misstatements that would not be prevented or detected by internal
control, individually or collectively, have a quantitatively material effect on the financial statements. The
qualitative considerations apply to evaluating materiality with respect to the financial statements and to
additional factors that relate to the perceived needs of reasonable persons who will rely on the
information.
Definitions of Control Deficiency, Significant Deficiency, and Material Weakness
24. A control deficiency exists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent or detect
misstatements on a timely basis.
•

A deficiency in design exists when (a) a control necessary to meet the control objective is missing
or (b) an existing control is not properly designed so that, even if the control operates as
designed, the control objective is not always met.

•

A deficiency in operation exists when a properly designed control does not operate as designed,
or when the person performing the control does not possess the necessary authority or
qualifications to perform the control effectively.

25. A significant deficiency is a control deficiency, or combination of control deficiencies, that adversely
affects an entity’s ability to initiate, authorize, record, process, or report financial data reliably in
accordance with the applicable financial reporting framework such that there is more than a remote
likelihood that a misstatement of an entity’s financial statements that is more than inconsequential (see
paragraph 26) will not be prevented or detected. The term remote likelihood as used in the definitions of
significant deficiency and material weakness has the same meaning as the term remote as used in
Financial Accounting Standards Board (FASB) Statement of Financial Accounting Standards No. 5,
Accounting for Contingencies. Paragraph 3 of FASB Statement No. 5 states:
When a loss contingency exists, the likelihood that the future event or events will confirm the
loss or impairment of an asset or the incurrence of a liability can range from probable to
remote. This Statement uses the terms probable, reasonably possible, and remote to identify
three areas within that range, as follows:
a. Probable. The future event or events are likely to occur.

7

When reporting on only the effectiveness of the design of an entity’s internal control, a practitioner would not test
and evaluate the operating effectiveness of internal control. See paragraphs 248 through 254 for guidance on
examinations of the effectiveness of the design of an entity’s internal control.
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b. Reasonably possible. The chance of the future event or events occurring is more than
remote but less than likely.
c.

Remote. The chance of the future event or events occurring is slight.

Therefore, the likelihood of an event is "more than remote" when it is at least reasonably possible.
26. A misstatement is inconsequential if a reasonable person would conclude, after considering the
possibility of further undetected misstatements, that the misstatement, either individually or when
aggregated with other misstatements, would clearly be immaterial to the financial statements. If a
reasonable person would not reach such a conclusion regarding a particular misstatement, that
misstatement is more than inconsequential. The phrase “more than inconsequential” as used in the
definition of significant deficiency describes the magnitude of potential misstatements that might occur as
a result of a significant deficiency and serves as a threshold for evaluating whether a control deficiency or
combination of control deficiencies is a significant deficiency. The process of determining whether a
misstatement is more than inconsequential involves considering and evaluating qualitative and
quantitative factors. For example, a potential misstatement that is less than 20 percent of overall financial
statement materiality may be considered inconsequential, before considering qualitative factors.
However, a potential misstatement that is less than 20 percent of overall financial statement materiality
may be considered more than inconsequential as a result of qualitative factors. “Inconsequential” in this
context is not the same concept as the threshold the auditor establishes in an audit of financial
statements for accumulating trivial uncorrected misstatements. Matters that are “trivial” are amounts
designated by the auditor below which misstatements need not be accumulated. This amount is set so
that any such misstatements, either individually or when aggregated with other such misstatements,
would not be material to the financial statements, after the possibility of further undetected misstatements
is considered.
27.
A material weakness is a significant deficiency or combination of significant deficiencies8 that
results in more than a remote likelihood that a material misstatement of the financial statements will not
be prevented or detected.
Considering Qualitative Factors and Compensating Controls
28. In evaluating whether control deficiencies, either individually or in combination with other control
deficiencies, are significant deficiencies or material weaknesses, a practitioner should consider both
quantitative and qualitative factors. Qualitative factors that might be important in this evaluation include
the nature of the financial statement accounts and assertions involved and the reasonably possible future
consequences of the control deficiency. Furthermore, in determining whether a control deficiency or
combination of control deficiencies is a significant deficiency or a material weakness, the practitioner
should evaluate the possible mitigating effects of compensating controls. Compensating controls operate
at a level of precision, considering the possibility of further undetected misstatements, that would result in
the prevention or detection of a misstatement that is more than inconsequential or material to the financial
statements. The evaluation of compensating controls is important because effective compensating
controls may mitigate the effects of control deficiencies that otherwise would be considered significant
deficiencies or material weaknesses. A compensating control is designed to limit the severity of a control
deficiency and thereby prevent it from rising to the level of a significant deficiency or, in some cases, a
material weakness. An important part of the evaluation of whether a significant deficiency or material
weakness exists includes aggregating control deficiencies and considering their effect in combination.
The logical extension of this aggregation is to also consider compensating controls. However, control
deficiencies should be considered individually and in isolation; therefore, the existence of compensating
controls does not affect whether a control deficiency exists.
8

As indicated in paragraph 193 of this Statement, when evaluating the significance of deficiencies, individually and in
combination, the practitioner should consider the level of detail and degree of assurance that would satisfy prudent
officials in the conduct of their own affairs, that they have reasonable assurance that transactions are recorded as
necessary to permit the preparation of financial statements in accordance with generally accepted accounting
principles.
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Management’s Responsibilities in an Examination of Internal Control
29. For the practitioner to satisfactorily complete an examination of internal control, management must:
a. Accept responsibility for the design and operating effectiveness of the entity’s internal control; the
design and formality of an entity’s internal control may vary depending on the entity’s size,
industry, culture, and management philosophy;
b. Obtain an understanding of and evaluate the design effectiveness of the entity’s internal control;
c. Evaluate the operating effectiveness of the entity’s internal control using suitable control criteria;
d.

Support its evaluation (and thereby support its assertion) with sufficient evidence, including
documentation; and

e. Present a written assertion about the design and operating effectiveness of the entity’s internal
control.
If management fails to satisfactorily fulfill one or more of the requirements identified in items (a) through
(e), the practitioner should disclaim an opinion on the effectiveness of the entity’s internal control or
withdraw from the engagement. (See paragraph 36.) If the results of the procedures performed by the
practitioner caused the practitioner to conclude that a material weakness in internal control exists, that
information should be disclosed in the practitioner’s report. (See the illustrative report in paragraph 235.)
The Practitioner’s Responsibilities in an Examination of Internal Control
30. The practitioner must obtain an understanding of and evaluate management’s process for assessing
the effectiveness of the entity's internal control. When obtaining this understanding, the practitioner
should determine whether management has:
•

9

Determined which controls should be tested, including controls over all relevant assertions
related to all significant9 accounts and disclosures in the financial statements. Generally, such
controls include:
–

Controls over initiating, authorizing, recording, processing, and reporting significant accounts
and disclosures and related assertions embodied in the financial statements.

–

Controls over the selection and application of accounting policies that are in conformity with
the applicable financial reporting framework.

–

Antifraud programs and controls.

–

Controls, including information technology general controls, on which other controls are
dependent.

–

Controls over significant nonroutine and nonsystematic transactions, such as accounts
involving judgments and estimates.

–

Entity-level controls (as described in paragraphs 63 through 65), specifically,

Paragraph 74 defines significant accounts and disclosures as those that are:
•
•

Quantitatively material to the financial statements, or
Affected by qualitative factors that increase the risk of material misstatement.

Paragraph 79 contains examples of quantitative and qualitative factors that may affect the significance of an account
or disclosure.
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•

The control environment, and

•

Controls over the period-end financial reporting process, including controls over
procedures used to enter transaction totals into the general ledger; to initiate, authorize,
record, and process journal entries in the general ledger; and to record recurring and
nonrecurring adjustments to the financial statements, for example, consolidating
adjustments, report combinations, and reclassifications.

•

Evaluated the likelihood that failure of the control could result in a misstatement, the magnitude
of such a misstatement, and the degree to which other controls, if effective, achieve the same
control objectives.

•

Determined the locations or business units to include in the evaluation of an entity that has
multiple locations or business units. (See paragraphs 140 through 154.)

•

Evaluated the design effectiveness of controls. (See paragraphs 59 through 62.)

•

Evaluated the operating effectiveness of controls based on procedures sufficient to assess their
effectiveness. (See paragraphs 100 through 214.) Examples of such procedures include:
-

Testing controls by internal audit and by others under the direction of management

-

Using a service auditor’s report (see paragraphs 125 through 139)

-

Inspecting evidence of the application of controls

-

Testing by means of a self-assessment process, (See paragraph 188. Some of the self
assessment process might occur as part of management’s ongoing monitoring activities
which are discussed in paragraphs 37 and 38.)

Inquiry alone is not sufficient to complete this evaluation. To evaluate the effectiveness of an entity's
internal control, management must have evaluated controls over all relevant assertions related to all
significant accounts and disclosures.
•

Determined the deficiencies in internal control that are of such a magnitude and likelihood of
occurrence that they constitute significant deficiencies or material weaknesses.

•

Communicated findings to the practitioner and others, if applicable.

•

Evaluated whether the findings are reasonable and support the assertion.

When the practitioner performing the examination of internal control is not also the auditor of the
entity’s financial statements, the practitioner should obtain the same understanding of the entity’s
internal control as required by paragraphs 25 through 60 of SAS No. 55, Consideration of Internal
Control in a Financial Statement Audit, as amended.
Evaluating Management’s Documentation
31. Paragraph 29d indicates that management must support its evaluation of the operating effectiveness
of the entity’s internal control (and thereby support its assertion) with sufficient evidence, including
documentation. Documentation of the design of controls over relevant assertions related to significant
accounts and disclosures is evidence that controls related to management’s assertion about the
effectiveness of internal control, including changes to those controls:
•

Have been identified.

•

Are capable of being communicated to those responsible for their performance.
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•

Are capable of being monitored and evaluated by the entity.

32. When determining whether management's documentation provides reasonable support for its
evaluation and assertion, the practitioner should determine whether such documentation includes:
•

The design of controls over all relevant assertions related to all significant accounts and
disclosures in the financial statements. The documentation should include the five components of
internal control as discussed in paragraph 59.

•

The link between the individual controls and the significant accounts and assertions to which they
relate.

•

Information about how significant transactions are initiated, authorized, recorded, processed, and
reported.

•

Sufficient information about the flow of transactions to identify the points at which material
misstatements due to error or fraud could occur.

•

Controls designed to prevent or detect fraud, including who performs the controls and the related
segregation of duties.

•

Controls over the period-end financial reporting process.

•

Controls over the safeguarding of assets.10

•

The results of management's testing and evaluation.

33. In addition to examining an entity’s internal control, a practitioner might be engaged to perform other
services for an entity related to its internal control, such as assisting management in preparing or
gathering documentation of its internal control or recommending improvements to its internal control. The
results of tests of controls that a practitioner might perform in the context of such engagements may not
be used by management to support its assertion in an examination of internal control.
34. Documentation might take many forms, such as paper, electronic files, or other media, and can
include a variety of information, including policy manuals, process models, flowcharts, job descriptions,
documents, and forms. The form and extent of documentation will vary depending on the nature, size,
and complexity of the entity.
35. Deficiencies in the quality or sufficiency of the documentation of the design or operating effectiveness
of controls are control deficiencies because they each result in inadequate evidence to support
management's assertion regarding the effectiveness of internal control. The practitioner should evaluate
the severity of deficiencies in the documentation of the design and operating effectiveness of controls
over relevant assertions related to significant accounts and disclosures. The practitioner might conclude
that the deficiency is only a deficiency, or that the deficiency represents a significant deficiency or
a material weakness. In evaluating the deficiency as to its significance, the practitioner should determine
whether management’s documentation includes the items listed in paragraph 32 for all significant
accounts and disclosures. The practitioner may not develop this evidence if it is not available.
36. As noted in paragraph 30, a practitioner should determine whether management has evaluated the
design and operating effectiveness of the entity’s controls based on procedures sufficient to assess their
effectiveness. The absence of documentation to support management’s procedures and findings related
to the effectiveness of internal control constitutes a scope limitation as well as a material weakness. In
these circumstances, the practitioner should disclaim an opinion on the effectiveness of the entity’s
internal control or withdraw from the engagement because management’s monitoring of the other
components of internal control cannot be demonstrated in the absence of such evidence.
10

Controls over the safeguarding of assets are those that provide reasonable assurance regarding the prevention or
timely detection of the unauthorized acquisition, use, or disposition of an entity's assets that could have a material
effect on the financial statements.
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Monitoring
37. Management’s monitoring activities may provide evidence of the design and the operating
effectiveness of internal control. Monitoring supports the continuing effectiveness of internal control,
applies to all control elements and activities within an organization, and involves the performance of all
the following activities by appropriate personnel, on a timely basis:
•

Assessing the quality of internal control performance on an ongoing basis or through separate
evaluations at points in time. The greater the degree and effectiveness of ongoing monitoring, the
less the need for separate point-in-time evaluations.

•

Determining whether controls are suitably designed and operating effectively by periodically
testing and assessing them.

•

Capturing and reporting identified control deficiencies to appropriate individuals within the
organization.

•

Performing appropriate follow-up actions, including:
-

Investigating underlying problems.

-

Assessing the risks associated with specified deficiencies.

-

Authorizing the decision to take corrective actions.

-

Modifying controls if corrective action is deemed necessary.

38. In the following example, the difference between performing a control and monitoring internal control
is illustrated:
Each month, an employee in the accounting department of XYZ Entity reconciles the
balance of a significant cash account per the general ledger to the balance in that account
per the bank statement, and posts any needed adjustments. Each month, the supervisor of
the accounting department determines whether the reconciliation has been completed.
Twice a year, the supervisor performs a detailed review of the bank reconciliation and the
documentation that supports the reconciling items, and indicates his or her review by dating
and initialing the reconciliation. In this example, the employee’s monthly reconciliation of the
account and posting of any needed adjustments are the controls. The review and testing of
the reconciliations by the supervisor represent monitoring. In addition, management
separately evaluates the effectiveness of ongoing monitoring, for example, by requiring that
all exceptions be reported to management (an additional dimension of the control that
supports monitoring) or by requiring that the internal audit group review a sample of
reconciliations (a test of operating effectiveness) and report any exceptions to management.
Management and the supervisor of the accounting department investigate exceptions to
determine why the exceptions occurred, and make needed changes to the system to prevent
these exceptions from occurring in the future.
In this example, the practitioner could test this process by:
•

Selecting and reperforming one monthly reconciliation.

•

Examining evidence that the supervisor determined that reconciliations had been completed for
the remaining months and selecting one of the two reconciliations for evidence of detailed review.

•

Reviewing the procedures performed to follow up on identified deficiencies.
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Management’s Assertion
39. The practitioner should obtain a representation letter from management that includes a written
assertion about the effectiveness of the entity's internal control.
40. A practitioner should not accept an assertion from management stating that the entity’s internal
control is effective if management has identified one or more material weaknesses. In addition,
management’s assertion should disclose all material weaknesses that exist as of the end of the most
recent fiscal year.
41. Management’s written assertion about the effectiveness of an entity's internal control may be worded
in various ways. Throughout this Statement, the phrase, “management’s assertion that W Company
maintained effective internal control over financial reporting as of [date]" is used. Other phrases, such as
"management's assertion that W Company's internal control over financial reporting as of [date] is
sufficient to meet the stated objectives," may also be used. However, a practitioner should not accept an
assertion that is so subjective (for example, "very effective" internal control) that people having
competence in and using the same or similar criteria would not ordinarily be able to arrive at similar
conclusions.
42. Management’s assertion should clearly define the scope of the controls covered by management’s
assertion and whether financial reporting was expanded beyond the basic financial statements. An
example of a situation in which the scope of internal control over financial reporting extends beyond the
basic financial statements is that of Insured Depository Institutions (IDIs) subject to the internal control
reporting requirements of Section 112 of the Federal Deposit Insurance Corporation Improvement Act
(FDICIA).11 IDIs must include in the scope of their examinations of internal control and in their assertions,
at a minimum, schedules equivalent to the basic financial statements that are included in the IDI’s
applicable regulatory report. In these situations, management’s assertion should indicate that the scope
of internal control includes controls over the preparation of the IDI's financial statements as well as the
schedules equivalent to the basic financial statements included in the IDI’s applicable regulatory report.
(See paragraphs 260 through 265 for modifications of the practitioner’s report in these circumstances.)
When considering whether to accept an engagement to report on an entity’s internal control, the
practitioner should consider whether the subject matter of the engagement is beyond the scope of internal
control over financial reporting.
43. Management’s assertion about internal control should not contain a scope limitation. If there is a
limitation on the scope of the examination, for example, the entity’s inability to assess controls at a
service organization, the practitioner should determine whether management’s inability to assess controls
over a particular process is significant enough to conclude that internal control is not effective.
44. In an examination of internal control, management’s refusal to furnish a written assertion that meets
the requirements in paragraphs 39 through 43 should cause the practitioner to disclaim an opinion on the
effectiveness of the entity’s internal control or to withdraw from the engagement.
Management’s Report on Internal Control for External Parties
45. Paragraph 39 indicates that the practitioner should obtain a representation letter from management
that includes a written assertion about the effectiveness of the entity's internal control. If a practitioner’s
report is intended for general use, the practitioner should determine whether management also has
provided a written report on the entity’s internal control for use by external parties. In preparing this report,
management should follow the guidance in the specified framework. Regardless of the framework used,
the following elements should be included in management’s report to external parties:
•

The scope of controls covered by management’s assertion (for example, controls over the
preparation of the entity’s financial statements and any schedules or forms related to the financial
statements).

11

See Section 36 of the Federal Deposit Insurance Corporation Improvement Act (FDICIA) and its implementing
regulation, 12 CFR Part 363.
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•

Any controls that have been excluded from management’s assertion, for example, controls at a
subsidiary, or at a recently acquired entity. (See paragraphs 155 through 160.)

•

A statement about the inherent limitations of internal control.

•

A frame of reference for reporting (the criteria against which the effectiveness of internal control
was measured, for example, criteria contained in the framework volume of the COSO report).

•

An assertion (or conclusion) about the effectiveness of the entity’s internal control, such as: “The
entity’s system of internal control over financial reporting was effective as of December 31, 2005
(or during the fiscal year ended December 31, 2005).” If one or more material weaknesses exist
that preclude management from concluding that the criteria for internal control effectiveness have
been met, a description of the material weakness(es).

•

The date as of which (or the period for which) the conclusion was made.

•

The names of the report signers.

46. If the practitioner determines that management's report is inappropriate, the practitioner should
modify his or her report to include an explanatory paragraph describing the reasons for this conclusion. If
management does not provide the practitioner with a written report to external parties, the practitioner
should restrict the use of the practitioner’s report. If, at a later date, management provides the practitioner
with a report to external parties, the practitioner’s report may be reissued as a general-use report with the
same report date as the original restricted-use report since no procedures have been performed
subsequent to that date. Appendix C of this Statement contains an illustrative management report to
external parties based on the COSO guidance.
Examination Engagement
47. In an examination of the effectiveness of an entity’s internal control, the practitioner’s objective is to
perform the examination to reduce attestation risk to a low level that is, in the practitioner’s judgment,
appropriate for expressing an opinion on (a) the effectiveness of the entity’s internal control, in all material
respects, based on the control criteria, or (b) whether management's written assertion about the
effectiveness of internal control is fairly stated, in all material respects, based on the control criteria. The
practitioner’s opinion relates to the effectiveness of the entity's internal control taken as a whole, and not
to the effectiveness of each individual component (for example, control environment, risk assessment,
control activities, information and communication, and monitoring) of the entity's internal control.12 The
practitioner therefore considers the interrelationship of the components of an entity's internal control in
achieving the objectives of the control criteria. Nonetheless, the practitioner should evaluate the design
and operating effectiveness of each component of internal control. As discussed in paragraphs 216 and
217, if the practitioner becomes aware of a significant deficiency or material weakness in any of the
components, he or she is required to report those matters to management and those charged with
governance13 and, in the case of a material weakness, to express an adverse opinion.
48. To express an opinion, the practitioner performs procedures to obtain sufficient evidence about the
design and operating effectiveness of the entity's internal control, thereby reducing attestation risk to an
appropriately low level. When evaluating the design effectiveness of specific controls, the practitioner
12

However, as discussed in paragraph 247 of this Statement, a practitioner may be engaged to examine the internal
control of a component of an entity, for example, an operating division of an entity or a subsidiary whose financial
statements are consolidated with other entities.
13
The term those charged with governance is defined in footnote 5 of SAS No. 103, Audit Documentation, as “the
person(s) with responsibility for overseeing the strategic direction of the entity and obligations related to the
accountability of the entity. This includes overseeing the financial reporting and disclosure process, including internal
control over financial reporting. In some cases, those charged with governance are responsible for approving the
financial statements (in other cases management has this responsibility.) For entities with a board of directors, this
term encompasses the term board of directors or audit committees expressed elsewhere in the Statements on
Auditing Standards (SASs).
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considers whether the control is suitably designed to prevent or detect material misstatements on a timely
basis. When evaluating operating effectiveness, the practitioner considers how the control was applied,
the consistency with which it was applied, and by whom it was applied.
49. Performing an examination of the effectiveness of an entity's internal control involves the following:
a.

Planning the engagement

b.

Obtaining an understanding of the design effectiveness of internal control

c.

Testing and evaluating the design effectiveness of internal control

d.

Testing and evaluating the operating effectiveness of internal control

e.

Evaluating deficiencies in the entity’s internal control

f.

Forming an opinion

Planning the Engagement―General Considerations
50. Planning an engagement to examine the effectiveness of an entity's internal control involves
developing an overall strategy for the engagement. In doing so, the practitioner should consider factors
such as the following:
•

The scope of the internal control to be covered by management’s assertion and the practitioner’s
report. For example, for insured depository institutions the scope also would include internal
control over financial reporting in schedules equivalent to the basic financial statements.

•

Knowledge of the entity's internal control obtained during other engagements, including
knowledge obtained during the audit of the financial statements. (See paragraphs 53 through 55
for communication requirements when a different CPA performs the audit of the financial
statements.)

•

Matters affecting the industry in which the entity operates, such as financial reporting practices,
economic conditions, laws and regulations, and technological changes.

•

Matters relating to the entity's business, including its organization, operating characteristics,
capital structure, and distribution methods.

•

The extent of recent changes, if any, in the entity, its operations, or its internal control.

•

Management's process for assessing the effectiveness of the entity's internal control based on
the control criteria.

•

Preliminary judgments about materiality, risk, and other factors relating to the determination of
material weaknesses.

•

Control deficiencies previously communicated to those charged with governance.

•

Legal or regulatory matters of which the entity is aware.

•

The type and extent of available evidence related to the effectiveness of the entity's internal
control.

•

Preliminary judgments about the effectiveness of internal control.
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•

Whether the entity uses a service organization(s) to perform services that are part of its
information system and, accordingly, that are part of its internal control. See paragraphs 125
through 139.

•

The number of significant business locations or units, including management’s documentation
and monitoring of controls over such locations or business units. Paragraphs 140 through 154
discuss factors the practitioner should consider and evaluate to determine the locations at which
to perform examination procedures.

•

Any entities or segments that the entity plans to scope out of the assessment.

•

The need to use the work of a specialist. See SAS No. 73, Using the Work of a Specialist.

51. In planning the engagement, the practitioner obtains an understanding of management’s process for
evaluating the effectiveness of the entity’s internal control, described in paragraphs 30 through 38, to:
•

Evaluate the appropriateness of management’s process for:
-

•

Determining which controls are significant
Documenting controls and evaluating their design and operating effectiveness
Determining which control deficiencies are of such a magnitude, quantitatively or qualitatively
or both, that they constitute significant deficiencies or material weaknesses

Determine whether management’s findings are reasonable and support management’s assertion.

Differences When Reporting on Internal Control at a Point in Time and for a Period
52. As indicated in paragraph 1, a practitioner may be engaged to report on the effectiveness of an
entity’s internal control as of a point in time or for a period. The practitioner’s procedures may need to
differ depending on whether the practitioner is reporting as of a point in time or for a period with regard to:
•

The timing and extent of procedures performed. For example, when examining internal control as
of a specified date, the practitioner may perform tests of controls closer to the “as of” date.
However, when examining internal control for a period, the practitioner’s tests of controls should
be spread over the period to enable the practitioner to conclude on their effectiveness during the
period.

•

The practitioner’s report. When examining internal control as of a specified date, the practitioner’s
report should include material weaknesses that exist as of that date. When examining internal
control for a period, the practitioner’s report should include material weaknesses that existed
during the period covered by the practitioner’s report.

Communicating With the Financial Statement Auditor
53. Although an examination of an entity’s internal control and an audit of an entity's financial statements
generally are performed by the same practitioner, each engagement may be performed by a different
practitioner. When the two engagements are performed by different practitioners, the practitioner
performing the examination of internal control should contact the financial statement auditor to plan and
coordinate the performance of the engagements, and to communicate findings. The practitioner should:
•

Coordinate with the auditor of the financial statements the timing of the work to be performed for
both engagements.

•

Inquire of the financial statement auditor about:
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-

The status of the current financial statement audit, that is, whether the audit has been
completed or is still in process, the financial statement date, and the date of the auditor’s
report on the financial statements. (The date of the practitioner’s report on the examination of
internal control should be either the same as or subsequent to the date of the auditor’s report
on the financial statements.)

-

The independence of the financial statement auditor.14

-

Any material weaknesses, significant deficiencies, or known and likely misstatements, and
whether they had initially been identified by the entity’s internal control or by the financial
statement auditor.

-

Any disagreements between management and the auditor concerning any material
weaknesses, significant deficiencies, or known and likely misstatements.

-

The auditor’s findings about internal control. (The practitioner should relate these findings to
the controls examined in the examination of internal control.)

-

The identification of fraud of any magnitude committed by senior management.

-

The failure by management or those charged with governance to assess the effect of a
significant deficiency that has been communicated to them and either correct the deficiency
or conclude that it will not be corrected.

54. The practitioner should consider requesting that management contact and authorize the auditor to
fully and completely respond to all the practitioner’s inquiries. If management will not authorize the
practitioner to communicate with the financial statement auditor, or the financial statement auditor is
unwilling to fully communicate with the practitioner, the practitioner should withdraw from the
engagement.
55. If the auditor of the financial statements has identified deficiencies, significant deficiencies, or material
weaknesses, the practitioner should obtain detailed information regarding these matters and should
evaluate them as part of his or her examination. If the practitioner’s evaluation results in a different
conclusion than that of the financial statement auditor, the practitioner should communicate the reason for
his or her conclusion to the financial statement auditor and should document this communication in the
working papers. A practitioner will not necessarily reach the same conclusion about control deficiencies
as the financial statement auditor because:
•

An audit of financial statements is not designed to identify control deficiencies

•

The evaluation of deficiencies generally involves considerable judgment

The complexity of assessing control deficiencies and the requirement to timely communicate with
management may be exacerbated when the practitioner performing the examination of internal control is
not the auditor of the entity’s financial statements.
Fraud Considerations
56. The practitioner should evaluate all controls specifically intended to address the risks of fraud that
have at least a reasonably possible likelihood of having a material effect on the entity's financial
statements. These controls may be a part of any of the five components of internal control. Controls
related to the prevention and detection of fraud often have a pervasive effect on the risk of fraud. Such
controls include, but are not limited to:

14

If the practitioner is not also the financial statement auditor, it may be helpful to consider the guidance in paragraph
10 of SAS No. 1, Codification of Auditing Standards and Procedures, “Part of Audit Performed by Other Independent
Auditors.”
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•

Controls restraining misappropriation of entity assets that could result in a material misstatement
of the financial statements;

•

The entity’s risk assessment processes;

•

The entity’s code of ethics and conduct provisions, especially those related to conflicts of interest,
related party transactions, illegal acts, and monitoring of the code by management and those
charged with governance;

•

Adequacy of the internal audit activity and whether the internal audit function reports directly to
those charged with governance, as well as the extent of the involvement and interaction of those
charged with governance with internal audit; and

•

Adequacy of the entity’s procedures for handling complaints and for accepting confidential
submissions of concerns about questionable accounting or auditing matters.

57. Part of management’s responsibility when designing an entity’s internal control is to design and
implement programs and controls to prevent, deter, and detect fraud. Management, along with those
charged with governance, should set the proper tone; create and maintain a culture of honesty and high
ethical standards; and establish appropriate controls to prevent, deter, and detect fraud. If management
and those charged with governance fulfill those responsibilities, the opportunities to commit fraud can be
reduced significantly.
58. Often, controls identified and evaluated by a practitioner during the examination of internal control
also address or mitigate fraud risks, which the auditor is required to consider in a financial statement
audit. If the practitioner identifies deficiencies in controls designed to prevent or detect fraud during the
examination of internal control, and the practitioner is also the auditor of the entity’s financial statements,
the practitioner should alter the nature, timing, or extent of procedures to be performed during the
financial statement audit to be responsive to such deficiencies, as provided in paragraphs 44 and 45 of
SAS No. 99, Consideration of Fraud in a Financial Statement Audit.
Obtaining an Understanding of Internal Control and Evaluating Its Design Effectiveness
59. Whenever a practitioner assesses the effectiveness of a control, he or she first evaluates the design
effectiveness of the control since a control cannot operate effectively unless it is effectively designed and
implemented. Evaluating the design of a control involves considering whether the control, individually or
in combination with other controls, is capable of effectively preventing or detecting and correcting material
misstatements. Implementation of a control means that the control exists and that the entity is using it.
Procedures to obtain evidence about the design and implementation of relevant controls are included in
paragraph 60. The practitioner must obtain an understanding of the design of controls related to each of
the five components of internal control, which are identified in the Executive Summary of the COSO
report and include:
•

Control environment. The control environment sets the tone of an organization, influencing the
control consciousness of its people. It is the foundation for all other components of internal
control, providing discipline and structure. Control environment factors include the integrity,
ethical values and competence of the entity’s people; management’s philosophy and operating
style; the way management assigns authority and responsibility and organizes and develops its
people; and the attention and direction provided by the board of directors.

•

Risk assessment. Every entity faces a variety of risks from external and internal sources that
must be assessed. A precondition to risk assessment is establishment of objectives, linked at
different levels and internally consistent. Risk assessment is the identification and analysis of
relevant risks to achievement of the objectives, forming a basis for determining how the risks
should be managed. Because economic, industry, regulatory, and operating conditions will
continue to change, mechanisms are needed to identify and deal with the special risks associated
with change.
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•

Control activities. Control activities are the policies and procedures that help ensure management
directives are carried out. They help ensure that necessary actions are taken to address risks to
achievement of the entity’s objectives. Control activities occur throughout the organization, at all
levels and in all functions. They include a range of activities as diverse as approvals,
authorizations, verifications, reconciliations, reviews of operating performance, security of assets,
and segregation of duties.

•

Information and communication. Pertinent information must be identified, captured, and
communicated in a form and timeframe that enable people to carry out their responsibilities.
Information systems produce reports, containing operational, financial, and compliance-related
information, that make it possible to run and control the business. They deal not only with
internally generated data, but also information about external events, activities, and conditions
necessary to informed business decision-making and external reporting. Effective communication
also must occur in a broader sense, flowing down, across, and up the organization. All personnel
must receive a clear message from top management that control responsibilities must be taken
seriously. They must understand their own role in the internal control system, as well as how
individual activities relate to the work of others. They must have a means of communicating
significant information upstream. There also needs to be effective communication with external
parties, such as customers, suppliers, regulators, and shareholders.

•

Monitoring. Internal control systems need to be monitored―a process that assesses the quality of
the system’s performance over time. This is accomplished through ongoing monitoring activities,
separate evaluations, or a combination of the two. Ongoing monitoring occurs in the course of
operations. It includes regular management and supervisory activities, and other actions
personnel take in performing their duties. The scope and frequency of separate evaluations will
depend primarily on an assessment of risks and the effectiveness of ongoing monitoring
procedures. Internal control deficiencies should be reported upstream, with serious matters
reported to top management and the board.

60. To obtain an understanding and evaluate the design of the controls within each component of internal
control, the practitioner should apply procedures that include:
•

Making inquiries of appropriate management, supervisory, and staff personnel;

•

Inspecting entity documents;

•

Observing the application of specific controls; and

•

Tracing transactions through the information system relevant to financial reporting.

Inquiry alone is not sufficient to evaluate the design of a control and to determine whether it has been
implemented.
61. Some controls (such as entity-level controls) might have a pervasive effect on the achievement of
many overall objectives of the control criteria. For example, information technology general controls over
program development, program changes, computer operations, and access to programs and data help
ensure that specific controls over the processing of transactions are designed and operating effectively. In
contrast, other controls are designed to achieve specific objectives of the control criteria. For example,
management generally establishes specific controls such as accounting for all shipping documents, to
ensure that all valid sales are recorded.
62. The practitioner should focus on combinations of controls, in addition to specific controls in isolation,
in assessing whether the objectives of the control criteria have been achieved. The absence or
inadequacy of a specific control designed to achieve the objectives of a specific criterion might not be a
deficiency if other controls specifically address the same criterion. Further, when one or more controls
achieve the objectives of a specific criterion, the practitioner might not need to evaluate other controls
designed to achieve those same objectives.
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Identifying Entity-Level Controls
63. Controls that exist at the entity level often have a pervasive impact on controls at the process,
transaction, or application level. For that reason, as a practical consideration, it may be appropriate
for the practitioner to test and evaluate the design effectiveness of entity-level controls first, because the
results of that work might affect the way the practitioner evaluates the other aspects of internal control.
64. Entity-level controls are controls such as the following:
•

Controls within the control environment, including tone at the top, the assignment of authority and
responsibility, consistent policies and procedures, and entity-wide programs, such as codes of
conduct and fraud prevention, that apply to all locations and business units;

•

Management’s risk assessment process;

•

Centralized processing and controls, including shared service environments;

•

Controls to monitor the results of operations;

•

Controls to monitor other controls, including activities of the internal audit function, the audit
committee, and self-assessment programs;

•

The period-end financial reporting process; and

•

Board-approved policies that address significant business control and risk management
practices.

These controls are not intended to be a complete list of entity-level controls nor is an entity
required to have all the controls in the list to support its assertion about the effectiveness of internal
control. However, ineffective entity-level controls are a deficiency that will affect the scope of work
performed, particularly when an entity has multiple locations or business units.
65. Testing entity-level controls alone is not sufficient for the purpose of expressing an opinion on the
effectiveness of an entity’s internal control.
Evaluating the Effectiveness of Oversight by Those Charged With Governance
66. Management is responsible for internal control. Those charged with governance are responsible for
overseeing the financial reporting and disclosure process, including internal control over financial
reporting. In some cases, those charged with governance are responsible for approving the financial
statements (in other cases management has this responsibility). For entities with a board of directors, this
term encompasses the term board of directors or audit committees. In most entities, governance is a
collective responsibility that may be carried out by a board of directors, a committee of the board of
directors (for example, an audit or legislative oversight committee), a committee of management (for
example, a finance, budget, or governmental agency executive committee), partners, or equivalent
persons. In some smaller entities, one person may be charged with governance, for example, the owner
in an owner-managed entity, or a sole trustee. In some cases management and those charged with
governance are the same people.
67. Those charged with an entity’s governance play an important role within the control environment and
monitoring components of internal control. Within the control environment, the existence of effective
oversight by those charged with governance helps to set a positive tone at the top, and within the
monitoring component, it challenges the entity’s activities in the financial arena.
68. Although effective oversight by those charged with governance plays an important role within the
control environment and monitoring components of internal control, management is responsible for
maintaining effective internal control. This Statement does not suggest that this responsibility has been
transferred to those charged with governance.
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69. If an entity has an audit committee, the practitioner should evaluate the effectiveness of the audit
committee. If the entity does not have an audit committee, the practitioner should evaluate the
effectiveness of the person(s) with responsibility for monitoring (a) the strategic direction of the entity, and
(b) the entity’s financial reporting and disclosure process. This group may be a board of directors, a
committee of the board of directors, management, a committee of management (for example, a finance or
budget committee), partners, an owner in an owner-managed entity, a sole trustee, or equivalent persons.
70. The entity’s board of directors is responsible for evaluating the performance and effectiveness of the
audit committee. This Statement does not suggest that a practitioner is responsible for performing a
separate and distinct evaluation of those charged with governance. However, because of their role within
the control environment and monitoring components of internal control, the practitioner should assess the
effectiveness of the oversight of those charged with governance as part of understanding and evaluating
those components.
71. The importance of the various aspects of the effectiveness of those charged with governance may
vary considerably with the circumstances. The practitioner focuses on factors related to the effectiveness
of the oversight of the entity’s financial reporting and internal control, such as the independence of those
charged with governance from management (when those are separate bodies), the clarity with which the
responsibilities of those charged with governance are articulated (for example, in the audit committee's
charter), and how well those charged with governance and management understand those
responsibilities. The practitioner also might consider the involvement and interaction of those charged
with governance with the practitioner and with internal auditors, as well as interaction with key members
of financial management, including the chief financial officer and chief accounting officer.
72. The practitioner might also evaluate whether the right questions are raised and pursued by those
charged with governance in their discussions with management and the practitioner, including questions
that indicate an understanding of the critical accounting policies and judgmental accounting estimates,
and the responsiveness to issues raised by the practitioner.
73. Ineffective oversight of an entity’s financial reporting and internal control by those charged with
governance should be regarded as at least a significant deficiency and a strong indicator that a material
weakness in internal control exists. Strong indicators of a material weakness are not automatically
material weaknesses; rather, they are circumstances that require heightened practitioner scrutiny to
determine whether a material weakness, in fact, exists.
Identifying Significant Accounts and Responding to Materiality and Risk
74. The practitioner should identify significant accounts and disclosures, first at the financial-statement
level and then at the account or disclosure-component level. When identifying significant accounts, the
practitioner should evaluate both quantitative and qualitative factors. Significant accounts and disclosures
are those that are:
•

Quantitatively material to the financial statements, or

•

Affected by qualitative factors that increase the risk of material misstatement

Paragraph 79 contains examples of quantitative and qualitative factors that may affect the significance of
an account or disclosure.
75. An account is significant if it is quantitatively material. It also is significant if there is more than a
remote likelihood —for example, due to qualitative factors— that the account could contain misstatements
that individually, or when aggregated with others, could have a material effect on the financial statements,
considering the risks of both overstatement and understatement. For purposes of determining significant
accounts, the assessment as to likelihood should be made without giving any consideration to the
effectiveness of internal control.
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76. Components of an account balance subject to differing risks (inherent and control) or different
controls should be considered separately as potential significant accounts. For instance, inventory
accounts often consist of raw materials (the purchasing process), work in process (the manufacturing
process), finished goods (the distribution process), and an allowance for obsolescence.
77. In some cases, separate components of an account might be a significant account because of the
entity’s organizational structure. For example, for an entity that has a number of separate business units,
each with different management and accounting processes, the accounts at each separate business unit
are considered individually as potential significant accounts.
78. An account also may be considered significant because of the exposure to unrecognized obligations
represented by the account. For example, loss reserves related to a self-insurance program or
unrecorded contractual obligations at a construction contracting subsidiary may have historically been
insignificant in amount, yet might represent a more than remote likelihood of material misstatement due to
the existence of material unrecorded claims.
79. When deciding whether an account is significant, it is important for a practitioner to evaluate both
quantitative and qualitative factors, including the:
•

Composition of the account;

•

Susceptibility of loss due to errors or fraud;

•

Volume of activity, complexity, and homogeneity of the individual transactions processed through
the account;

•

Nature of the account (for example, suspense accounts generally warrant greater attention);

•

Accounting and reporting complexities associated with the account;

•

Exposure to losses represented by the account (for example, loss accruals related to a
consolidated construction contracting subsidiary);

•

Likelihood (or possibility) of significant contingent liabilities arising from the activities represented
by the account;

•

Existence of related party transactions in the account; and

•

Changes from the prior period in account characteristics (for example, new complexities or
subjectivity or new types of transactions).

80. The following is an illustration of how a practitioner might consider and evaluate the significance of a
clearly material land account, and respond to that evaluation:
The balance in XYZ Entity’s land account is clearly material; it represents approximately 5
percent of the entity’s assets and 10 times materiality. There have been no changes in controls
related to this account within the examination period.
Management believes there is low inherent risk related to this account, and the practitioner
agrees with management’s assessment. Although this account is in scope because of its
quantitative materiality, the perceived low inherent risk of the account, due to qualitative
factors, might enable the practitioner to modify the nature, timing, and extent of his or her
procedures in the following way:
•

On a continuing basis, the practitioner may consider “rights and obligations” and
“valuation” as relevant assertions. The rights and obligations assertion is relevant because
of the potential risk of assignment, mortgage, commitment, or sale of the land. The
valuation assertion is relevant because of the risk that the land’s value might be impaired.
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•

For all fixed-asset accounts, XYZ Entity’s process includes a periodic, systematic risk
assessment for all properties, including consideration of the potential impairment of their
value in accordance with FASB) Statement No. 144, Accounting for the Impairment or
Disposal of Long-Lived Assets. In addition, the entity has controls in place that require
management’s authorization for any purchase, assignment, mortgage, commitment, or
sale of fixed assets. The practitioner might therefore perform the following tests of controls
over the following two relevant assertions:
-

Rights and obligations. The practitioner might inquire of management regarding any
assignment, mortgage, commitment, or sale of land during the period. If management
states that no such transactions have occurred, and the practitioner has no evidence
to the contrary, the practitioner might conclude that testing controls over the rights and
obligations assertion related to land is unnecessary. However, if management informs
the practitioner that such transactions have occurred, or if the practitioner has other
evidence that such transactions have occurred, the practitioner might evaluate the
operating effectiveness of the controls over this process. The nature, timing, and
extent of the tests of controls should be responsive to the perceived inherent risk of
the transactions that occurred.

-

Valuation. The practitioner could determine whether XYZ Entity’s process for
determining valuation, in accordance with FASB Statement No. 144 is adequate based
on the valuation risks to which the property is exposed. If the practitioner concludes
that management’s process is sufficient, the practitioner could test the controls over
the process. The practitioner also might consider combining this test with the test of
other valuation controls that management may have in place. If the practitioner
concludes that management’s process is not sufficient, this a design deficiency and the
practitioner should consider whether the deficiency represents a significant deficiency
or material weakness.

81. The following is an illustration of how a practitioner might consider and evaluate the significance of an
entity’s goodwill account that is at the level of materiality, and respond to that evaluation:
The balance in XYZ Entity’s goodwill account represents approximately 1 percent of the
entity’s assets, and is approximately equal to materiality; therefore, it is quantitatively
material. Goodwill has been on XYZ’s books for approximately 10 years. The entity engages
a specialist to perform an annual evaluation of the assets underlying goodwill. Through
inquiry and observation, the practitioner determines that there have been no changes to the
controls related to this account within the examination period. Management also has
determined that the account is not affected by qualitative factors that would increase the risk
of material misstatement.
On a continuing basis, the practitioner considers “valuation” as the only relevant assertion
because of the risk that goodwill might be impaired. XYZ Entity’s process for valuing goodwill
includes engaging a specialist to prepare an annual evaluation of the assets underlying
goodwill. The entity engages a competent and objective specialist, establishes an
understanding with the specialist regarding the terms of the engagement, establishes
controls over the integrity of the data provided to the specialist, reviews the specialist’s
report, and makes appropriate adjustments to the valuation of goodwill.
Management believes there is low inherent risk related to this account and the practitioner
agrees with management’s assessment. Although this account ordinarily would be in scope
because of its quantitative materiality, the perceived low inherent risk of the account could
enable the practitioner to modify the nature, timing, and extent of his or her procedures. To
evaluate controls over the valuation assertion, the practitioner inspects management’s
documentation, makes inquiries about, and performs appropriate tests of the process. If the
practitioner concludes, based on his or her procedures, that management’s process is
sufficient, the practitioner may be able to conclude that management’s process is designed
and operating effectively.
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82. The following is an illustration of how a practitioner might consider and evaluate the significance of an
account that is not quantitatively material but is material in scope because of qualitative factors, and
respond to that evaluation:
The balance in XYZ Entity’s suspense account represents approximately .1 percent of the
entity’s assets, and is approximately 25 percent of materiality; therefore, it is not
quantitatively material. The account is subject to a high volume of transactions, is difficult to
analyze, and typically contains various unresolved items that require extended periods and
investigation to resolve and clear. In prior periods, the account has had to be adjusted
because many of the items that constitute the account had not been cleared. In the current
period, the controls have been redesigned to achieve the control objectives.
The practitioner considers existence and occurrence as well as completeness to be the only
relevant assertions because of the risk that the entity will be unable to properly and timely
investigate and clear the items that constitute the account. XYZ Entity’s process for
monitoring existence and occurrence includes a daily review of the account by the
department supervisor and a monthly review of the analysis of the account by the controller.
Documentation of the follow-up work related to all items that are unresolved and over 30
days old is attached to the analysis. On a monthly basis, management must approve all
write-offs to the account. Postings to the account are controlled by an automated application
control that ensures the completeness of the postings.
Management believes there is high inherent risk related to this account, and the practitioner
agrees with management’s assessment. The perceived high inherent risk of the account
should cause the practitioner to modify the nature, timing, and extent of his or her
procedures. First, the practitioner should perform a walkthrough of the account process and
determine through inquiry that the controls are in place as prescribed. Then the practitioner
could evaluate controls over the existence assertion by inspecting management’s
documentation of the follow-up work on the unresolved items to determine that controls over
review of the unresolved items are functioning. The practitioner could select a sample of
daily analyses, including some from month end, and verify that the analyses were reviewed
by the department supervisor and the controller, if applicable. The practitioner could also
select several month-end analyses and reperform them. The practitioner should test the
application control to ensure its effective operation over the completeness assertion. If the
practitioner concludes, based on his or her procedures, that management’s process is
sufficient, the practitioner may be able to conclude that management’s process is designed
and operating effectively.
83. As another example, the auditor of the financial statements of a financial institution might not consider
the trust accounts to be significant to the institution's financial statements because such accounts are not
included in the institution's balance sheet, and the associated fee income generated by trust activities is
not material. However, in determining whether trust accounts are a significant account for purposes of an
examination of internal control, the practitioner should assess whether the activities of the trust
department are significant to the institution's financial reporting, which also would include considering the
contingent liabilities that could arise if a trust department failed to fulfill its fiduciary responsibilities (for
example, if investments were made that were not in accordance with stated investment policies). When
assessing the significance of possible contingent liabilities, consideration of the amount of assets under
the trust department's control may be useful. For this reason, a practitioner who has not considered the
trust accounts to be significant accounts for purposes of the financial statement audit might determine
that they are significant for purposes of an examination of internal control.
Identifying Relevant Financial Statement Assertions
84. Relevant assertions are assertions that have a meaningful bearing on whether the account is
fairly stated. For example, valuation may not be relevant to the cash account unless currency
translation is involved; however, existence and completeness are always relevant. Similarly,
valuation may not be relevant to the gross amount of the accounts receivable balance, but is
relevant to the related allowance accounts. Additionally, a practitioner might, in some circumstances,
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separately focus on assertions about presentation and disclosure in connection with the period-end
financial reporting process.
85. For each significant account, the practitioner should determine the relevance of each of the following
kinds of financial statement assertions:15
•

Existence or occurrence. These assertions address whether assets or liabilities of the entity exist
at a given date and whether recorded transactions have occurred during a given period. For
example, management asserts that finished goods inventories in the balance sheet are available
for sale. Similarly, management asserts that sales in the income statement represent the
exchange of goods or services with customers for cash or other consideration.

•

Completeness. These assertions address whether all transactions and accounts that should be
presented in the financial statements are so included. For example, management asserts that all
purchases of goods and services are recorded and are included in the financial statements.
Similarly, management asserts that notes payable in the balance sheet include all such
obligations of the entity.

•

Rights and obligations. These assertions address whether assets are the rights of the entity and
liabilities are the obligations of the entity at a given date. For example, management asserts that
amounts capitalized for leases in the balance sheet represent the cost of the entity’s rights to
leased property and that the corresponding lease liability represents an obligation of the entity.

•

Valuation or allocation. These assertions address whether asset, liability, equity, revenue, and
expense components have been included in the financial statements at appropriate amounts. For
example, management asserts that property is recorded at historical cost and that such cost is
systematically allocated to appropriate accounting periods. Similarly, management asserts that
trade accounts receivable included in the balance sheet are stated at net realizable value.

•

Presentation and disclosure. These assertions address whether particular components of the
financial statements are properly classified, described, and disclosed. For example, management
asserts that obligations classified as long-term liabilities in the balance sheet will not mature
within one year. Similarly, management asserts that amounts presented as extraordinary items in
the income statement are properly classified and described.

86. To identify relevant assertions, a practitioner should determine the source of likely potential
misstatements in each significant account. In determining whether a particular assertion is relevant to a
significant account balance or disclosure, a practitioner should evaluate:
•

The nature of the assertion;

•

The volume of transactions or data related to the assertion; and

•

The nature and complexity of the systems, including the use of information technology by which
the entity processes and controls information supporting the assertion.

Identifying Significant Processes and Major Classes of Transactions
87. A practitioner should identify each significant process over each major class of transactions affecting
significant accounts or groups of accounts. Major classes of transactions are those classes of
transactions that are significant to the entity’s financial statements. For example, at an entity whose sales
may be initiated by customers through personal contact in a retail store or electronically through use of
the Internet, these types of sales would be two major classes of transactions within the sales process if
they were both significant to the entity's financial statements. As another example, at an entity for which
fixed assets is a significant account, recording depreciation expense would be a major class of
transactions.
15

See paragraphs 3 through 8 of SAS No. 31, Evidential Matter, as amended.
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88. Different types of major classes of transactions have different levels of inherent risk associated with
them and require different levels of management supervision and involvement. For this reason, a
practitioner might further categorize the identified major classes of transactions by transaction type:
routine, nonroutine, and estimation.
•

Routine transactions are recurring financial activities reflected in the accounting records in the
normal course of business (for example, sales, purchases, cash receipts, cash disbursements,
and payroll).

•

Nonroutine transactions are activities that occur only periodically (for example, taking physical
inventory, calculating depreciation expense, and adjusting for foreign currencies). A distinguishing
feature of nonroutine transactions is that data involved are generally not part of the routine flow of
transactions.

•

Estimation transactions are activities that involve management judgments or assumptions in
formulating account balances in the absence of a precise means of measurement (for example,
determining the allowance for doubtful accounts, establishing warranty reserves, and assessing
assets for impairment).

89. Most processes involve a series of tasks such as capturing input data, sorting and merging data,
making calculations, updating transactions and master files, generating transactions, and summarizing
and displaying or reporting data. The processing procedures relevant for a practitioner to understand the
flow of transactions generally are those activities required to initiate, authorize, record, process, and
report transactions. Such activities include, for example, initially recording sales orders, preparing
shipping documents and invoices, and updating the accounts receivable master file. The relevant
processing procedures also include procedures for correcting and reprocessing previously rejected
transactions and for correcting erroneous transactions through adjusting journal entries.
90.

For each significant process, a practitioner should:
•

Understand the flow of transactions, including how transactions are initiated, authorized,
recorded, processed, and reported.

•

Identify the points within the process at which a misstatement–—including a misstatement due to
fraud–—related to each relevant financial statement assertion could arise.

•

Identify the controls that management implemented to address these potential misstatements.

•

Identify the controls that management has implemented over the prevention or timely detection of
unauthorized acquisition, use, or disposition of the entity’s assets.

The practitioner frequently obtains the understanding and identifies the controls described above as part
of his or her performance of walkthroughs.
Use of Information Technology
91. The nature and characteristics of an entity’s use of information technology in its information system
affect the entity’s internal control. SAS No. 55, as amended, includes information about the effect of
information technology on internal control, particularly in paragraphs 16 through 20, 30 through 32, and
43 through 46.
Understanding the Period-End Financial Reporting Process
92. The period-end financial reporting process includes the following:
•

The procedures used to enter transaction totals into the general ledger;
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•

The procedures used to initiate, authorize, record, and process journal entries in the general
ledger;

•

Other procedures used to record recurring and nonrecurring adjustments to the financial
statements, such as consolidating adjustments, report combinations, and classifications; and

•

Procedures for drafting financial statements and related disclosures.

93. As part of understanding and evaluating the period-end financial reporting process, a practitioner
should evaluate:
•

The inputs, procedures performed, and outputs of the processes the entity uses to produce its
financial statements;

•

The extent of information technology involvement in each period-end financial reporting process
element;

•

Who participates from management;

•

The number of locations involved;

•

Types of adjusting entries (for example, standard, nonstandard, eliminating, and consolidating);
and

•

The nature and extent of the oversight of the process by appropriate parties, including
management, the board of directors, and the audit committee.

94. The period-end financial reporting process is always a significant process because of its importance
to financial reporting. A practitioner's understanding of the entity’s period-end financial reporting process
and how it interrelates with the entity’s other significant processes assists the practitioner in identifying
and testing controls that are the most relevant to financial statement risks.
Performing Walkthroughs
95. A practitioner should perform at least one walkthrough for each major class of transactions. In a
walkthrough, the practitioner traces a transaction from origination through the entity’s information systems
until it is reflected in the entity’s accounting records. Walkthroughs provide the practitioner with evidence
to:
•

Confirm the practitioner's understanding of the process flow of transactions;

•

Confirm the practitioner's understanding of the design of controls identified for all five components
of internal control, including those related to the prevention or detection of fraud;

•

Confirm that the practitioner’s understanding of the process is complete by determining whether
all points in the process at which misstatements related to each relevant financial statement
assertion that could occur have been identified;

•

Evaluate the effectiveness of the design of controls; and

•

Confirm whether controls have been placed in operation.

The practitioner can often gain an understanding of the transaction flow, identify and understand controls,
and conduct the walkthrough simultaneously.
96. The practitioner's walkthroughs should encompass the entire process of initiating, authorizing,
recording, processing, and reporting individual transactions and controls for each of the significant
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processes identified, including controls intended to address the risk of fraud. During the walkthrough, at
each point at which important processing procedures or controls occur, the practitioner should question
the entity’s personnel about their understanding of what is required by the entity’s prescribed procedures
and controls and determine whether the processing procedures are performed as originally understood
and on a timely basis. (Controls might not be performed regularly but still be timely.) During the
walkthrough, the practitioner should be alert for exceptions to the entity’s prescribed procedures and
controls.
97. While performing a walkthrough, the practitioner should evaluate the quality of the evidence obtained
and perform walkthrough procedures that produce a level of evidence consistent with the objectives listed
in paragraph 95. Rather than reviewing copies of documents and making inquiries of a single person at
the entity, the practitioner should follow the process flow of actual transactions using the same documents
and information technology that entity personnel use and make inquiries of relevant personnel involved in
significant aspects of the process or controls. To corroborate information at various points in the
walkthrough, the practitioner might ask personnel to describe their understanding of the previous and
succeeding processing or control activities and to demonstrate what they do. In addition, inquiries should
include follow-up questions that could help identify the abuse of controls or indicators of fraud. Examples
of follow-up inquiries include asking personnel:
•

What they do when they find an error or what they are looking for to determine if there is an error
(rather than simply asking them if they perform listed procedures and controls); what kind of
errors they have found; what happened as a result of finding the errors, and how the errors were
resolved. If the person being interviewed has never found an error, the practitioner should
evaluate whether that situation is due to good preventive controls or whether the individual
performing the control lacks the necessary skills.

•

Whether they have ever been asked to override the process or controls, and if so, to describe the
situation, why it occurred, and what happened.

98. When there have been significant changes in the process flow of transactions, including the
supporting computer applications, since the last examination, the practitioner should evaluate the nature
of the change(s) and the effect on related accounts to determine whether to walk through transactions
that were processed both before and after the change. Unless significant changes in the process flow of
transactions, including the supporting computer applications, make it more efficient for the practitioner to
prepare new documentation of a walkthrough, the practitioner may carry his or her documentation forward
each year, after updating it for any changes that have taken place. However, a practitioner must perform
a walkthrough each year for all significant accounts and processes.
99. The objectives of walkthroughs cannot be achieved second-hand. For the objectives to be effectively
achieved, the practitioner must perform the walkthroughs himself or herself.
Testing and Evaluating the Operating Effectiveness of Controls
100.
Tests of the operating effectiveness of a control are concerned with how the control was applied,
the consistency with which it was applied, and whether the person performing the control possesses the
necessary authority and qualifications to perform the control effectively. The tests ordinarily include
procedures such as inquiries of appropriate personnel, inspection of relevant documentation, observation
of the entity's operations, and reapplication or reperformance of the operation of the control using
selected transactions. If a practitioner is also the auditor of the entity’s financial statements, he or she
may perform tests of controls that simultaneously satisfy the objectives of the examination of internal
control and the audit of the financial statements. This Statement does not require or suggest that the
practitioner perform separate tests of controls for the purposes of each engagement but rather
encourages the integration of testing.
Nature of Tests of Controls
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101.
Tests of controls over operating effectiveness should include a mix of inquiries of appropriate
personnel, inspection of relevant documentation, observation of the entity’s operations, and
reperformance of the application of the control. For example, the practitioner might observe the
procedures for opening the mail and processing cash receipts to test the operating effectiveness of
controls over cash receipts. Because an observation is pertinent only at the point in time at which it is
made, the practitioner should supplement the observation with inquiries of entity personnel and inspection
of documentation about the operation of such controls at other times. These inquiries might be made
concurrently with performing walkthroughs.
102.
Inquiry is a procedure that consists of seeking information, both financial and nonfinancial, of
knowledgeable persons throughout the entity. Inquiry is used extensively throughout the examination and
often is complementary to performing other procedures. Inquiries may range from formal written inquiries
to informal oral inquiries.
103.
Evaluating responses to inquiries is an integral part of the inquiry procedure. Examples of
information that inquiries might provide include the skill and competency of those performing the control,
the relative sensitivity of the control to prevent or detect errors or fraud, and the frequency with which the
control operates to prevent or detect errors or fraud. Responses to inquiries might provide the practitioner
with information not previously possessed or with corroborative evidence. Alternatively, responses might
provide information that differs significantly from other information the practitioner obtains (for example,
information regarding the possibility of management override of controls). In some cases, responses to
inquiries provide a basis for the practitioner to modify or perform additional procedures.
104.
Because inquiry alone does not provide sufficient evidence to support the operating effectiveness
of a control, the practitioner should perform additional tests of controls. For example, if the entity
implements a control activity whereby its sales manager reviews and investigates a report of invoices with
unusually high or low gross margins, inquiry of the sales manager as to whether he or she investigates
discrepancies would be inadequate. To obtain sufficient evidence about the operating effectiveness of the
control, the practitioner should corroborate the sales manager's responses by performing other
procedures, such as inspecting reports or other documentation used in or generated by the performance
of the control, and evaluate whether appropriate actions were taken regarding discrepancies.
105.
The nature of the control also influences the nature of the tests of controls the practitioner can
perform. For example, the practitioner might examine documents regarding controls for which
documentary evidence exists. However, documentary evidence regarding some aspects of the control
environment, such as management's philosophy and operating style, might not exist. In circumstances in
which documentary evidence of controls or the performance of controls does not exist and is not
expected to exist, the practitioner’s tests of controls would consist of inquiries of appropriate personnel
and observation of entity activities. As another example, a signature on a voucher package to indicate
that the signer approved it does not necessarily mean that the person carefully reviewed the package
before signing. The package may have been signed based on only a cursory review (or without any
review). As a result, the quality of the evidence regarding the effective operation of the control might not
be sufficiently persuasive. If that is the case, the practitioner should reperform the control (for example,
checking prices, extensions, and additions) as part of the test of the control. In addition, the practitioner
might inquire of the person responsible for approving voucher packages what he or she looks for when
approving packages and how many errors have been found within voucher packages. The practitioner
also might inquire of supervisors whether they have any knowledge of errors that the person responsible
for approving the voucher packages failed to detect.
Timing of Tests of Controls
106.
The practitioner must perform tests of controls over a period that is adequate to determine
whether, as of the date specified in management’s assertion, the controls necessary for achieving the
objectives of the control criteria are operating effectively. The period over which the practitioner performs
tests of controls varies with the nature of the controls being tested and with the frequency with which
specific controls operate and specific policies are applied. Some controls operate continuously (for
example, controls over sales), while others operate only at certain times (for example, controls over the
preparation of monthly or quarterly financial statements and controls over physical inventory counts).
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107.
The practitioner's testing of the operating effectiveness of such controls should occur at the time
the controls are operating. Controls "as of" a specific date encompass controls that are relevant to the
entity’s internal control "as of" that specific date, even though such controls might not operate until after
that specific date. For example, some controls over the period-end financial reporting process normally
operate only after the "as of" date. Therefore, if controls over the December 31, 20X4 period-end financial
reporting process operate in January 20X5, the practitioner should test the control operating in January
20X5 to have sufficient evidence of operating effectiveness "as of" December 31, 20X4.
108.
When the practitioner reports on the effectiveness of controls "as of" a specific date and obtains
evidence about the operating effectiveness of controls at an interim date, he or she should determine
what additional evidence to obtain concerning the operation of the control for the remaining period. In
making that determination, the practitioner should evaluate:
•

The specific controls tested before the "as of" date and the results of those tests;

•

The degree to which evidence exists about the operating effectiveness of those controls;

•

The length of the remaining period; and

•

Whether there have been any significant changes in internal control over financial reporting
subsequent to the interim date.

109.
For controls over significant nonroutine transactions, controls over accounts or processes with a
high degree of subjectivity or judgment in measurement, or controls over the recording of period-end
adjustments, the practitioner should perform tests of controls closer to or at the "as of" date rather than at
an interim date. However, the practitioner should balance performing the tests of controls closer to the "as
of" date with the need to obtain sufficient evidence of operating effectiveness.
110.
Before the date specified in management's assertion, management might implement changes to
the entity’s controls to make them more effective or efficient or to address control deficiencies. In that
case, the practitioner might not need to evaluate controls that have been superseded. For example, if the
practitioner determines that the new controls achieve the related objectives of the control criteria and
have been in effect for a sufficient period to permit the practitioner to assess their design and operating
effectiveness by performing tests of controls, he or she will not need to evaluate the design and operating
effectiveness of the superseded controls for purposes of expressing an opinion on internal control as of a
specified date.
Extent of Tests of Controls Over Operating Effectiveness
111.
Each year the practitioner must obtain sufficient evidence about whether the entity's internal
control, including the controls for all internal control components, is operating effectively. This means that
each year the practitioner must obtain evidence about the effectiveness of controls for all relevant
assertions related to all significant accounts and disclosures in the financial statements. The practitioner
should test controls that are important to achieving each control objective. It is not necessary to test all
controls, or to test redundant controls (controls that duplicate other controls that achieve the same control
objective) if the other controls already have been tested, unless redundancy, itself, is a control objective,
as it is in the case of certain computer controls.

Identifying Controls to Test
112. The practitioner should obtain evidence about the effectiveness of controls (either by performing
tests of controls himself or herself, or by using the work of others)16 for all relevant assertions related to all
significant accounts and disclosures in the financial statements. After identifying significant accounts,

16

See paragraphs 167 through 188 of this Statement for additional guidance on using the work of others.
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relevant assertions, and significant processes, the practitioner should evaluate the following to identify the
controls to be tested:
•

Points at which errors or fraud could occur;

•

The nature of the controls implemented by management;

•

The significance of each control in achieving the objectives of the control criteria and whether
more than one control achieves a particular objective or whether more than one control is
necessary to achieve a particular objective; and

•

The risk that the controls might not be operating effectively. Factors that affect whether the
control might not be operating effectively include:
–

Whether there have been changes in the volume or nature of transactions that might
adversely affect control design or operating effectiveness;

–

Whether there have been changes in the design of controls;

–

The degree to which the control relies on the effectiveness of other controls (for example, the
control environment or information technology general controls);

–

Whether there have been changes in key personnel who perform the control or monitor its
performance;

–

Whether the control relies on performance by an individual or is automated; and

–

The complexity of the control.

113. The practitioner should clearly link individual controls with the significant accounts and assertions to
which they relate.
114.
The practitioner should identify the significant accounts and their relevant assertions based on the
consolidated financial statements and perform tests of controls over all relevant assertions related to
those significant accounts at each financially significant location or business unit for which the selected
accounts are material at the account level. Therefore, a practitioner need not test controls over all
relevant assertions for a significant account at a financially significant location if the significant account is
immaterial. However, if an account at a location or business unit that is not otherwise considered
financially significant represents a risk of material misstatement to the consolidated financial statements,
the practitioner should test controls over all relevant assertions at that location. For example in the
software industry, where certain conditions must hold true in order to recognize revenue, there is an
increased risk of material misstatement of the accounts receivable and related revenue accounts due to
the difficulty and complexity of the related accounting methods. A practitioner may need to test revenue
recognition at an insignificant location due to the risk of material misstatement of that account even
though the location would be considered insignificant. (Also see paragraph 145 of this Statement.)
115.
The practitioner also should vary from year to year the nature, timing, and extent of testing of
controls to introduce unpredictability into the testing and respond to changes in circumstances. For
example, each year the practitioner might test the controls at a different interim period; increase or reduce
the number and types of tests performed; or change the combination of procedures used.
116.
In determining the extent of procedures to perform, the practitioner should design the procedures
to provide a high level of assurance that the control being tested is operating effectively. In making this
determination, the practitioner should assess the following factors:
•

Nature of the control. The practitioner should subject manual controls to more extensive testing
than automated controls. In some circumstances, testing a single operation of an automated
control may be sufficient to obtain a high level of assurance that the control operated effectively,
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provided that information technology general controls also are operating effectively. For manual
controls, sufficient evidence about the operating effectiveness of the controls is obtained by
evaluating multiple operations of the control and the results of each operation. The practitioner
also should assess the complexity of the controls, the significance of the judgments that must be
made in connection with their operation, and the level of competence of the person performing
the control that is necessary for the control to operate effectively. As the complexity and level of
judgment increase or the level of competence of the person performing the control decreases, the
extent of the practitioner's testing should increase.
•

Frequency of operation. Generally, the more frequently a manual control operates, the more
operations of the control the practitioner should test. For example, for a manual control that
operates in connection with each transaction, the practitioner should test multiple operations of
the control over a sufficient period of time to obtain a high level of assurance that the control
operated effectively. For controls that operate less frequently, such as monthly account
reconciliations and controls over the period-end financial reporting process, the practitioner may
test significantly fewer operations of the control. However, the practitioner's evaluation of each
operation of controls operating less frequently is likely to be more extensive. For example, when
evaluating the operation of a monthly exception report, the practitioner should evaluate whether
the judgments made with regard to the disposition of the exceptions were appropriate and
adequately supported. When sampling is appropriate and the population of controls to be tested
is large, increasing the population size does not proportionately increase the required sample
size.

•

Importance of the control. Controls that are relatively more important should be tested more
extensively. For example, some controls may address multiple financial statement assertions,
and certain period-end detective controls might be considered more important than related
preventive controls. The practitioner should test more operations of such controls or, if such
controls operate infrequently, the practitioner should evaluate each operation of the control more
extensively.

Altering the Nature, Timing, and Extent of Testing of Controls
117.
Alternating tests of controls relates to using the work of others and other variations in testing from
year to year. The guiding principle that each year’s examination must stand on its own permits significant
flexibility in varying the nature, timing, and extent of work in particular areas from year to year.
118.
The practitioner may use the work of others in a particular area to a large extent, perhaps entirely,
in one or more years and to a lesser extent in other years. This decision to use the work of others as the
entirety of the examination evidence for a given area includes evaluating the nature of the controls being
tested and the competence and objectivity of the individuals who performed the work.
119.
As paragraph 115 explains, variation in the practitioner’s testing includes the concept that the
practitioner "should vary from year to year the nature, timing, and extent of testing of controls to introduce
unpredictability into the testing and respond to changes in circumstances." In a particular area, from year
to year, the practitioner may vary the period for which controls are tested, the number and types of
procedures performed, or the combination of procedures used. Each year's examination does not have to
include the same scope of testing.
120.
An example of how a practitioner might modify the testing of controls is for the practitioner to test
a detective control in some years and a preventive control in others.
121.

The following is an illustration of the guidance in paragraphs 117 through 120.

ABC Entity has determined that:
•

Receivables are a significant process and assertions regarding existence and
occurrence, completeness, and valuation are relevant to the account.
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•

There were no significant deficiencies or material weaknesses in the process noted in
the prior year.

•

There have been no reported changes in the process or the controls within the
examination period.

•

The receivables account is clearly material.

•

In the current year, the age of accounts receivable increased due to changes in the
economy.

•

In prior years the practitioner performed extensive procedures over all relevant
assertions.

In the practitioner’s current year risk assessment process, the practitioner determined that,
based on prior years’ experience and current facts and circumstances, the most significant risk
lies in the valuation assertion related to the allowance calculation.
The practitioner may consider modifying the nature, timing, and extent of the testing as follows:
•

The practitioner would perform a walkthrough of the process to confirm and provide
evidence that the process is unchanged from the prior year. In addition, the
walkthrough could provide limited evidence in support of all the relevant assertions.

•

After evaluating the work of the internal auditors, the practitioner could rely on their
work for his or her conclusions regarding the existence assertion.

•

For the completeness assertion, the practitioner would test the preventive controls
within the process.

•

Based on the risk assessment, in the current year the practitioner would perform
additional tests of controls related to the valuation assertion. The practitioner would
first determine the adequacy of the entity’s process for and controls over determining
the valuation of the allowance. If the practitioner concludes that management’s
process is sufficient, the practitioner would perform procedures to verify the operating
effectiveness of the related controls.

Annual Testing of Automated Controls
122.
Evidence related to the operation of controls in the current period is needed even if controls were
found to be effective at the prior year’s annual assessment and those controls have not changed since
that date. In general, to express an opinion as of the date of management's assertion, or for the period
covered by management’s assertion, the practitioner must test controls every year. This type of evidence
is needed regardless of whether controls were found to be effective at the time of the prior annual
assessments or whether those controls have changed since that time because even if nothing significant
changed about the company—for example, the business model, employees, and organizational
structure—controls that were effective last year may not be effective this year due to error, complacency,
distraction, and other human conditions that result in the inherent limitations in internal control. In the
presence of effective information technology general controls, an automated application control (for
example, aging of accounts receivable, extending prices on invoices, or performing edit checks) is
expected to perform as designed. Entirely automated application controls, therefore, generally are not
subject to breakdowns due to human failure and this feature allows the practitioner to "benchmark," or
"baseline," these controls. If general controls over program changes, access to programs, and computer
operations are effective and continue to be tested, and if the practitioner verifies that the automated
application control has not changed since the practitioner last tested the application control, the
practitioner may conclude that the automated application control continues to be effective without
repeating the prior year's specific tests of the operation of the automated application control. The nature
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and extent of the evidence that the practitioner should obtain to verify that the control has not changed
may vary depending on the circumstances, including the strength of the entity’s program change controls.
123. When using a benchmarking strategy for a particular control, the practitioner also should consider
the importance of the effect of related files, tables, data, and parameters on the consistent and effective
functioning of the automated application control. For example, an automated application for calculating
interest income might be dependent on the continued integrity of a rate table used by the automated
calculation. To determine whether to use a benchmarking strategy, the practitioner should evaluate the
following factors. As these factors increase in significance, the control being evaluated should be viewed
as well suited for benchmarking. As these factors decrease in significance, the control being evaluated
should be viewed as less suited for benchmarking. These factors are:
•

The extent to which the application control can be matched to a defined program within an
application;

•

The extent to which the application is stable (that is, there are few changes from period to period);
and

•

Whether a report of the compilation dates of all programs placed in production is available and is
reliable. (This information may be used as evidence that controls within the program have not
changed.)

124.
Benchmarking automated application controls can be especially effective for entities using
purchased software when the possibility of program changes is remote, for example, when the vendor
does not allow access or modification to the source code. At some point, the benchmark of an automated
application control should be reestablished. To determine whether to reestablish a benchmark, the
practitioner should evaluate the following factors:
•

The effectiveness of the information technology control environment, including controls over
application and system software acquisition and maintenance, access controls, and computer
operations

•

The practitioner’s understanding of the effects of changes, if any, on the specific programs that
contain the controls

•

The nature and timing of other related tests

•

The consequences of errors associated with the application control that was benchmarked.

•

Whether the control is sensitive to other business factors that may have changed. For example,
an automated control may have been designed with the assumption that only positive amounts
will exist in a file. If negative amounts (for example, credits) begin to be posted to the account,
the control may not be designed to properly “consider” these items. The practitioner may need to
be alert to controls designed to operate in a “relevant range” (for example, a range of activity,
prices, or quantities), and whether activity has remained in that range.

Use of Service Organizations
125.
An entity’s information system includes the procedures and records established to initiate, record,
process, and report entity transactions and to maintain accountability for the related assets, liabilities, and
equity. An entity may use one or more service organizations to perform services that are part of its
information system and, accordingly, that are part of its internal control. Paragraph 3 of SAS No. 70,
Service Organizations, as amended, provides guidance on the types of services a service organization
may perform that are part of an entity’s information system. Paragraphs 14 through 21 of SAS No. 70, as
amended, also provide guidance on how the practitioner should consider the effect of the service
organization on the audit of an entity’s financial statements.
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126.
If a service organization's services are part of an entity's information system, then they are part of
the information and communication component of the entity's internal control. Management should
consider the activities of the service organization in making its assertion about internal control, and the
practitioner should consider the activities of the service organization in determining the evidence required
to support his or her opinion.
127.
The use of a service organization does not reduce management’s responsibility to maintain
effective internal control.
128.
Paragraphs 7 though 16 of SAS No. 70, as amended, describe the procedures management and
the practitioner should perform with respect to the activities performed by the service organization. The
procedures include:
a.

Obtaining an understanding of the controls at the service organization that are relevant to the
entity's internal control and the controls at the user organization over the activities of the service
organization, and

b.

Obtaining evidence that the controls that are relevant to management's assertion and the
practitioner's opinion are operating effectively.

129.
Evidence about whether the controls that are relevant to management's assertion and the
practitioner's opinion are operating effectively may be obtained by following the procedures described in
paragraph 12 of SAS No. 70, as amended. These procedures include:
a.

Performing tests of the user organization's controls over the activities of the service organization
(for example, testing the user organization's independent reperformance of selected items
processed by the service organization or testing the user organization's reconciliation of output
reports with source documents).

b.

Performing tests of controls at the service organization.

c.

Obtaining a service auditor’s report on controls placed in operation and tests of operating
effectiveness, or a report on the application of agreed-upon procedures that describes relevant
tests of controls.

130.
The service auditor’s report referred to in paragraph 129c is a report on controls placed in
operation and tests of operating effectiveness, (paragraph 24b of SAS No. 70, as amended) which
contains the service auditor’s opinion on whether:
•

The service organization’s description of controls that may be relevant to user organizations was
fairly presented

•

The controls were suitably designed

•

The controls were placed in operation

•

The controls that were tested were operating effectively

This type of service auditor’s report also contains the:
•

Service organization’s description of its controls that may be relevant to user organizations

•

Service auditor’s description of his or her tests of operating effectiveness, and the results of
those tests

131.
A service auditor’s report that does not include a description of tests of the operating
effectiveness of controls, the results of those tests, and the service auditor’s opinion on the operating
effectiveness of controls (a report on controls placed in operation, paragraph 24a of SAS No. 70, as
amended,) does not provide evidence of operating effectiveness. Furthermore, if the evidence regarding
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operating effectiveness of controls comes from an agreed-upon procedures report rather than a service
auditor’s report issued pursuant to SAS No. 70, as amended, management and the practitioner should
evaluate whether the agreed-upon procedures report provides sufficient evidence in the same manner
described in the following paragraph.
132.
If a service auditor’s report on controls placed in operation and tests of operating effectiveness is
available, management and the practitioner may evaluate whether this report provides sufficient evidence
to support the assertion and opinion, respectively. In evaluating whether such a service auditor’s report
provides sufficient evidence, management and the practitioner should consider the following factors:
•

The period covered by the tests of controls and its relation to the date of management's assertion

•

The scope of the examination and applications covered, the controls tested, and the way in which
tested controls relate to the entity's controls

•

The results of those tests of controls and the service auditor’s opinion on the operating
effectiveness of the controls

These factors are similar to the factors an auditor considers in determining whether a service auditor’s
report provides sufficient evidence to support the auditor’s assessed level of control risk in an audit of
financial statements as described in paragraph 16 of SAS No. 70, as amended.
133. If the service auditor's report on controls placed in operation and tests of operating effectiveness
contains a qualification that the stated control objectives might be achieved only if the entity applies
controls contemplated in the design of the system by the service organization, the practitioner should
evaluate whether the entity is applying the necessary procedures. For example, completeness of
processing payroll transactions might depend on the entity’s validation that all payroll records sent to the
service organization were processed by checking a control total.
134. In determining whether the service auditor's report provides sufficient evidence to support
management's assertion and the practitioner’s opinion, management and the practitioner should make
inquiries concerning the service auditor's reputation, competence, and independence. Appropriate
sources of information concerning the professional reputation of the service auditor are discussed in
paragraph 10a of SAS No. 1, Codification of Auditing Standards and Procedures, “Part of Audit
Performed by Other Independent Auditors.”
135.
Management may only be able to obtain a service auditor’s report (that includes tests of
operating effectiveness) that is as of a date that is different from the “as of” date of management’s
assertion. If a significant period of time has elapsed between the period covered by the test of controls in
the service auditor’s report and the date of management’s assertion, the practitioner should perform
additional procedures. The practitioner’s procedures will typically be more extensive the longer the period
of time that has elapsed between the date of the service auditor’s report and the date of management’s
assertion. In addition the practitioner’s procedures will vary depending on the importance of the controls
at the service organization and the level of interaction with the entity’s controls.
136.
The practitioner should inquire of management to determine whether management has identified
any changes in the service organization’s controls subsequent to the period covered by the service
auditor’s report (such as changes communicated to management from the service organization, changes
in personnel at the service organization with whom management interacts, changes in reports or other
data received from the service organization, changes in contracts or service level agreements with the
service organization, or errors identified in the service organization’s processing). If management has
identified such changes, the practitioner should determine whether management has performed
procedures to evaluate the effect of such changes on the effectiveness of the entity’s internal control. The
practitioner also should consider whether the results of other procedures he or she has performed
indicate that there have been changes in the controls at the service organization that management has
not identified.
137. If the practitioner concludes that additional evidence about the operating effectiveness of controls at
the service organization is required, the practitioner's additional procedures may include:
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•

Evaluating the procedures performed by management and the results of those procedures.

•

Contacting the service organization, through the user organization, to obtain specific information.

•

Requesting that a service auditor be engaged to perform procedures that will supply the
necessary information.

•

Visiting the service organization and performing such procedures.

138.
The practitioner’s report on internal control should not make reference to a service auditor’s
report because the practitioner issuing a report on management’s assertion is responsible for obtaining
sufficient evidence to support his or her opinion.
139.
Paragraph 95 requires the practitioner to perform at least one walkthrough for each major class of
transactions. If a service organization's services involve the processing of a major class of transactions,
and the practitioner is able to obtain sufficient evidence to achieve the objectives of the walkthrough by
other means, such as through a service auditor’s report, the practitioner would not need to perform a
walkthrough at the service organization.
Multiple Locations or Business Units
140.
To determine the locations or business units for performing examination procedures, the
practitioner should evaluate their relative financial significance and the risk of material misstatement
arising from them. In making this evaluation, the practitioner should identify the locations or business
units that are individually important, evaluate their documentation of controls, and test controls over
significant accounts and disclosures. For locations or business units that contain specific risks that, by
themselves, could create a material misstatement, the practitioner should evaluate their documentation of
controls and test controls over the specific risks.
141.
The practitioner should determine the other locations or business units that, when aggregated,
represent a group with a level of financial significance that could create a material misstatement in the
financial statements. For that group, the practitioner should determine whether there are entity-level
controls17 in place. If so, the practitioner should evaluate the documentation and test the operating
effectiveness of such entity-level controls. If there are not entity-level controls in place, the practitioner
should perform tests of controls at some of the locations or business units to determine whether such
controls are operating effectively. See paragraph 64 of this Statement for examples of entity-level
controls.
142.
No further work is necessary on the remaining locations or businesses, provided they are not able
to create, either individually or in the aggregate, a material misstatement in the financial statements.
143.
Because of the importance of financially significant locations or business units, the practitioner
should evaluate management's documentation of and perform tests of controls over all relevant
assertions related to significant accounts and disclosures at each financially significant location or
business unit. Generally, a relatively small number of locations or business units will encompass a large
portion of an entity's operations and financial position, making them financially significant.
144.
In determining the nature, timing, and extent of testing at the individual locations or business
units, the practitioner should evaluate each entity's involvement, if any, with a central processing or
shared service environment.
145.
Although a location or business unit might not be individually financially significant, it might
present specific risks that, by themselves, could create a material misstatement in the entity's financial
statements. The practitioner should test the controls over the specific risks that could create a material
misstatement in the entity's financial statements. The practitioner need not test controls over all relevant
17

Entity-level controls are described in paragraphs 63 through 65 of this Statement.
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assertions related to all significant accounts at these locations or business units. For example, a business
unit responsible for foreign exchange trading could expose the entity to the risk of material misstatement,
even though the relative financial significance of such transactions is low.
146.
In determining the nature, timing, and extent of testing, the practitioner should determine whether
management has documented and placed in operation entity-level controls over individually unimportant
locations and business units that, when aggregated with other locations or business units, might have a
high level of financial significance. A high level of financial significance could create a greater than remote
risk of material misstatement of the financial statements.
147.
For the purposes of this evaluation, entity-level controls are controls management has in place to
provide assurance that appropriate controls exist throughout the organization, including at individual
locations or business units.
148.
The practitioner should perform tests of entity-level controls to determine whether such controls
are operating effectively. The practitioner might conclude that he or she cannot evaluate the operating
effectiveness of such controls without visiting some or all of the locations or business units.
149.
If management does not have entity-level controls operating at these locations and business
units, the practitioner should determine the nature, timing, and extent of procedures to be performed at
each location, business unit, or combination of locations and business units. When determining the
locations or business units to visit and the controls to test, the practitioner should evaluate the following
factors:
•

The relative financial significance of each location or business unit.

•

The risk of material misstatement arising from each location or business unit.

•

The similarity of business operations and internal control over financial reporting at the various
locations or business units.

•

The degree of centralization of processes and financial reporting applications.

•

The effectiveness of the control environment, particularly management's direct control over the
exercise of authority delegated to others and its ability to effectively supervise activities at the
various locations or business units. An ineffective control environment over the locations or
business units might constitute a material weakness.

•

The nature and amount of transactions executed and related assets at the various locations or
business units.

•

The potential for material unrecognized obligations to exist at a location or business unit and the
degree to which the location or business unit could create an obligation on the part of the entity.

•

Management's risk assessment process and analysis for excluding a location or business unit
from its assessment of internal control over financial reporting.

150.
Testing entity-level controls is not a substitute for the practitioner’s testing of controls over a large
portion of the entity's operations or financial position. If the practitioner cannot test a large portion of the
entity's operations and financial position by selecting a relatively small number of locations or business
units, he or she should expand the number of locations or business units selected to evaluate internal
control. The evaluation of whether controls over a large portion of the entity's operations or financial
position have been tested should be made at the overall financial-statement level, not at the individual
significant account level.
151.
No testing is required for locations or business units that individually, and when aggregated with
others, could not result in a material misstatement of the financial statements.

45

152.
In circumstances in which an entity has a very large number of individually insignificant locations
or business units and management asserts to the practitioner that controls have been documented and
are effective at all locations or business units, the practitioner may satisfy the requirements of this
attestation standard by testing a representative sample of the entity’s locations or business units. The
practitioner should be satisfied that the results of the sample are consistent with the objective at the time
the sample was designed.
153.
The illustration in paragraph 154 demonstrates how to apply the guidance in paragraphs 140
through 152 to a hypothetical entity that has 150 locations or business units; it also provides guidance to
practitioners on testing considerations for those locations or business units.
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154.

Multi-location Testing Considerations

*150 locations
Is the location or business
unit individually important?

135 locations

5 locations

Evaluate documentation of controls
and test controls over relevant
assertions for significant accounts
and disclosures at each location or
business unit.

Yes

Evaluate documentation of controls
and test controls over specific risks.

No

Are there locations or business
units that are not important even
when aggregated with others?

70 locations

Yes

No

Are there specific significant
risks?
130 locations

15 locations

No

es
60 locations

Yes

Are there documented entity-level
controls over this group?
No

Yes

No further action required for
such units.

Evaluate documentation and test entitylevel controls over group.
Some testing of controls at
individual locations or business
units required.

* Numbers represent the number of locations affected.

Effect of Limitations on Management’s Ability to Test Certain Controls
155.
Typically, management’s assertion and evaluation of internal control will include controls at all
consolidated entities, irrespective of the basis for consolidation, unless the entity does not have the right
or authority to evaluate the internal control of the consolidated entity and also lacks the ability, in practice,
to make that evaluation. Situations may arise in which management acquires a business at or shortly
before the date of management’s assertion. Since the assertion relates to the effectiveness of the entity’s
internal control as of a point in time, or for a period ending after the date of acquisition, the internal control
of the acquired business may be evaluated and included in the evaluation. This evaluation could
encompass an evaluation of internal control during the due diligence process or subsequent to the
acquisition. If a consolidated entity, whether existing or recently acquired, is excluded from the evaluation
and assertion, the practitioner should determine that the entity has disclosed in its assertion any key subtotals, such as total and net assets, revenues, and net income that result from consolidation of entities
whose internal controls have not been assessed. Following is illustrative language that management
would include in its assertion:
We have not evaluated the internal control over financial reporting at ABC Company, a
subsidiary of XYZ Consolidated Entity. Accordingly, our assertion regarding the
effectiveness of XYZ Consolidated Entity’s internal control over financial reporting does not
extend to the internal control over financial reporting at ABC Company. Following is specified
information regarding amounts in XYZ Consolidated Entity’s financial statements that are
attributable to ABC Company as of and for the year ended December 31, 20X1:
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Total assets $XXX,XXX,XXX
Net assets
Revenues
Net income
If an entity consolidated for financial reporting purposes is excluded from the evaluation and assertion,
such exclusion generally should not extend beyond one year from the date of acquisition, nor should such
evaluation be omitted from more than one examination report on internal control.
156.
For subsidiaries or other entities that are consolidated or proportionately consolidated, the
evaluation of the consolidated entity’s internal control should include controls over significant accounts
and processes that exist at the consolidated or proportionately consolidated entities. In some instances,
however, such as for some variable interest entities as defined in FASB Interpretation No. 46,
Consolidation of Variable Interest Entities, management might not be able to obtain the information
necessary to make an evaluation because it does not have the ability to control the entity. If management
decides to limit its evaluation by excluding such entities, the practitioner may limit the examination in the
same manner and report without reference to the limitation in scope. In this case, the evaluation of the
consolidated entity’s internal control should include evaluation of controls over reporting in the
consolidated entity’s financial statements, of its portion of the entity's income or loss, the investment
balance, adjustments to the income or loss and investment balances, and related disclosures. However,
the practitioner should evaluate the reasonableness of management's conclusion that it does not have the
ability to obtain the necessary information as well as the appropriateness of any required disclosure
related to such a limitation.
157.
Investments accounted for under the equity method generally are not within the scope of an
examination of internal control. The controls over the recording of transactions into the investee’s
accounts are not part of the entity’s internal control. However, the entity should have controls over the
recording of amounts related to its investments that are reported in the consolidated financial statements.
Accordingly, an entity would have to consider, among other things, the controls over: the selection of
accounting methods for its investments, the recognition of equity method earnings and losses, and its
investment account balance.
158.
In all cases (the equity method of accounting, consolidation under FASB Interpretation No. 46,
and the proportionate consolidation method), management should have controls in place to ensure that
the accounting for these investments is in accordance with the applicable financial reporting framework,
and the practitioner should evaluate those controls.
159.
There may be circumstances in which management's assertion and the practitioner's
examination procedures do not encompass certain controls that should have been encompassed
because neither management nor the practitioner has the ability to evaluate those controls. For example,
both management and the practitioner may determine that it is necessary in the circumstances to obtain
evidence of the operating effectiveness of controls at a service organization used by the entity but are
unable to obtain such evidence because a service auditor’s report on design and operating effectiveness
is not available, and neither management nor the practitioner is able to perform tests of controls at the
service organization because management does not have a contractual right to do so.
160.
Management's inability to assess certain controls over financial reporting that should have been
included in its monitoring represents a control deficiency in the control environment and monitoring
components of internal control. The practitioner should evaluate the significance of all identified control
deficiencies. If the transaction or events affected by controls that management is unable to assess are
material to the entity's financial statements, the practitioner ordinarily would conclude that this control
deficiency represents a material weakness. In this case, the practitioner would follow the guidance in
paragraphs 233 and 234 on material weaknesses and adverse reports.
Compliance With Laws and Regulations
161.
The COSO framework identifies three primary objectives of internal control: efficiency and
effectiveness of operations, financial reporting, and compliance with laws and regulations. The COSO
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perspective on internal control does not ordinarily include the objectives of internal control other than
financial reporting. However, the controls that management designs and implements may achieve more
than one objective. Also, operations and compliance with laws and regulations directly related to the
presentation of and required disclosures in financial statements are encompassed in internal control.
Additionally, not all controls relevant to financial reporting are accounting controls. Accordingly, all
controls that could materially affect financial reporting, including controls that focus primarily on the
effectiveness and efficiency of operations or compliance with laws and regulations and also have a
material effect on the reliability of financial reporting, are a part of internal control.
162.
In an examination of internal control, the scope of internal control as it relates to compliance with
laws and regulations encompasses controls over a broader array of circumstances than the
circumstances described in SAS No. 54, Illegal Acts by Clients. Compliance with laws and regulations
directly related to the presentation of and required disclosures in financial statements are encompassed
in internal control and include the direct and material effects described in SAS No. 54, such as
compliance with tax laws that affect accruals and the amount recognized as expense in the accounting
period, as well as some circumstances that would be classified under SAS No. 54 as having only indirect
effects on the financial statements.
Evaluating Controls When There Has Been a Change in the Accounting System
163.
If management implements, late in the year, a new accounting system that significantly affects
the processing of transactions for significant accounts, and the majority of the year's transactions were
processed on the old system, the practitioner also needs to test controls over the new system if the
practitioner is reporting at a point in time. If the practitioner is reporting over a period, the practitioner
would have to test the new and the old systems.
164.
Although the practitioner would not be required to test controls over the old system to have
sufficient evidence to support his or her opinion on management’s assertion regarding the effectiveness
of internal control as of the end of the period, the old system is relevant to the examination of the financial
statements. In the examination of the financial statements, the practitioner should have an understanding
of the internal control, which includes the old system. Additionally, to assess control risk for specific
financial statement assertions at less than the maximum, the practitioner is required to obtain evidence
that the relevant controls operated effectively during the entire period upon which the practitioner plans to
place reliance on those controls.
Use of Professional Skepticism When Evaluating the Results of Testing
165.
The practitioner must conduct the examination of internal control with professional skepticism,
which is an attitude that includes a questioning mind and a critical assessment of examination evidence.
For example, even though a control is performed by the same employee whom the practitioner believes
performed the control effectively in prior periods, the control may not be operating effectively during the
current period because the employee could have become complacent, distracted, or otherwise not be
effectively carrying out his or her responsibilities. Also, regardless of any past experience with the entity
or the practitioner’s beliefs about management’s honesty and integrity, the practitioner should recognize
the possibility that a material weakness due to fraud could be present. Furthermore, professional
skepticism requires the practitioner to consider whether evidence obtained suggests that a material
weakness due to fraud has occurred. In exercising professional skepticism in gathering and evaluating
evidence, the practitioner must not be satisfied with less-than-persuasive evidence because of a belief
that management is honest.
166. When the practitioner identifies exceptions to the entity’s prescribed control procedures, he or she
should determine, using professional skepticism, the effect of the exception on the nature and extent of
additional testing that may be appropriate or necessary and on the operating effectiveness of the control
being tested. A conclusion that an identified exception does not represent a control deficiency is
appropriate only if evidence beyond what the practitioner had initially planned and beyond inquiry
supports that conclusion.
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Using the Work of Others
167.
In an examination of internal control, the practitioner must perform enough of the testing himself
or herself so that the practitioner’s own work provides the principal evidence for the practitioner’s opinion.
The practitioner may, however, use the work of others to alter the nature, timing, or extent of the work he
or she otherwise would have performed. For these purposes, the work of others includes relevant work
performed by internal auditors, entity personnel (in addition to internal auditors), and third parties working
under the direction of management or those charged with governance that provides information about the
effectiveness of internal control.
168. Because the amount of work related to obtaining sufficient evidence to support an opinion about the
design and operating effectiveness of controls is not susceptible to precise measurement, the
practitioner’s judgment about whether he or she has obtained the principal evidence for the opinion will be
qualitative as well as quantitative. For example, the practitioner might give more weight to work he or she
performed on pervasive controls and in areas such as the control environment than on other controls,
such as controls over low-risk, routine transactions.
169.
The practitioner should evaluate whether to use the work performed by others in the examination
of internal control. To determine the extent to which the practitioner may use the work of others to alter
the nature, timing, or extent of the work the practitioner would have otherwise performed, in addition to
obtaining the principal evidence for his or her opinion, the practitioner should:
a. Evaluate the nature of the controls subjected to the work of others (see paragraphs 173 through
177);
b. Evaluate the competence and objectivity of the individuals who performed the work (see
paragraphs 178 through 183); and
c.

Test some of the work performed by others to evaluate the quality and effectiveness of their work
(see paragraphs 184 through 188).

SAS No. 65, The Auditor’s Consideration of the Internal Audit Function in an Audit of Financial
Statements, applies to using the work of internal auditors in an audit of the financial statements. The
practitioner may apply the relevant concepts described in that section to using the work of others in the
examination of internal control.
170.
The practitioner must obtain sufficient evidence to support his or her opinion. Judgments about
the sufficiency of evidence obtained and other factors affecting the practitioner’s opinion, such as the
significance of identified control deficiencies, should be those of the practitioner. Evidence obtained
through the practitioner’s direct personal knowledge, observation, reperformance, and inspection is
generally more persuasive than information obtained indirectly from others, such as from internal
auditors, other entity personnel, or third parties working under the direction of management.
171. The requirement that the practitioner’s own work must provide the principal evidence for the
practitioner’s opinion is one of the boundaries within which the practitioner determines the work he or she
must perform himself or herself in the examination of internal control. Paragraphs 173 through 188
provide more specific and definitive guidance on how the practitioner makes this determination, but the
guidance allows the practitioner significant flexibility to use his or her judgment to determine the work
necessary to obtain the principal evidence and to determine when the practitioner can use the work of
others rather than perform the work himself or herself. Regardless of the practitioner’s determination of
the work that he or she must perform himself or herself, the practitioner’s responsibility to report on the
effectiveness of internal control rests solely with the practitioner; this responsibility cannot be shared with
the other individuals whose work the practitioner uses. Therefore, when the practitioner uses the work of
others, the practitioner is responsible for the results of their work.
172.
The practitioner should review all reports issued by internal audit during the period covered by the
examination of internal control (or reports issued by similar functions, such as loan review in a financial
institution) related to internal control over financial reporting, and should evaluate any control deficiencies
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identified in those reports. This review should include reports issued by internal audit as a result of
operational audits or specific reviews of key processes if those reports address controls related to internal
control over financial reporting.
Evaluating the Nature of the Controls Subjected to the Work of Others
173.
The practitioner should evaluate the following factors when evaluating the nature of the controls
subjected to the work of others. As these factors increase in significance, the need for the practitioner to
perform his or her own work on those controls increases. As these factors decrease in significance, the
need for the practitioner to perform his or her own work on those controls decreases.
•

The materiality of the accounts and disclosures that the control addresses and the risk of material
misstatement.

•

The degree of judgment required to evaluate the effectiveness of the control (that is, the degree
to which the evaluation of the effectiveness of the control requires evaluation of subjective factors
rather than objective testing).

•

The pervasiveness of the control.

•

The level of judgment or estimation required in the account or disclosure.

•

The potential for management override of the control.

174.
Because of the nature of the controls in the control environment, the practitioner should not use
the work of others to reduce the amount of work he or she performs on controls in the control
environment. The practitioner should, however, consider the results of work performed in this area by
others because it might indicate the need for the practitioner to increase his or her work.
175.

The control environment encompasses the following elements:18

•

Integrity and ethical values;

•

Commitment to competence;

•

Board of directors or audit committee participation;

•

Management’s philosophy and operating style;

•

Organizational structure;

•

Assignment of authority and responsibility; and

•

Human resource policies and procedures.

176.
Controls that are part of the control environment include, but are not limited to, controls
specifically established to prevent and detect fraud that is at least reasonably possible to result in material
misstatement of the financial statements.
177.
The practitioner should perform the walkthroughs of major classes of transactions (as discussed
beginning at paragraph 95) himself or herself because of the degree of judgment required in performing
this work. However, to provide additional evidence, the practitioner may also review the work of others
who have performed and documented walkthroughs. In evaluating whether his or her own evidence

18

For additional information about the elements encompassed by the control environment, see paragraphs 34
through 36 of and paragraphs 2 through 4 of the Appendix of SAS No. 55, as amended. Also see Chapter 2, “Control
Environment,” of Internal Control—Integrated Framework issued by COSO.
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provides the principal evidence, the practitioner’s work on the control environment and in performing
walkthroughs constitutes an important part of the practitioner’s own work.
Evaluating the Competence and Objectivity of Others
178.
The extent to which the practitioner may use the work of others depends on the degree of
competence and objectivity of the individuals performing the work. The higher the degree of competence
and objectivity, the greater use the practitioner may make of the work; conversely, the lower the degree of
competence and objectivity, the less use the practitioner may make of the work. Further, the practitioner
should not use the work of individuals who have a low degree of objectivity, regardless of their level of
competence. Likewise, the practitioner should not use the work of individuals who have a low level of
competence regardless of their degree of objectivity.
179.
When evaluating the competence and objectivity of the individuals performing the tests of
controls, the practitioner should obtain or update information from prior years about the factors indicated
in the following paragraph. The practitioner should determine whether to test the existence and quality of
those factors and, if so, the extent to which to test the existence and quality of those factors, based on the
intended effect of the work of others on the examination of internal control.
180.

Factors concerning the competence of the individuals performing the tests of controls include:

•

Their educational level and professional experience.

•

Their professional certification and continuing education.

•

Practices regarding the assignment of individuals to work areas.

•

Supervision and review of their activities.

•

Quality of the documentation of their work, including any reports or recommendations issued.

•

Evaluation of their performance.

181.
•

•

Factors concerning the objectivity of the individuals performing the tests of controls include:
The organizational status of the individuals responsible for the work of others ("testing authority")
in testing controls, including:
-

Whether the testing authority reports to an officer of sufficient status to ensure sufficient
testing coverage and adequate consideration of, and action on, the findings and
recommendations of the individuals performing the testing.

-

Whether the testing authority has direct access and reports regularly to the board of directors
or the audit committee.

-

Whether the board of directors or the audit committee oversees employment decisions
related to the testing authority.

Policies to maintain the individuals' objectivity about the areas being tested, including:
-

Policies prohibiting individuals from testing controls in areas in which relatives are employed
in important or internal control-sensitive positions.

-

Policies prohibiting individuals from testing controls in areas to which they were recently
assigned or are scheduled to be assigned upon completion of their controls testing
responsibilities.
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182.
Internal auditors normally are expected to have greater competence with regard to internal control
and objectivity than other entity personnel. Therefore, the practitioner may be able to use their work to a
greater extent than the work of other entity personnel. This is particularly true in the case of internal
auditors who follow the International Standards for the Professional Practice of Internal Auditing issued by
the Institute of Internal Auditors. If internal auditors have performed an extensive amount of relevant work
and the practitioner determines they possess a high degree of competence and objectivity, the
practitioner could use their work to the greatest extent a practitioner could use the work of others. On the
other hand, if the internal audit function reports solely to management, which would reduce the objectivity
of the internal auditors, or if limited resources allocated to the internal audit function result in very limited
testing procedures on its part or reduced competency of the internal auditors, the practitioner should use
their work to a much lesser extent and perform more of the testing himself or herself. However, when
internal audit provides direct assistance to the practitioner, the testing performed as part of the direct
assistance does not qualify as part of the principal evidence supporting the practitioner’s opinion.
183.
When determining how the work of others will alter the nature, timing, or extent of the
practitioner’s work, the practitioner should evaluate the significance of the factors in paragraph 173 that
relate to the nature of the controls, and the competence and objectivity of those who performed the work,
as discussed in paragraphs 178 through 182. As the significance of the factors listed in paragraph 173
increases, the ability of the practitioner to use the work of others decreases and the necessary level of
competence and objectivity of those who perform the work increases. For example, for some pervasive
controls, the practitioner may determine that using the work of internal practitioners to a limited degree
would be appropriate and that using the work of other entity personnel would not be appropriate because
other entity personnel do not have a high enough degree of objectivity as it relates to the nature of the
controls.
Testing the Work of Others
184.
The practitioner should test some of the work of others to evaluate the quality and effectiveness
of the work. The practitioner’s tests of the work of others may be accomplished by either (a) testing some
of the controls that others tested or (b) testing similar controls not actually tested by others.
185.
The practitioner's testing of the work of others is not considered to be part of the principal
evidence obtained by the practitioner. If the practitioner determines the need to test the work of others to
a high degree, the practitioner should consider whether his or her original assertion of their competence
and objectivity is correct.
186.
Testing the work of others in every significant account in which the practitioner plans to use their
work is not required. The nature and extent of these tests depend on the effect of the work of others on
the practitioner’s procedures but should be sufficient to enable the practitioner to make an evaluation of
the overall quality and effectiveness of the work the practitioner is considering. The practitioner also
should assess whether this evaluation has an effect on his or her conclusions about the competence and
objectivity of the individuals performing the work.
187.
In evaluating the quality and effectiveness of the work of others, the practitioner should evaluate
whether the:
•

Scope of work is appropriate to meet the objectives.

•

Work programs are adequate.

•

Work performed is adequately documented, including evidence of supervision and review.

•

Conclusions are appropriate in the circumstances.

•

Reports are consistent with the results of the work performed.

188.

The following examples illustrate how to apply the guidance discussed in this section:
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•

Controls over the period-end financial reporting process. Many of the controls over the period-end
financial reporting process address significant risks of misstatement of the accounts and
disclosures in the financial statements, may require significant judgment to evaluate their
operating effectiveness, may have a higher potential for management override, and may affect
accounts that require a high level of judgment or estimation. Therefore, the practitioner could
determine that, based on the nature of controls over the period-end financial reporting process,
he or she would need to perform more of the tests of those controls himself or herself. Further,
because of the nature of the controls, the practitioner should use the work of others only if the
degree of competence and objectivity of the individuals performing the work is high; therefore, the
practitioner might use the work of internal auditors to some extent but not the work of others
within the entity.

•

Information technology general controls. Information technology general controls are part of the
control activities component of internal control; therefore, the nature of the controls might permit
the practitioner to use the work of others. For example, program change controls over routine
maintenance changes may have a highly pervasive effect, yet involve a low degree of judgment
in evaluating their operating effectiveness, can be subjected to objective testing, and have a low
potential for management override. Therefore, the practitioner could determine that, based on the
nature of these program change controls, the practitioner could use the work of others to a
moderate extent so long as the degree of competence and objectivity of the individuals
performing the test is at an appropriate level. On the other hand, controls to detect attempts to
override controls that prevent unauthorized journal entries from being posted may have a highly
pervasive effect, may involve a high degree of judgment in evaluating their operating
effectiveness, may involve a subjective evaluation, and may have a reasonable possibility for the
management override. Therefore, the practitioner could determine that, based on the nature of
these controls over systems access, he or she would need to perform more of the tests of those
controls himself or herself. Further, because of the nature of the controls, the practitioner should
use the work of others only if the degree of competence and objectivity of the individuals
performing the tests is high.

•

Management’s self-assessment of controls. As indicated in paragraph 63, management may test
the operating effectiveness of controls using self-assessment programs. Because such an
assessment ordinarily is made by the same personnel who are responsible for performing the
control, the individuals performing the self-assessment do not have sufficient objectivity as it
relates to the subject matter. Therefore, the practitioner should not use their work.
On the other hand, management’s self-assessment process may include assessments and tests
of controls performed by persons who are members of management but not the same personnel
responsible for performing the controls. In this manner, an assessment may be carried out with
varying degrees of objectivity, depending on how far the person performing the assessment is
removed from the person performing the control. When the self-assessment is performed by
persons who are members of management but not the same personnel responsible for
performing the control, the practitioner should evaluate this work using the provisions in
paragraphs 173 through 183 (evaluating the nature of the controls subjected to the work of others
and the competence and objectivity of the individuals who performed the work).

•

Controls over the calculation of depreciation of fixed assets. Controls over the calculation of
depreciation of fixed assets are usually not pervasive, involve a low degree of judgment in
evaluating their operating effectiveness, and can be subjected to objective testing. If these
conditions describe the controls over the calculation of depreciation of fixed assets and if there is
a low potential for management override, the practitioner could determine that, based on the
nature of these controls, the practitioner could use the work of others to a large extent (perhaps
entirely) so long as the degree of competence and objectivity of the individuals performing the
test is at an appropriate level.

•

Alternating tests of controls. Many of the controls over accounts payable, including controls over
cash disbursements, are usually not pervasive, involve a low degree of judgment in evaluating
their operating effectiveness, can be subjected to objective testing, and have a low potential for
management override. When these conditions describe the controls over accounts payable, the
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practitioner could determine that, based on the nature of these controls, he or she could use the
work of others to a large extent (perhaps entirely) so long as the degree of competence and
objectivity of the individuals performing the test is at an appropriate level. However, if the entity
recently implemented a major information technology change that significantly affected controls
over cash disbursements, the practitioner might decide to use the work of others to a lesser
extent in the examination immediately following the information technology change and then
return, in subsequent years, to using the work of others to a large extent in this area. As another
example, the practitioner might use the work of others for testing controls over the depreciation of
fixed assets (as described in the point above) for several years' examinations but decide one year
to perform some extent of the work himself or herself to gain an understanding of these controls
beyond that provided by performing a walkthrough.
Evaluating Deficiencies in an Entity’s Internal Control
189.
The practitioner should evaluate identified control deficiencies by significant account balance,
disclosure and component of internal control to determine whether the deficiencies, individually or in
combination result in a significant deficiency or a material weakness. Aggregating deficiencies in control
activities by significant account balance and disclosure is necessary because the existence of multiple
control deficiencies related to a specific account balance or disclosure increases the likelihood of
misstatement.
190.
Aggregation of deficiencies related to in the control environment, risk assessment, information
and communication, and monitoring components of internal control is more difficult because it is a
subjective process requiring judgment. For example, unrelated control deficiencies associated with design
ineffectiveness in other components of internal control could lead to a conclusion that there is a significant
deficiency or material weakness in risk assessment. Similarly, unrelated control deficiencies in other
components of internal control could lead to a conclusion that there is a significant deficiency or material
weakness in the control environment or monitoring.
191. When evaluating the significance of a deficiency, the practitioner should consider both quantitative
and qualitative factors as discussed in paragraphs 23, 26, 28, and 79.
192. In determining whether a control deficiency or combination of deficiencies is a significant deficiency
or a material weakness, the practitioner should consider the possible mitigating effects of compensating,
complementary, and redundant controls that have been tested and evaluated. Complementary controls
function together to achieve the same control objective. Redundant controls each independently achieve
the same control objective. Compensating controls operate at a level of precision, considering the
possibility of further undetected misstatements, that would result in the prevention or detection of a
misstatement that is more than inconsequential or material, as applicable, to the financial statements or
the relevant financial component. The practitioner’s consideration of a compensating control can be
illustrated in a situation in which an owner-managed entity does not segregate duties within the accounts
payable function. As a compensating control, the owner reviews the supporting documentation for all
disbursements exceeding $1,000. The practitioner would evaluate the effect of this compensating control
and determine whether it operates effectively for the purpose of mitigating the effects of the control
deficiency in the accounts payable function (the lack of segregation of duties).
193.
When evaluating the significance of deficiencies, individually and in combination (as described in
paragraphs 194 through 201), the practitioner should consider the level of detail and degree of assurance
that would satisfy prudent individuals, in the conduct of their own affairs, that they have reasonable
assurance that transactions are recorded as necessary to permit the preparation of financial statements
in accordance with generally accepted accounting principles. The practitioner is being asked to stand
back and consider whether others having knowledge of the facts and circumstances would come to the
same conclusion. If the practitioner concludes that the deficiency would prevent prudent individuals from
having such assurance, the practitioner should deem the deficiency to be at least a significant deficiency.
Having determined in this manner that the deficiency represents a significant deficiency, the practitioner
should further evaluate the deficiency, from the perspective of prudent individuals, to determine whether
individually, or in combination with other significant deficiencies, the deficiency is a material weakness, as
described in paragraphs 202 through 205.
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Significant Deficiencies
194.
The practitioner uses professional judgment when evaluating whether control deficiencies,
individually or in combination, are significant deficiencies. In making this evaluation, the practitioner
should consider various factors related to the entity, such as its complexity, the diversity of its activities,
and its organizational structure. When initially evaluating whether control deficiencies, individually or in
combination, are significant deficiencies, the practitioner should consider:
•

•

The likelihood that the control deficiency, or combination of control deficiencies could result in a
misstatement. The following are examples of control deficiencies and how their likelihood might
be considered:
-

Failure to obtain required authorization for a valid disbursement. (In this case, the practitioner
considers the likelihood of misstatement that could result from recording an unauthorized
disbursement.)

-

A deficiency in controls over revenue transactions that resulted in a financial statement
misstatement. (In this case, the likelihood of misstatement is more than remote because a
misstatement occurred; the practitioner considers the potential for misstatement in amounts
greater than the identified misstatement.)

The magnitude of potential misstatements resulting from the control deficiency.

A failure in the design or operation of a significant control generally would be a significant deficiency
absent other effective controls that achieve the same control objective.
195.
In testing the effectiveness of controls, a practitioner may encounter exceptions or deviations in
the operation of those controls. If the reasons for the exception do not indicate a weakness in the general
design or operation of the control, the deviation may not indicate a significant deficiency. When evaluating
the reason for the exception, the practitioner should consider the nature of the control, for example,
whether the control is manual or automated (in the presence of effective information technology general
controls, an automated application control is expected to perform as designed), the degree to which
entity personnel contributed to the deviation, the frequency with which the deviation occurred and, if
management was aware of the deviation, its actions in response to the issue. Despite the reason for the
deviation, any control with an observed nonnegligible rate of occurrence should be considered a deficient
control and should be evaluated for significance.
196.
A number of internal control deficiencies that have a common feature or attribute may constitute a
significant deficiency even though such deficiencies are individually insignificant. The practitioner may
identify multiple deficiencies that are common to a specific account, component, or location or business
unit. For example, the practitioner may identify numerous instances in which management’s risk
assessment process operates deficiently with regard to accounts or locations or both. Similarly, the
practitioner may determine that a reconciliation of detail to the general ledger has not been done across a
range of accounts or business units. Although such deficiencies may not be individually evaluated as a
significant deficiency, the practitioner may conclude that multiple instances of a deficiency around a
common theme constitute a significant deficiency.
Control Deficiencies That Are at Least Significant Deficiencies
197.
Paragraphs 189 through 214 provide guidance on information the practitioner should consider in
making a judgment about which internal control deficiencies are significant deficiencies or material
weaknesses. Control deficiencies in the following areas ordinarily would be considered at least significant
deficiencies because of the qualitative and quantitative effects they would have on internal control.
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•

Controls over the selection and application of accounting policies that are in conformity with
generally accepted accounting principles. Having sufficient expertise in selecting accounting
policies is an aspect of such controls.

•

Antifraud programs and controls.

•

Controls over nonroutine and nonsystematic transactions.

•

Controls over the period-end financial reporting process, including controls over procedures used
to enter transaction totals into the general ledger; initiate, authorize, record, and process journal
entries into the general ledger; and record recurring and nonrecurring adjustments to the financial
statements.

Application Controls That Operate Effectively Despite Deficient Information
Technology General Controls
198.
Paragraphs 63 through 65 describe entity-level controls. Such controls often have a pervasive
effect on the achievement of many overall objectives of the control criteria. For example, information
technology general controls over program development, program changes, computer operations, and
access to programs and data help ensure that specific controls over the processing of transactions are
operating effectively. Information technology general controls whose design or operation is ineffective
would, of course, be deficiencies. The definitions of significant deficiency and material weakness focus on
the likelihood and magnitude of financial statement misstatement.
199.
An information technology general control deficiency in the absence of an application control
deficiency could be classified as only a control deficiency. The practitioner also could determine that a
reasonable person in the conduct of his or her own affairs would conclude that the information technology
general control deficiency, by itself, was a significant deficiency.
Effect of Compensating Controls on a Control Deficiency
200.
Control deficiencies should be considered individually and in isolation; therefore, the existence of
compensating controls does not affect whether a control deficiency exists.
201.
Practitioners should evaluate the effect of compensating controls when determining whether a
control deficiency or combination of deficiencies is a significant deficiency or a material weakness.
However, to have a mitigating effect, the compensating control should operate at a level of precision that
would prevent or detect a misstatement that was more than inconsequential or material, respectively.
Material Weaknesses
202.
If there are significant deficiencies that, individually or in combination, result in one or more
material weaknesses, the practitioner is precluded from concluding that internal control is effective. In
these circumstances, the practitioner must express an adverse opinion on the entity's internal control.
203.
Evaluating whether a significant deficiency, individually or in combination, is also a material
weakness is a subjective process that depends on factors such as the nature of the accounting system
and the financial statement amounts or transactions exposed to the significant deficiency, the overall
control environment, other controls, and the judgment of those making the evaluation. The absence of
identified misstatements is not a criterion for concluding that significant deficiencies do not constitute
material weaknesses.
204.
The practitioner should consider misstatements detected as part of the audit of the financial
statements when assessing the operating effectiveness of related controls. The extent of any
misstatements that the practitioner detects or becomes aware of may alter his or her judgment about the
effectiveness of controls.
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Circumstances That Are at Least Significant Deficiencies and Strong
Indicators of a Material Weakness
205.
In addition, each of the following circumstances should be regarded as at least a significant
deficiency and a strong indicator that a material weakness in internal control exists:19
•

Ineffective oversight of the entity’s financial reporting and internal control by those charged with
governance,20 or ineffective overall governance structure.

•

Restatement of previously issued financial statements to reflect the correction of a material
misstatement. (The correction of a misstatement includes misstatements due to error or fraud; it
does not include restatements to reflect a change in accounting principle to comply with a new
accounting principle or a voluntary change from one generally accepted accounting principle to
another generally accepted accounting principle.)

•

Identification by the auditor (or the practitioner) of a material misstatement of the financial
statements for the period under audit (the same period as that covered by the examination of
internal control) that was not initially identified by the entity’s internal control.21 (This is a strong
indicator of a material weakness even if management subsequently corrects the misstatement.
The inclusion of this circumstance as a significant deficiency and a strong indicator of a material
weakness emphasizes that an entity must have effective internal control on its own. Procedures
performed by the auditor or the practitioner cannot be considered when evaluating whether the
entity's internal control provides reasonable assurance that the entity’s financial statements will
be presented fairly in accordance with the applicable financial reporting framework.)

•

An ineffective internal audit function or risk assessment function at an entity for which such
functions are important to the monitoring or risk assessment component of internal control, such
as for a very large or highly complex entity.

•

For complex entities in highly regulated industries, an ineffective regulatory compliance function.
(This relates solely to those aspects of the ineffective regulatory compliance function for which
associated violations of laws and regulations could have a material effect on the reliability of
financial reporting. When evaluating the severity of such control deficiencies, the practitioner
should consider whether the entity has controls in place to monitor the impact on the financial
statements of laws and regulations relevant to the conduct of the entity’s business, and should
evaluate the severity of the absence of such controls based on the entity’s potential to misstate
obligations that may arise from such laws or regulations.)

•

Identification of fraud of any magnitude committed by senior management.

•

Failure by management or those charged with governance to assess the effect of a significant
deficiency previously communicated to them and either correct it or conclude that it will not be
corrected.

•

An ineffective control environment. Control deficiencies in various other components of internal
control22 could lead the practitioner to conclude that a significant deficiency or material weakness
exists in the control environment.

19

Paragraph 53 of this Statement requires the practitioner to communicate with the financial statement auditor if the
audit of the entity’s financial statements is performed by a different CPA. Paragraphs 53 and 54 describe the inquiries
a practitioner should make of the auditor to obtain relevant information regarding the financial statement audit.
20
See footnote 13 for a definition of the term those charged with governance.
21
This would include matters involving estimation and judgment for which the auditor identifies potential material
adjustments and corrections of the recorded amounts.
22
The other four components of internal control in which control deficiencies might exist are risk assessment, control
activities, information and communication system, and monitoring. See paragraph 43 of SAS No. 55, as amended.
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See Appendix B of this Statement for examples of circumstances that may be control deficiencies,
significant deficiencies, or material weaknesses.
Effect of Financial Statement Auditor’s Assistance to Management on the Evaluation of Internal
Control
206.
In evaluating any assistance management has obtained from the financial statement auditor, the
practitioner should consider whether management’s actions indicate that management, rather than the
financial statement auditor, is responsible for the financial statements and whether the entity has effective
controls surrounding the preparation of the financial statements.
207.
Modifying the traditional audit process so that the entity provides the financial statement auditor
with only a single draft of the financial statements to audit when the entity believes that all its controls
over the preparation of the financial statements have fully operated is one way to demonstrate
management’s responsibility for the financial statements and to indicate that all of the entity’s controls
have operated. However, this process is not necessarily what is expected and might put the financial
statement auditor under significant pressure to complete the audit of the financial statements in too short
a period, thereby impairing, rather than improving, examination quality. Therefore, some type of
information-sharing on a timely basis between management and the financial statement auditor is
necessary.
208.
An entity may share interim drafts of the financial statements with the financial statement auditor.
The entity can minimize the risk that the financial statement auditor would determine that his or her
involvement in this process might represent a significant deficiency or material weakness through clear
communications (either written or oral) with the financial statement auditor about the following:
•

State of completion of the financial statements;

•

Extent of controls that had operated or not operated at the time; and

•

Purpose for which the entity was giving the draft financial statements to the financial statement
auditor.

209.
For example, an entity might submit to the financial statement auditor draft financial statements
that lack two notes required by the applicable financial reporting framework. Absent any communication
from the entity to clearly indicate that the entity recognizes that two specific required notes are lacking,
the financial statement auditor might determine that the lack of those notes constitutes a material
misstatement of the financial statements that represents a significant deficiency and is a strong indicator
of a material weakness. On the other hand, if the entity makes it clear when it provides the draft financial
statements to the financial statement auditor that two specific required notes are lacking and that those
completed notes will be provided at a later time, the financial statement auditor would not consider their
omission at that time a material misstatement of the financial statements.
210.
As another example, an entity might release a partially completed note to the financial statement
auditor and make clear that the entity's process for preparing the numerical information included in a
related table is complete and, therefore, that the entity considers the numerical information to be fairly
stated even though the entity has not yet completed the text of the note. At the same time, the entity
might indicate that the financial statement auditor should not yet subject the entire note to examination,
but only the table. In this case, the financial statement auditor would evaluate only the numerical
information in the table and the entity's process to complete the table. However, if the auditor identifies a
misstatement of the information in the table, he or she should consider that circumstance a misstatement
of the financial statements. If the financial statement auditor determines that the misstatement is material,
a significant deficiency as well as a strong indicator of a material weakness would exist.
211.
This type of analysis, focusing on the entity's responsibility for internal control, may be extended
to other types of financial statement auditor involvement. For example, many audit firms develop
accounting disclosure checklists to assist both entities and financial statement auditors in evaluating
whether financial statements include all the required disclosures under the applicable financial reporting
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framework. Obtaining a blank accounting disclosure checklist from the entity's financial statement auditor
and independently completing the checklist as part of the procedures to prepare the financial statements
is not, by itself, an indication of a weakness in the entity's controls over the period-end financial reporting
process. As another example, if the entity obtains the blank accounting disclosure checklist from its
financial statement auditor and requests the auditor to complete the checklist, and the auditor determines
that a material required disclosure is missing, that situation would represent a significant deficiency and a
strong indicator of a material weakness.
212.
These evaluations, focusing on the entity's responsibility for internal control, will involve judgment
on the part of the financial statement auditor. A discussion with management about an emerging
accounting issue that the financial statement auditor has recently become aware of, or the application of a
complex and highly technical accounting pronouncement in the entity's particular circumstances, are all
types of timely financial statement auditor involvement that should not necessarily be indications of
weaknesses in an entity's internal control. However, as described above, clear communication between
management and the financial statement auditor about the purpose for which the financial statement
auditor is being involved is important. Although the financial statement auditor should not determine that
the implications of this Statement force the financial statement auditor to become so far removed from the
financial reporting process on a timely basis that examination quality is impaired, some aspects of the
traditional examination process may need to be carefully structured as a result of this increased focus on
the effectiveness of the entity's internal control.
Other Matters to Consider in Evaluating Whether a Significant Deficiency Is a Material Weakness
213.
When evaluating whether a significant deficiency is also a material weakness, the practitioner
should recognize that:
•

The amount of misstatement caused by error or fraud that might occur and remain undetected
ranges from zero to more than the gross financial statement amounts exposed to the significant
deficiency.

•

The risk of misstatement due to error or fraud is likely to be different for the different possible
amounts within that range. For example, the risk of misstatement due to error or fraud in amounts
equal to the gross exposure23 might be very low, but the risk of misstatements in smaller
amounts might be greater.

214.
The practitioner also should consider the following in evaluating whether the effect of individual
significant deficiencies in combination results in a material weakness:
-

The amount of misstatement caused by error or fraud that may result during the same accounting
period from two or more individual significant deficiencies

-

The likelihood that such a combination of misstatements would be material

Practitioner’s Responsibility When Management Asserts That Internal Control Is Ineffective
215.
If management asserts that internal control is ineffective and the practitioner identifies a material
weakness, the practitioner still needs to complete his or her testing of controls. The practitioner must
obtain sufficient competent evidence about the design and operating effectiveness of controls over all
relevant financial statement assertions related to all significant accounts and disclosures in the financial
statements. The practitioner also must plan and perform the examination to obtain reasonable assurance
that all material weaknesses are identified. Therefore, to complete an examination of internal control and
render an opinion, it is necessary for the practitioner to test controls directly, regardless of the entity’s
assertion or the practitioner's earlier identification of a material weakness.
23

Gross exposure is a worst-case estimate of the magnitude of amounts or transactions related to the financial
statements or the relevant financial component exposed to the deficiency, without regard to the upper limit deviation
rate or likelihood of misstatement, and before considering complementary, redundant, or compensating controls.
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Communicating Significant Deficiencies, Material Weaknesses,
and Suspected Fraud
216.
A practitioner engaged to examine the effectiveness of an entity's internal control must
communicate, in writing, to management and those charged with governance,24 the control deficiencies
identified during the examination that upon evaluation are considered to be significant deficiencies and
material weaknesses, even if they previously have been communicated to these parties in connection
with previous examinations. This includes communicating all significant deficiencies and material
weaknesses that exist as of the date of management’s assertion, as well as those the practitioner
became aware of during the examination that were remediated by management prior to the date of the
assertion. The practitioner also should communicate all known or suspected fraud, even if the matter
might be considered inconsequential. Such written communication should be made by the delivery date of
the practitioner’s report on internal control.25 See Appendix E of this Statement for an illustrative written
communication to those charged with governance.
217.
For some matters, early communication may be important; accordingly, the practitioner may
report known significant deficiencies and material weaknesses to management and possibly those
charged with governance during the examination. If communication is made during the examination, the
form of interim communication made would be affected by the relative significance of the deficiencies
noted and the urgency of corrective follow-up action.
Written Representations
218.

The practitioner should obtain written representations from management:26

a. Acknowledging management's responsibility for establishing and maintaining effective internal
control.
b. Stating that management has performed an evaluation of the effectiveness of the entity's internal
control and specifying the control criteria used.
c. Identifying management's assertion about the effectiveness of the entity's internal control based
on the specified control criteria as of a specified date (or for a specified period).
d. Stating that management did not use the results of the practitioner's procedures performed during
the examination of internal control or the auditor’s procedures performed during the audit of the
financial statements to support, in part, its assertion about the effectiveness of the entity’s internal
control.
e. Stating that management has disclosed to the practitioner all significant deficiencies in the design
or operation of internal control that could adversely affect the entity's ability to initiate, record,
process, and report financial data consistent with the assertions of management in the financial
statements and has identified the significant deficiencies that it believes to be material
weaknesses in internal control.
f.

Describing any material fraud and any other fraud that, although not material, involves
management or other employees who have a significant role in the entity's internal control.

g. Stating whether there were, subsequent to the date being reported on (or the period being report
on), any changes in internal control or other factors that might significantly affect internal control,

24

See footnote 13 for a definition of the term those charged with governance.
Guidance regarding such communications would be similar to that described in SAS No. 60, Communication of
Internal Control Related Matters Noted in an Audit, as amended.
26
See SAS No. 85, Management Representations, as amended, for guidance on matters such as who would sign the
letter, the period to be covered by the letter, and when an updating letter should be obtained.
25
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including any corrective actions taken by management with regard to significant deficiencies and
material weaknesses.
219.
Management's refusal to furnish all appropriate written representations constitutes a limitation on
the scope of the examination sufficient to preclude an unqualified opinion and is ordinarily sufficient to
cause the practitioner to disclaim an opinion or withdraw from the examination engagement. Further, the
practitioner should consider the effects of management's refusal on his or her ability to rely on other
representations, including, if appropriate, representations obtained in an audit of the entity’s financial
statements.
Attest Documentation
220.
In addition to the documentation requirements in paragraphs 100 through 107 of Chapter 1 of
SSAE No. 10, as amended, the practitioner should document:
•

His or her understanding of internal control and evaluation of the design of each of the five
components of the entity's internal control;

•

The process he or she used to determine significant accounts and disclosures and major classes
of transactions, including determining the locations or business units at which to perform testing;

•

His or her identification of the points at which misstatements related to relevant financial
statement assertions could occur within significant accounts and disclosures and major classes of
transactions;

•

The extent to which the practitioner relied upon work performed by others as well as the
practitioner's assessment of their competence and objectivity;

•

His or her evaluation of any deficiencies noted as a result of the practitioner's testing; and

•

Other findings that could result in a modification to the practitioner's report.

221.
Documentation of tests of the operating effectiveness of controls that involve inspection of
documents or confirmation should include an identification of the items tested. The identification of the
items tested may be satisfied by indicating the source from which the items were selected and the
specific selection criteria, for example:
•

When a haphazard or random sample is selected, the documentation should include identifying
characteristics.

•

When all items with a particular characteristic are selected from a listing, the documentation need
describe only the scope and the identification of the listing.

Forming an Opinion
222.
When forming an opinion on internal control or on a written assertion thereon,27 the practitioner
should evaluate all evidence obtained from all sources, including:

27

•

The adequacy of the assessment performed by management and the results of the practitioner’s
evaluation of the design and tests of operating effectiveness of controls;

•

The negative results of substantive procedures performed during the financial statement audit (for
example, recorded and unrecorded adjustments identified as a result of the performance of
auditing procedures);

•

Any identified control deficiencies; and

See paragraphs 10 and 11 of this Statement.
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•

All reports issued during the year by internal audit or similar functions that address controls
related to financial reporting.

The practitioner should evaluate the effectiveness of the entity’s internal control based on the control
criteria identified in the assertion. When a material weakness in internal control exists, the practitioner
should issue an adverse opinion on the effectiveness of internal control. (See the illustrative report in
paragraph 234.)
223.
As stated in paragraph 35, deficiencies in the quality or sufficiency of the documentation of the
design or operating effectiveness of controls are control deficiencies because they each result in
inadequate evidence to support management's assertion regarding the effectiveness of internal control.
Based on the practitioner’s judgment, such deficiencies may be deemed only a deficiency, a significant
deficiency, or a material weakness. As noted in paragraph 36, the absence of documentation to support
management’s procedures and findings related to the effectiveness of internal control constitutes a scope
limitation as well as a material weakness. In those circumstances, the practitioner should disclaim an
opinion on the effectiveness of the entity’s internal control or withdraw from the engagement because
management’s monitoring of the other components of internal control cannot be demonstrated in the
absence of such evidence. (See the illustrative report in paragraph 235.)
224. Inadequate documentation also could cause the practitioner to conclude that there is a limitation on
the scope of the engagement. An example is an entity that omits documentation for a segment or location
that should be included in its assertion about internal control. The omission could constitute a scope
limitation on the engagement. (See the related guidance in paragraphs 155 through 160 regarding the
effect of limitations on management’s ability to test controls.)
Reporting Standards
225.
The practitioner may examine and report directly on the subject matter (the effectiveness of an
entity's internal control) as described and illustrated in paragraphs 226 and 227, or on management's
written assertion about the effectiveness of internal control, as described and illustrated in paragraphs
228 and 229), except as described in paragraph 233. In addition, an auditor performing an audit of an
entity’s financial statements and an examination of that entity’s internal control may issue a combined
report on both engagements as illustrated in Appendix F, “Illustrative Combined Report.”
Reporting on the Subject Matter
226.
The practitioner’s examination report on the effectiveness of an entity's internal control should
include the following:
a.

A title that includes the word independent

b.

An identification of the subject matter (internal control over financial reporting) and the
responsible party

c.

A statement that management is responsible for maintaining effective internal control

d.

A statement that the practitioner’s responsibility is to express an opinion on the effectiveness of
the entity’s internal control based on his or her examination

e.

A definition of internal control

f.

A statement that the examination was conducted in accordance with attestation standards
established by the American Institute of Certified Public Accountants

g.

A statement that those standards require that the practitioner plan and perform the examination
to obtain reasonable assurance about whether effective internal control was maintained in all
material respects
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h.

A statement that an examination includes obtaining an understanding of internal control, testing
and evaluating the design and operating effectiveness of internal control, and performing such
other procedures as the practitioner considered necessary in the circumstances

i.

A statement that the practitioner believes the examination provides a reasonable basis for his or
her opinion

j.

A paragraph stating that because of the inherent limitations of internal control, including the
possibility of management override of controls:
i

Misstatements due to error or fraud may occur and may not be detected

ii.

Projections of any evaluation of internal control to future periods are subject to the risk that
internal control may become inadequate because of changes in conditions, or because the
degree of compliance with the policies or procedures may deteriorate

k.

The practitioner’s opinion on whether the entity has maintained, in all material respects, effective
internal control as of the specified date (or for the specified period) based on the control criteria28

l.

A statement restricting the use of the report to specified parties (see the fourth reporting
standard) in the following circumstances (also see paragraph 231):
•

The practitioner has determined that the criteria used to evaluate internal control are
appropriate only for a limited number of parties who either participated in their establishment
or can be presumed to have an adequate understanding of the criteria

•

The criteria used to evaluate internal control are available only to specified parties

•

Management has not provided a written report on the entity’s internal control for use by
external parties, or management’s report does not contain or comply with the elements in
paragraph 45

m. The manual or printed signature of the practitioner’s firm
n.

The date of the examination report

227.
The following is an illustrative report, containing the applicable elements in paragraph 226, to be
used when a practitioner expresses an unqualified opinion directly on the effectiveness of an entity's
internal control as of a specified date or for a specified period.
Independent Accountant's Report
[Introductory paragraph]
We have examined the effectiveness of W Company's internal control over financial reporting as of (or for
the year ended) December 31, 20XX, based on [identify criteria]. W Company's management is
responsible for maintaining effective internal control over financial reporting. Our responsibility is to
express an opinion on the effectiveness of W Company’s internal control over financial reporting based
on our examination.
[Definition paragraph]
An entity’s internal control over financial reporting is a process effected by the entity’s board of directors,
management, and other personnel, designed to provide reasonable assurance regarding the reliability of
financial statements prepared in accordance with [identify the applicable financial reporting framework]
28

For example, “criteria established in Internal Control—Integrated Framework issued by the Committee of
Sponsoring Organizations of the Treadway Commission (COSO).”
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and includes those policies and procedures that (1) pertain to the maintenance of records that, in
reasonable detail, accurately and fairly reflect the transactions and dispositions of the assets of the entity;
(2) provide reasonable assurance that transactions are recorded as necessary to permit the preparation
of financial statements in accordance with the applicable financial reporting framework; and (3) provide
reasonable assurance regarding the prevention or timely detection of the unauthorized acquisition, use,
or disposition of the entity's assets that could have a material effect on the entity’s financial statements.
[Scope paragraph]
We conducted our examination in accordance with attestation standards established by the American
Institute of Certified Public Accountants. Those standards require that we plan and perform our
examination to obtain reasonable assurance about whether effective internal control over financial
reporting was maintained in all material respects. Our examination included obtaining an understanding of
internal control over financial reporting, testing and evaluating the design and operating effectiveness of
internal control, and performing such other procedures as we considered necessary in the circumstances.
We believe that our examination provides a reasonable basis for our opinion.
[Inherent limitations paragraph]
Because of the inherent limitations of internal control over financial reporting, including the possibility of
management override of controls, misstatements due to error or fraud may occur and not be detected.
Also, projections of any evaluation of internal control over financial reporting to future periods are subject
to the risk that internal control may become inadequate because of changes in conditions, or because the
degree of compliance with the policies or procedures may deteriorate.
[Opinion paragraph]
In our opinion, W Company maintained, in all material respects, effective internal control over financial
reporting as of (or for the year ended) December 31, 20XX, based on [identify criteria].
[Signature]
[Date]
Reporting on an Assertion
228.
The practitioner’s examination report on a written assertion about the effectiveness of an entity's
internal control over financial reporting should include the following:
a.

A title that includes the word independent

b.

An identification of the written assertion about the effectiveness of the entity's internal control
over financial reporting as of a specified date (or for a specified period) that includes the subject
matter and the identity of the responsible party

c.

A statement that the assertion is the responsibility of management

d. A statement that the practitioner’s responsibility is to express an opinion on the written assertion
based on his or her examination
e.

A definition of internal control over financial reporting

f.

A statement that the examination was conducted in accordance with attestation standards
established by the American Institute of Certified Public Accountants

g. A statement that those standards require that the practitioner plan and perform the examination to
obtain reasonable assurance that management’s assertion is free of material misstatement
h. A statement that an examination includes obtaining an understanding of internal control over
financial reporting, testing and evaluating the design and operating effectiveness of internal
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control, and performing such other procedures as the practitioner considered necessary in the
circumstances
i.

A statement that the practitioner believes the examination provides a reasonable basis for his or
her opinion

j.

A paragraph stating that, because of the inherent limitations of internal control over financial
reporting, including the possibility of management override of controls:
i

Misstatements due to error or fraud may occur and may not be detected

ii

Projections of any evaluation of internal control over financial reporting to future periods are
subject to the risk that internal control may become inadequate because of changes in
conditions, or because the degree of compliance with the policies or procedures may
deteriorate

k. The practitioner’s opinion on whether the assertion about the effectiveness of the entity’s internal
control over financial reporting as of the specified date (or for a specified period) is fairly stated, in
all material respects, based on the control criteria29
l.

A statement restricting the use of the report to specified parties (see the fourth reporting
standard) when:
•

The practitioner has determined that the criteria used to evaluate the effectiveness of internal
control over financial reporting are appropriate only for a limited number of parties who either
participated in their establishment or can be presumed to have an adequate understanding of
the criteria

•

The criteria used to evaluate the effectiveness of internal control over financial reporting are
available only to specified parties

•

Management has not provided a written report on the entity’s internal control for use by
external parties, or management’s report does not contain or comply with the elements in
paragraph 45

m. The manual or printed signature of the practitioner’s firm
n.

The date of the examination report

229.
The following is an illustrative report, containing the applicable elements in paragraph 228, to be
used when a practitioner expresses an unqualified opinion on a written assertion about the effectiveness
of an entity’s internal control as of (or for the period ended on) a specified date.
Independent Accountant’s Report
[Introductory paragraph]
We have examined management’s assertion, included in the accompanying [title of management report],
that W Company’s system of internal control over financial reporting was effective as of (or for the year
ended) December 31, 20XX, based on [identify criteria]. W Company's management is responsible for its
assertion about effective internal control over financial reporting. Our responsibility is to express an
opinion on management’s assertion based on our examination.
[Definition paragraph]
An entity’s internal control over financial reporting is a process effected by the entity’s board of directors,
management, and other personnel, designed to provide reasonable assurance regarding the reliability of
financial statements prepared in accordance with [identify the applicable financial reporting framework]
29

See footnote 28.
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and includes those policies and procedures that (1) pertain to the maintenance of records that, in
reasonable detail, accurately and fairly reflect the transactions and dispositions of the assets of the entity;
(2) provide reasonable assurance that transactions are recorded as necessary to permit the preparation
of financial statements in accordance with the applicable financial reporting framework; and (3) provide
reasonable assurance regarding the prevention or timely detection of the unauthorized acquisition, use,
or disposition of the entity's assets that could have a material effect on the entity’s financial statements.
[Scope paragraph]
We conducted our examination in accordance with attestation standards established by the American
Institute of Certified Public Accountants. Those standards require that we plan and perform our
examination to obtain reasonable assurance that management’s assertion is free of material
misstatement. Our examination included obtaining an understanding of internal control over financial
reporting, testing and evaluating the design and operating effectiveness of internal control, and
performing such other procedures as we considered necessary in the circumstances. We believe that our
examination provides a reasonable basis for our opinion.
[Inherent limitations paragraph]
Because of the inherent limitations of internal control over financial reporting, including the possibility of
management override of controls, misstatements due to error or fraud may occur and not be detected.
Also, projections of any evaluation of internal control over financial reporting to future periods are subject
to the risk that internal control may become inadequate because of changes in conditions or because the
degree of compliance with the policies or procedures may deteriorate.
[Opinion paragraph]
In our opinion, management’s assertion that W Company’s system of internal control over financial
reporting was effective as of (or for the year ended) December 31, 20XX, is fairly stated, in all material
respects, based on [identify criteria].
[Signature]
[Date]
230.
Nothing precludes the practitioner from examining an assertion but expressing an opinion directly
on the effectiveness of internal control.
Restricting the Use of the Report
231.
Paragraphs 78 through 83 of Chapter 1 of SSAE No. 10, as amended, provide guidance on
restricting the use of an attest report. Additionally, a practitioner should restrict the use of his or her report
if management has not provided a written report on the entity’s internal control for use by external parties,
or management’s report does not contain or comply with the elements set forth in paragraph 44 of this
Statement. Nothing in this Statement precludes the practitioner from restricting the use of any report. If
the practitioner is requested by one party to examine the effectiveness of another entity's internal control,
the practitioner may want to restrict the use of the report to the party making the request.
Report Modifications
232.

The practitioner should modify the standard reports if any of the following conditions exist.

a.

There is a material weakness in the entity's internal control and the practitioner expresses an
adverse opinion. (See paragraphs 233 and 234.)

b.

There is a material weakness in the entity's internal control and the practitioner disclaims an
opinion. (See paragraphs 233 and 235.)

c.

Management’s assertion contains additional information. (See paragraph 236.)
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d.

There is a restriction on the scope of the engagement. (See paragraphs 237 through 240.)

e. The practitioner decides to refer to the report of another practitioner as the basis, in part, for the
practitioner’s own report. (See paragraphs 241 and 242.)
f.

A significant subsequent event has occurred since the date being reported on. (See paragraphs
243 through 245.)

g.

Subsequent to the date of the practitioner’s report, the practitioner discovers information that
existed at the date of the practitioner’s report. (See paragraph 246.)

h. The practitioner is engaged to report on the internal control of a component of an entity. (See
paragraph 247.)
i.

The practitioner is engaged to report on only the effectiveness of the design of the entity's internal
control. (See paragraphs 248 through 254.)

j.

The criteria are specified by a regulatory agency. (See paragraphs 255 through 259.)

k.

Scope of the report includes internal control over financial reporting in schedules supporting or
equivalent to the basic financial statements. (See paragraphs 260 through 265.)

l.

There is other information in a client-prepared document containing the practitioner’s report on
the effectiveness of the entity's internal control. (See paragraph 266.)

Material Weaknesses
233.
If the examination discloses significant deficiencies that, individually or in combination, result in
one or more material weaknesses, the practitioner should express an adverse opinion on the entity’s
internal control over financial reporting. If the practitioner were to express an unqualified opinion on a
management assertion that includes a description of a material weakness, the report likely would be
confusing to readers. Accordingly, in such circumstances, to most effectively communicate with readers of
the report, the practitioner should express his or her opinion directly on the effectiveness of internal
control, not on the assertion.
Adverse Opinion Because of the Effects of a Material Weakness
234.
The following is an illustrative report to be used when a practitioner expresses an adverse
opinion on internal control over financial reporting because of the effects of a material weakness in
internal control.
Independent Accountant’s Report
[Introductory paragraph]
We have examined the effectiveness of W Company's internal control over financial reporting as of (or for
the year ended) December 31, 20XX, based on [identify criteria]. W Company's management is
responsible for maintaining effective internal control over financial reporting. Our responsibility is to
express an opinion on the effectiveness of W Company’s internal control over financial reporting based
on our examination.
[Standard definition, scope, and inherent limitations paragraphs]
[Explanatory paragraph]
A material weakness is a significant deficiency, or combination of significant deficiencies, that results in
more than a remote likelihood that a material misstatement of the financial statements will not be
prevented or detected. A significant deficiency is a control deficiency, or combination of control
deficiencies, that adversely affects the entity’s ability to initiate, authorize, record, process, or report
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financial data reliably in accordance with the applicable financial reporting framework such that there is
more than a remote likelihood that a misstatement of an entity’s financial statements that is more than
inconsequential will not be prevented or detected. The following material weakness has been identified.
[Include a description of the material weakness and its effect on the achievement of the objectives of the
control criteria.]
[Opinion paragraph]
In our opinion, because of the effect of the material weakness described above on the achievement of the
objectives of the control criteria, W Company did not maintain effective internal control over financial
reporting as of (or for the year ended) December 31, 20XX, based on [identify criteria].
[Signature]
[Date]
Disclaimer of Opinion and Identification of a Material Weakness
235.
The following is an illustrative report to be used when a practitioner plans to disclaim an opinion
on internal control because management failed to satisfactorily fulfill one or more of the requirements
identified in paragraph 29, and the results of the procedures performed by the practitioner caused the
practitioner to conclude that a material weakness in internal control exists.
Independent Accountant’s Report
[Introductory paragraph]
We were engaged to examine the effectiveness of W Company's internal control over financial reporting
as of (or for the year ended) December 31, 20XX, based on [identify criteria]. W Company's management
is responsible for maintaining effective internal control over financial reporting. Our responsibility is to
express an opinion on the effectiveness of W Company’s internal control over financial reporting based
on our examination.
[Standard definition, scope, and inherent limitations paragraphs]
[Explanatory paragraph]
A material weakness is a significant deficiency or combination of significant deficiencies, that results in
more than a remote likelihood that a material misstatement of the financial statements will not be
prevented or detected. A significant deficiency is a control deficiency or combination of control
deficiencies that adversely affects the entity’s ability to initiate, authorize, record, process, or report
financial data reliably in accordance with the applicable financial reporting framework such that there is
more than a remote likelihood that a misstatement of an entity’s financial statements that is more than
inconsequential will not be prevented or detected. The following material weakness has been identified.
[Include a description of the material weakness, other than management’s failure to satisfactorily fulfill
one or more of the requirements identified in paragraph 29, the reason for the disclaimer, and its effect on
the achievement of the objectives of the control criteria.]
[Include a description of the material weakness that triggered the disclaimer, that is, management’s failure
to satisfactorily fulfill one or more of the requirements identified in paragraph 29, the reason for the
disclaimer, and its effect on the achievement of the objectives of the control criteria.]
[Opinion paragraph]
Because of the restriction on the scope of our examination described in the preceding paragraph, the
scope of our work was not sufficient to enable us to express, and we do not express, an opinion on the
effectiveness of W Company’s internal control over financial reporting for the year ended December 31,
20XX, based on [identify criteria].
[Signature]
[Date]
69

Management’s Assertion Contains Additional Information
236.
Management’s assertion or report to external parties may contain information in addition to
management’s assertion about the effectiveness of its internal control over financial reporting. Such
information may include, for example, disclosures about corrective actions taken by the entity after the
date of management’s assertion; the entity’s plans to implement new controls; or a statement that
management believes the cost of correcting a material weakness would exceed the benefits to be derived
from implementing new controls. If such information is included in management’s assertion or report to
external parties, the practitioner should disclaim an opinion on the information. For example, the
practitioner may use the following illustrative language as the last paragraph of the report to disclaim an
opinion on management's statement about the costs and related benefits of implementing a new control:
We do not express an opinion or any other form of assurance on management’s statement
regarding the costs and related benefits of implementing new controls.
If the practitioner believes that the additional information in management’s assertion or report to external
parties contains a material misstatement of fact, he or she should consider the guidance in paragraphs 92
through 94 of Chapter 1 of SSAE No. 10, as amended, and take appropriate action.
Scope Limitations
237.
An unqualified opinion on the effectiveness of the entity's internal control or the written assertion
thereon can be expressed only if the practitioner has been able to apply all the procedures he or she
considers necessary in the circumstances. Restrictions on the scope of the engagement, whether
imposed by the client, management, or by the circumstances, may require the practitioner to withdraw
from the engagement, disclaim an opinion, or express a qualified opinion. The practitioner’s decision
depends on his or her assessment of the importance of the omitted procedure(s) to his or her ability to
form an opinion on the effectiveness of the entity's internal control. When restrictions that significantly limit
the scope of the examination are imposed by the client or management, the practitioner generally should
disclaim an opinion on the effectiveness of the entity's internal control or the written assertion thereon.
238.
As noted in paragraph 155, typically, management’s assertion about and evaluation of internal
control includes controls at all consolidated entities, irrespective of the basis for consolidation, unless the
entity does not have the right or authority to evaluate the internal control of the consolidated entity and
also lacks the ability, in practice, to make that evaluation. If management’s assertion and evaluation do
not include all the consolidated entities, the practitioner should determine that the entity has disclosed in
its assertion any key sub-totals, such as total and net assets, revenues, and net income that result from
consolidation of entities whose internal controls have not been assessed. Paragraph 155 presents
illustrative language to be included in management’s assertion in these circumstances. If management’s
assertion does not disclose this information, the practitioner should qualify his or her report.
239.
Before the date of management’s assertion about internal control, management may have
identified a material weakness and implemented controls to correct that material weakness. Unless the
practitioner has been able to obtain evidence that the new controls were appropriately designed and
operating effectively for a sufficient period,30 he or she should refer to the material weakness and qualify
his or her opinion on the basis of a scope limitation. The following is an illustrative report to be used when
restrictions on the scope of the examination cause the practitioner to issue a qualified opinion.
Independent Accountant's Report
30

See the guidance in paragraphs 163 and 164 on evaluating controls when there has been a change in the
accounting system, and in paragraph 187 related to testing the work of others as these paragraphs relate to the
discussion in paragraph 116 of the effect of the frequency of the operation of a control on the nature and extent of the
practitioner’s testing.
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[Standard introductory and definition paragraphs]
[Scope paragraph]
Except as described below, we conducted our examination in accordance with attestation standards
established by the American Institute of Certified Public Accountants. Those standards require that we
plan and perform our examination to obtain reasonable assurance about whether effective internal control
over financial reporting was maintained in all material respects. Our examination included obtaining an
understanding of internal control over financial reporting, testing and evaluating the design and operating
effectiveness of internal control, and performing such other procedures as we considered necessary in
the circumstances. We believe that our examination provides a reasonable basis for our opinion.
[Explanatory paragraph]
A material weakness is a significant deficiency or an aggregation of significant deficiencies that precludes
the entity’s internal control from providing reasonable assurance that material misstatements in the
financial statements will be prevented or detected on a timely basis by employees in the normal course of
performing their assigned functions. A significant deficiency is an internal control deficiency in a
significant control, or an aggregation of deficiencies, that could result in a misstatement of the financial
statements that is more than inconsequential. The following material weakness has been identified.
Before December 20, 20XX, W Company had an inadequate system for recording cash receipts, which
could have prevented the Company from recording cash receipts on accounts receivable completely and
properly. Therefore, cash received could have been diverted for unauthorized use, lost, or otherwise not
properly recorded to accounts receivable. We believe this condition was a material weakness in the
design or operation of the internal control of W Company in effect at (or during the period ended) [date].
Although the Company implemented a new cash receipts system on December 20, 20XX, the system has
not been in operation for a sufficient period of time to enable us to obtain sufficient evidence about its
operating effectiveness.
[Standard inherent limitations paragraph]
[Opinion paragraph]
In our opinion, except for the effect of matters we may have discovered had we been able to examine
evidence about the effectiveness of the new cash receipts system, W Company maintained, in all material
respects, effective internal control over financial reporting as of (or for the year ended) December 31,
20XX, based on [identify criteria].
[Signature]
[Date]
240.
The following is an illustrative report to be used when restrictions that significantly limit the scope
of the examination are imposed by the client or management and cause the practitioner to issue a
disclaimer of opinion.
Independent Accountant's Report
[Introductory paragraph]
We were engaged to examine the effectiveness of W Company's internal control over financial reporting
as of (or for the year ended) December 31, 20XX, based on [identify criteria]. W Company's management
is responsible for maintaining effective internal control over financial reporting.
[Definition paragraph]
An entity’s internal control over financial reporting is a process designed to provide reasonable assurance
regarding the reliability of financial reporting and the preparation of financial statements in accordance
with generally accepted accounting principles.
[Scope paragraph should be omitted]
[Explanatory paragraph]
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[Include paragraph to describe scope restrictions]
[Opinion paragraph]
Since management [describe scope restrictions] and we were unable to apply other procedures to satisfy
ourselves as to the entity's internal control over financial reporting, the scope of our work was not
sufficient to enable us to express, and we do not express, an opinion on the effectiveness of the entity’s
internal control over financial reporting.
[Signature]
[Date]
Opinion Based in Part on the Report of Another Practitioner
241.
When another practitioner has examined the effectiveness of internal control of one or more
subsidiaries, divisions, branches, or components of the entity, the practitioner should consider whether he
or she may serve as the principal practitioner and use the work and reports of the other practitioner as a
basis, in part, for his or her opinion. If the practitioner decides it is appropriate for him or her to serve as
the principal practitioner, he or she should then decide whether to make reference in the report to the
examination performed by the other practitioner. In these circumstances, the practitioner’s considerations
are similar to those of the independent practitioner who uses the work and reports of other independent
practitioners when reporting on an entity's financial statements. The practitioner should apply the
guidance in SAS No. 1, “Part of Audit Performed by Other Independent Practitioners,” in deciding whether
he or she may serve as the principal practitioner and, if so, whether to make reference to the examination
performed by the other practitioner.
242.
When the practitioner decides to make reference to the report of the other practitioner as a basis,
in part, for the practitioner’s opinion, the practitioner should disclose this fact when describing the scope
of the examination and should refer to the report of the other practitioner when expressing the opinion.31
The following is an illustrative report that is appropriate in these circumstances.
Independent Accountant's Report
[Introductory paragraph]
We have examined the effectiveness of W Company's internal control over financial reporting as of (or for
the year ended) December 31, 20XX, based on [identify criteria]. W Company's management is
responsible for maintaining effective internal control over financial reporting. Our responsibility is to
express an opinion on the effectiveness of W Company’s internal control over financial reporting based
on our examination. We did not examine the effectiveness of internal control over financial reporting of B
Company, a wholly owned subsidiary, whose financial statements reflect total assets constituting 20
percent and revenues constituting 30 percent of the related consolidated financial statement amounts as
of and for the year ended December 31, 20XX. The effectiveness of B Company's internal control over
financial reporting was examined by other accountants whose report has been furnished to us. Our
opinion on the effectiveness of W Company’s internal control over financial reporting, as it relates to B
Company, is based solely on the report of the other accountants.
[Definition paragraph]
An entity’s internal control over financial reporting is a process effected by the entity’s board of directors,
management, and other personnel, designed to provide reasonable assurance regarding the reliability of
financial statements prepared in accordance with [identify the applicable financial reporting framework]
and includes those policies and procedures that (1) pertain to the maintenance of records that, in
reasonable detail, accurately and fairly reflect the transactions and dispositions of the assets of the entity;
(2) provide reasonable assurance that transactions are recorded as necessary to permit the preparation
of financial statements in accordance with the applicable financial reporting framework; and (3) provide
31

A principal practitioner may report on the subject matter or on management’s assertion. The principal practitioner’s
decision as to whether to report on the subject matter or on management’s assertion is unaffected by the other
practitioner’s decision.
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reasonable assurance regarding the prevention or timely detection of the unauthorized acquisition, use,
or disposition of the entity's assets that could have a material effect on the entity’s financial statements.
[Scope paragraph]
We conducted our examination in accordance with attestation standards established by the American
Institute of Certified Public Accountants. Those standards require that we plan and perform our
examination to obtain reasonable assurance about whether effective internal control over financial
reporting was maintained in all material respects. Our examination included obtaining an understanding of
internal control over financial reporting, testing and evaluating the design and operating effectiveness of
internal control, and performing such other procedures as we considered necessary in the circumstances.
We believe that our examination and the report of the other accountants provide a reasonable basis for
our opinion.
[Standard inherent limitations paragraph]
[Opinion paragraph]
In our opinion, based on our examination and the report of the other accountants, W Company
maintained, in all material respects, effective internal control over financial reporting as of (or for the year
ended) December 31, 20XX, based on [identify criteria].
[Signature]
[Date]
Subsequent Events
243.
Changes in internal control or other factors that might significantly affect internal control may
occur subsequent to the date as of which internal control over financial reporting is being examined but
before the date of the practitioner’s report. As described in paragraph 218g, the practitioner should obtain
written representations from management relating to such matters. Additionally, to obtain information
about whether changes have occurred that might affect the effectiveness of the entity's internal control
and, therefore, the practitioner’s report, he or she should inquire about and examine, for this subsequent
period, the following:
a.

Relevant internal auditor reports issued during the subsequent period

b. Independent practitioner’s reports (or auditor’s reports, if other than the practitioner’s) of
significant deficiencies or material weaknesses
c.

Regulatory agency reports on the entity's internal control

d. Information about the effectiveness of the entity's internal control obtained through other
professional engagements
244.
If the practitioner obtains knowledge about subsequent events that he or she believes materially
and adversely affects the effectiveness of the entity's internal control as of the date specified in the
assertion, the practitioner should report directly on the effectiveness of the entity’s internal control, and
issue an adverse opinion. If the practitioner is unable to determine the effect of the subsequent event on
the effectiveness of the entity’s internal control, the practitioner should disclaim an opinion. As described
in paragraph 236, the practitioner should disclaim an opinion on any disclosures by management about
corrective actions taken by the entity after the date of management’s assertion.
245.
The practitioner may obtain knowledge about subsequent events with respect to conditions that
did not exist at the date specified in the assertion but arose subsequent to that date. Occasionally, a
subsequent event of this type has such a material impact on the entity that the practitioner may wish to
include in his or her report an explanatory paragraph describing the event and its effects or directing the
reader’s attention to the event and its effects.
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Subsequent Discovery of Information Existing at the Date of the Practitioner’s Report
246.
The practitioner has no responsibility to keep informed of events subsequent to the date of his or
her report; however, the practitioner may later become aware of conditions that existed at that date that
might have affected the practitioner’s opinion had he or she been aware of them. The practitioner’s
consideration of such subsequent information is similar to the practitioner's consideration of information
discovered subsequent to the date of the report on an audit of financial statements described in SAS No.
1, “Subsequent Discovery of Facts Existing at the Date of the Practitioner's Report.” The guidance in that
Statement requires the practitioner to determine whether the information is reliable and whether the facts
existed at the date of his or her report. If so, the practitioner considers (a) whether the facts would have
changed the report if he or she had been aware of them and (b) whether there are persons currently
relying on or likely to rely on the practitioner’s report on the effectiveness of the entity's internal control.
Based on these considerations, paragraph 6 of that Statement provides detailed guidance for the
practitioner.
Reporting on the Internal Control of a Component of an Entity
247. A practitioner may be asked to examine the internal control of a component of an entity, for
example, an operating division of an entity or a subsidiary whose financial statements are consolidated
with other entities. Such an engagement might be performed in an effort to evaluate and improve internal
control at the component, or because the component is required to submit a report on its internal control
to a regulatory agency. In some cases, the component may be so small in relation to the consolidated
entity that the quality of the component’s financial statements cannot be equated with those of the
consolidated entity. When performing an examination of internal control at a component, the auditor of the
entity’s financial statements would need to perform audit procedures sufficient to have enabled the
auditor to report on the component’s financial statements. In these circumstances, the practitioner should
follow the guidance in this Statement and issue a report such as the following, identifying the component
examined.
Independent Accountant's Report
[Introductory paragraph]
We have examined the effectiveness of the internal control over financial reporting of W Company’s retail
division as of (or for the year ended) December 31, 20XX, based on [identify criteria]. W Company's
management is responsible for maintaining effective internal control over financial reporting. Our
responsibility is to express an opinion on the effectiveness of W Company’s internal control over financial
reporting based on our examination.
[Standard definition, scope, and inherent limitations paragraphs]
[Opinion paragraph]
In our opinion, W Company's retail division maintained, in all material respects, effective internal control
over financial reporting as of (or for the year ended) December 31, 20XX, based on [identify criteria].
[Signature]
[Date]
If auditing procedures sufficient to enable the auditor to report on the component’s financial statements
have not been performed, the practitioner is precluded from reporting on the operating effectiveness of
the component’s internal control. However, a practitioner may examine the effectiveness of the design of
the component’s internal control.
Reporting on the Effectiveness of the Design of an Entity's Internal Control
248.
A client may request that a practitioner examine the effectiveness of the design of an entity's
internal control for preventing or detecting material misstatements on a timely basis. An entity’s financial
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statements need not be audited for a practitioner to examine and report on the effectiveness of the design
of an entity’s internal control.
249.
Obtaining an understanding of the design of controls ordinarily includes performing a walkthrough
or other procedures to confirm that the controls were placed in operation.
250.
The following is an illustrative report that a practitioner may issue when reporting on the
effectiveness of the design of an entity’s internal control. The practitioner’s report should be modified, as
appropriate, to fit the particular circumstances.32
Independent Accountant's Report
[Introductory paragraph]
We have examined the effectiveness of the design of W Company's internal control over financial
reporting to prevent or detect material misstatements in the financial statements on a timely basis as of
December 31, 20XX, based on [identify criteria]. W Company's management is responsible for the
suitable design of internal control over financial reporting. Our responsibility is to express an opinion on
the design of W Company’s internal control over financial reporting based on our examination.
[Scope paragraph]
We conducted our examination in accordance with attestation standards established by the American
Institute of Certified Public Accountants. Those standards require that we plan and perform our
examination to obtain reasonable assurance about whether internal control over financial reporting is
suitably designed, in all material respects, to prevent or detect material misstatements in the financial
statements on a timely basis. Our examination included obtaining an understanding of internal control
over financial reporting, evaluating the design of internal control, and performing such other procedures
as we considered necessary in the circumstances. We believe that our examination provides a
reasonable basis for our opinion.
[Standard inherent limitations paragraph]
[Opinion paragraph]
In our opinion, W Company's internal control over financial reporting is suitably designed, in all material
respects, to prevent or detect material misstatements in the financial statements on a timely basis as of
December 31, 20XX, based on [identify criteria].
[Signature]
[Date]
251.
When reporting on the effectiveness of the design of an entity's internal control that has already
been placed in operation, the practitioner should modify his or her report by adding the following to the
scope paragraph of the report:
We were not engaged to examine and report on the operating effectiveness of W Company's
internal control over financial reporting as of December 31, 20XX, and, accordingly, we
express no opinion on operating effectiveness.
252.
A practitioner may be asked to examine the effectiveness of the design of an entity's internal
control that has not yet been placed in operation, for example, before the entity has begun to operate.33
In such circumstances, the practitioner would be unable to confirm that the controls had been placed in
operation and should disclose that information in the practitioner’s report. An example of this situation is
when a regulator, before granting a casino a license to operate, requires the entity to submit a CPA’s
report on whether the internal control that management plans to implement is suitably designed to
32

This report assumes that the control criteria of the regulatory agency are both suitable and available to users as
discussed in paragraphs 23 through 33 of Chapter 1 of SSAE No. 10, as amended, and in paragraph 11 of this
Statement. Therefore, there would be no restriction on the use of this report.
33
In such circumstances, audited financial statements or financial data relevant to the period covered by the
engagement may not exist.
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achieve the control objectives specified by the regulator. When evaluating the effectiveness of the design
of the entity's internal control for the regulator’s purpose, the practitioner should obtain an understanding
of the components of internal control34 that are relevant to the regulator’s control objectives, and identify
the controls that would be needed to achieve those control objectives. The practitioner’s report should
indicate that he or she did not confirm that the controls were placed in operation.
253.
The following is an example of a paragraph that would be included in the practitioner’s report to
inform readers that the controls identified in the report had not yet been placed in operation:
Since operations have not yet begun, we could not confirm that the specified controls had
been placed in operation. Accordingly, our report solely addresses the effectiveness of the
design of the Company’s internal control and does not address whether the controls have
been placed in operation. Our report also does not address changes that may be made to
the design of the controls after the period covered by our report. Furthermore, because the
system has not yet been placed in operation, we were unable to test, and did not test, the
operating effectiveness of the controls.
254.
When reporting on the effectiveness of the design of an entity’s internal control that has not yet
been placed in operation, the practitioner should report as of a point in time, rather than for a period.
Reporting on Internal Control Based on Criteria Specified by a Regulatory Agency
255.
A governmental or other agency that exercises regulatory, supervisory, or other public
administrative functions may establish its own criteria and require reports on the internal control of entities
subject to its jurisdiction. Criteria established by a regulatory agency may be set forth in audit guides,
questionnaires, or other publications. The criteria may encompass specified aspects of an entity's internal
control and specified aspects of administrative control or compliance with grants, regulations, or statutes.
If such criteria have been subjected to due process procedures, including the distribution of proposed
criteria for public comment, and the criteria are available to users (see paragraphs 23 through 33 of
Chapter 1 of SSAE No. 10, as amended, and paragraph 11 of this Statement), a practitioner should use
the form of report illustrated in paragraphs 226 to 229 of this Statement. If, however, the criteria are not
available to users as described in paragraph 133 of Chapter 1 of SSAE No. 10, as amended, or such
criteria have not been subjected to due process procedures and the practitioner determines that such
criteria are appropriate only for the specified parties who either participated in their establishment or can
be presumed to have an adequate understanding of the criteria, the practitioner should modify the report
by adding a separate paragraph that restricts the use of the report to the regulatory agency and to those
within the entity.
256.
A regulator might define a material weakness differently than the definition in paragraph 27 of this
Statement. In that case, the practitioner should look to the definition established by the regulator.
257.
The following is an illustrative report that a practitioner might use when he or she has been
engaged to examine the adequacy of an entity's internal control over financial reporting based on criteria
established by a regulatory agency that are not suitable for general use.
Independent Accountant's Report
[Introductory paragraph]
We have examined the adequacy of W Company's internal control over financial reporting as of (or for the
year ended) December 31, 20XX, based on [identify criteria, for example, the criteria established by
_________ agency, as set forth in its audit guide dated ________]. W Company's management is
responsible for maintaining adequate internal control over financial reporting. Our responsibility is to
express an opinion on whether W Company’s internal control over financial reporting is adequate to meet
such criteria based on our examination.
[Standard definition, scope, and inherent limitations paragraphs]
34

See paragraph 59 of this Statement.

76

[Opinion paragraph]
We understand that [identify the agency] considers the controls over financial reporting that meet the
criteria referred to in the first paragraph of this report adequate for its purpose. In our opinion, based on
this understanding and on our examination, W Company's internal control over financial reporting is
adequate, in all material respects, based on the criteria established by [identify the agency].
[Restricted-use paragraph]
This report is intended solely for the information and use of the board of directors and management of W
Company and [agency] and is not intended to be and should not be used by anyone other than these
specified parties.
[Signature]
[Date]
258.
When the practitioner performs this type of engagement, he or she does not assume any
responsibility for the comprehensiveness of the criteria established by the regulatory agency. However,
the practitioner should report any condition that comes to his or her attention during the course of the
examination that he or she believes is a material weakness, even though it may not be covered by the
criteria.
259.
If a regulatory agency requires the reporting of all conditions (whether material or not) that are not
in conformity with the agency's criteria, the practitioner should describe all conditions of which he or she is
aware in the report.
Scope of Report Includes Internal Control Over Financial Reporting in Schedules Equivalent to the
Basic Financial Statements
260.
For insured depository institutions (IDIs) subject to the internal control reporting requirements of
Section 112 of the Federal Deposit Insurance Corporation Improvement Act (FDICIA),35 financial
reporting, at a minimum, includes financial statements prepared under generally accepted accounting
principles and the schedules equivalent to the basic financial statements included in the IDI’s applicable
regulatory report (schedules). Examples of such schedules are Schedule RC, “Balance Sheet”; RI,
“Income Statement”; and RI-A, “Changes in Equity Capital."
261.
When performing an examination of internal control for the purpose of satisfying an IDI's reporting
obligations under FDICIA, a practitioner should expand his or her testing to include an IDI's controls over
the preparation of these schedules. Paragraph 92 states that the period-end financial reporting process
includes the procedures for drafting financial statements and related disclosures. Accordingly, when the
examination of internal control has been expanded to include the IDI's controls over the preparation of
such schedules, the practitioner should test controls over the preparation of the schedules to determine
whether they are effective.
262.
In these circumstances, the practitioner should indicate in his or her report that the scope of
internal control over financial reporting includes controls over the preparation of the IDI's GAAP-basis
financial statements as well as the schedules equivalent to the basic financial statements included in the
IDI’s applicable regulatory report. Management should also include this information in its assertion.
263.
The practitioner’s report should be modified to appropriately identify the expanded nature of the
examination of internal control to meet the requirements of FDICIA and the reporting requirements
described in paragraph 257. Following is an illustrative sentence that the practitioner may add to the
definition paragraph of the practitioner’s report for a bank holding company:

35

See Section 36 of the Federal Deposit Insurance Corporation Improvement Act and its implementing regulation, 12
CFR Part 363
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Because management's assertion and our examination were conducted also to meet the
reporting requirements of Section 112 of the Federal Deposit Insurance Corporation
Improvement Act (FDICIA), management's assertion and our examination of XYZ Entity’s
internal control over financial reporting included controls over the preparation of financial
statements in accordance with the instructions to the Consolidated Financial Statements for
Bank Holding Companies (Form FR Y-9 C).36
264.
Auditors of the financial statements of IDIs frequently reconcile such schedules to the IDI's
GAAP-basis financial statements. As stated in paragraph 203, the absence of misstatements detected by
such substantive procedures does not provide evidence that controls related to the assertion being tested
are effective. The effectiveness of controls should be tested directly. Also, as discussed in paragraph 104,
the nature of the tests of controls should be beyond inquiry alone.
265.
The following is an illustrative report for use when management of a bank holding company
expands the scope of its assertion to include effective internal control over financial reporting in the
schedules equivalent to the basic financial statements included in Form FR Y-9 C, “Instructions to the
Consolidated Financial Statements for Bank Holding Companies.”37
Independent Accountant’s Report
The Board of Directors of ABC Holding Company:
We have examined management’s assertion, included in the accompanying [title of management report],
that ABC Holding Company and subsidiaries (ABC Holding Company) maintained effective internal
control over financial reporting in its consolidated financial statements presented in conformity with
accounting principles generally accepted in the United States of America as of December 31, 200X,
based on criteria established in Internal Control—Integrated Framework issued by the Committee of
Sponsoring Organizations of the Treadway Commission. ABC Holding Company’s management is
responsible for maintaining effective internal control over financial reporting. Our responsibility is to
express an opinion on management’s assertion based on our examination.
An entity’s internal control over financial reporting is a process effected by the entity’s board of directors,
management, and other personnel, designed to provide reasonable assurance regarding the reliability of
financial statements prepared in accordance with accounting principles generally accepted in the United
States of America. Because management’s assertion and our examination were conducted also to meet
the reporting requirements of Section 112 of the Federal Deposit Insurance Corporation Improvement Act
(FDICIA), management’s assertion and our examination of XYZ Entity’s internal control over financial
reporting included controls over the preparation of financial statements in accordance with the instructions
to the Consolidated Financial Statements for Bank Holding Companies (Form FR Y-9C).38 An entity’s
internal control over financial reporting includes those policies and procedures that (1) pertain to the
maintenance of records that, in reasonable detail, accurately and fairly reflect the transactions and
dispositions of the assets of the entity; (2) provide reasonable assurance that transactions are recorded
as necessary to permit the preparation of financial statements in accordance with the applicable financial
reporting framework; and (3) provide reasonable assurance regarding the prevention or timely detection
of the unauthorized acquisition, use, or disposition of the entity's assets that could have a material effect
on the entity’s financial statements.
36

If the reporting entity is an FDIC-insured institution rather than a bank holding company, the reference to
“Consolidated Financial Statements for Bank Holding Companies (Form FR Y-9C)” would be replaced with either
“Federal Financial Institutions Examination Council for Consolidated Reports of Condition and Income (call report
instructions)” or “Office of Thrift Supervision Instructions for Thrift Financial Reports (TRF instructions),” as applicable.
37
If the reporting entity is an FDIC-insured institution rather than a bank holding company, the reference to
“Consolidated Financial Statements for Bank Holding Companies (Form FR Y-9C)” would be replaced with either
“Federal Financial Institutions Examination Council for Consolidated Reports of Condition and Income (call report
instructions)” or “Office of Thrift Supervision Instructions for Thrift Financial Reports (TRF instructions),” as applicable.
38
If the reporting entity is an FDIC insured institution rather than a bank holding company, the reference to
“Consolidated Financial Statements for Bank Holding Companies (Form FR Y-9C)” would be replaced with either
“Federal Financial Institutions Examination Council for Consolidated Reports of Condition and Income (call report
instructions)” or “Office of Thrift Supervision Instructions for Thrift Financial Reports (TRF instructions),” as applicable.
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We conducted our examination in accordance with attestation standards established by the American
Institute of Certified Public Accountants and, accordingly, included obtaining an understanding of the
internal control over financial reporting, testing and evaluating the design and operating effectiveness of
the internal control, and performing such other procedures as we considered necessary in the
circumstances. We believe that our examination provides a reasonable basis for our opinion.
Because of the inherent limitations of internal control over financial reporting, including the possibility of
management override of controls, misstatements due to error or fraud may occur and not be detected.
Also, projections of any evaluation of internal control over financial reporting to future periods are subject
to the risk that internal control may become inadequate because of changes in conditions, or because the
degree of compliance with the policies or procedures may deteriorate.
In our opinion, management’s assertion that ABC Holding Company maintained effective internal control
over financial reporting in its consolidated financial statements presented in conformity with accounting
principles generally accepted in the United States of America as of December 31, 200X, is fairly stated, in
all material respects, based on criteria established in Internal Control—Integrated Framework issued by
the Committee of Sponsoring Organizations of the Treadway Commission.
[Signature]
[Date]
Other Information in a Client-Prepared Document Containing the Practitioner’s Report on the
Effectiveness of the Entity's Internal Control
266.
A client may publish various documents that contain information in addition to the practitioner’s
attest report on internal control (or on an assertion related thereto). Paragraphs 91 through 94 of Chapter
1 of SSAE No. 10, as amended, provide guidance to the practitioner when the other information is
contained in annual reports to holders of securities or beneficial interests, annual reports of organizations
for charitable and philanthropic purposes distributed to the public, or other documents to which the
practitioner, at the client’s request devotes attention.
Dating of the Practitioner’s Report
267.
The date of a practitioner’s report on an examination of internal control should be no earlier than
the date on which the practitioner has obtained sufficient, appropriate evidence to support the
practitioner’s report.
Effective Date
268.
This Statement is effective when the subject matter or assertion is as of or for a period ending on
or after December 15, 2006.
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269.
Appendix A
Authoritative Guidance for Other Services Related to an Entity's Internal Control
The following documents contain guidance for practitioners engaged to provide other services in
connection with an entity's internal control.
•

Statement on Auditing Standards (SAS) No. 60, Communication of Internal Control Related Matters
Noted in an Audit, as amended, establishes standards and provides guidance on identifying and
communicating significant deficiencies and material weaknesses that come to the auditor's attention
during an audit of financial statements.

•

SAS No. 70, Service Organizations, as amended, provides guidance to auditors of a service
organization on issuing a report on certain aspects of the service organization's internal control that
can be used by other auditors, as well as guidance on how other auditors should use such reports.

•

The AICPA Audit and Accounting Guide Brokers and Dealers in Securities contains an illustrative
report that a practitioner might use when reporting on the internal control of a broker or dealer in
securities under Rule 17a-5 of the Securities Exchange Act of 1934.

•

The AICPA Audit and Accounting Guide Audits of Investment Companies contains an illustrative
report that a practitioner might use when reporting on the internal control of an investment company
in Form N-SAR.

•

The AICPA Audit Guide Government Auditing Standards and Circular A-133 Audits provides auditors
with a basic understanding of the work they should do and the reports they should issue for audits
under Government Auditing Standards (2003Revision), as amended, issued by the Comptroller
General of the United States Government Accountability Office and for audits under the Single Audit
Act requirements and A-133, Office of Management and Budget (OMB) Circular A-133, Audits of
States, Local Governments, and Non-Profit Organizations. (June 2003).
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270.
Appendix B
Examples of Circumstances That May Be Control Deficiencies, Significant
Deficiencies, or Material Weaknesses
Paragraph 197 of this Statement identifies circumstances that are considered at least significant
deficiencies, and paragraph 205 identifies circumstances that should be regarded as at least a significant
deficiency and a strong indicator of a material weakness. The following are examples of circumstances
that may be control deficiencies of some magnitude. Practitioner judgment is required to evaluate such
deficiencies in the context of the entity and the environment in which the entity operates. Certain of these
control deficiencies also may require communications under the provisions of other standards.
Deficiencies in the design of controls include the following:
•

Inadequate design of internal control over the preparation of the financial statements being
audited.

•

Inadequate design of internal control over a significant account or process.

•

Inadequate documentation of the components of internal control.

•

Insufficient control consciousness within the organization, for example, the tone at the top and the
control environment.

•

Absent or inadequate segregation of duties within a significant account or process.

•

Absent or inadequate controls over the safeguarding of assets. (This applies to controls that the
practitioner determines would be necessary for effective internal control over financial reporting.)

•

Inadequate design of information technology (IT) general and application controls that prevent the
information system from providing complete and accurate information consistent with financial
reporting objectives and current needs.

•

Employees or management who lack the qualifications and training to fulfill their assigned
functions, for example, the person responsible for the accounting function is unable to apply the
applicable financial reporting framework in recording the entity’s financial transactions or
preparing its financial statements.

•

Inadequate design of monitoring controls that assess the design and operating effectiveness of
the entity’s internal control over time.

•

The absence of an internal process for reporting deficiencies in internal control to management
on a timely basis.

Failures in the operation of internal control include the following:
•

Failure in the operation of properly designed controls within a significant account or process, for
example, the failure of a control such as dual authorization for significant disbursements within
the purchasing process.

•

Failure of the information and communication component of internal control to provide complete
and accurate output because of deficiencies in timeliness, completeness, or accuracy, for
example, the failure to obtain timely and accurate consolidating information from remote locations
that is needed to prepare the financial statements.
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•

Failure of controls designed to safeguard assets from loss, damage, or misappropriation. This
circumstance may need careful consideration before it is evaluated as a significant deficiency or
material weakness. For example, assume that a company uses security devices to safeguard its
inventory (preventive controls) and also performs periodic physical inventory counts (detective
control) timely in relation to its financial reporting. Although the physical inventory count does not
safeguard the inventory from theft or loss, it prevents a material misstatement to the financial
statements if performed effectively and timely. Therefore, given that the definitions of material
weakness and significant deficiency relate to likelihood of misstatement of the financial
statements, the failure of a preventive control such as inventory tags will not result in a significant
deficiency or material weakness if the detective control (physical inventory) prevents a
misstatement of the financial statements. Material weaknesses relating to controls over the
safeguarding of assets would only exist when the company does not have effective controls
(considering both safeguarding and other controls) to prevent or detect a material misstatement
of the financial statements.

•

Failure to perform reconciliations of significant accounts, for example, accounts receivable
subsidiary ledgers are not reconciled to the general ledger account in a timely or accurate
manner.

•

Undue bias or lack of objectivity by those responsible for accounting decisions, for example,
consistent underaccruals of expenses or overstatement of allowances at the direction of
management.

•

Misrepresentation by client personnel to the practitioner (an indicator of fraud).

•

Management override of controls.

•

Failure of an application control caused by a deficiency in the design or operation of an IT general
control.
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271.
Appendix C
Illustrative Management Report to External Parties1
Paragraph 45 of this Statement indicates that if a practitioner’s report is intended for general use, the
practitioner should determine whether management also has provided a written report on the entity’s
internal control that contains the elements in paragraph 45, for use by external parties. Following is an
illustrative management report for use by external parties:
XYZ Company is responsible for the preparation, integrity, and fair presentation of its
published financial statements. The financial statements presented on pages XX to YY have
been prepared in accordance with [the applicable financial reporting framework] and, as
such, include amounts based on judgments and estimates made by management. The
Company also prepared the other information included in the annual report and is
responsible for its accuracy and consistency with the financial statements.
The Company maintains a system of internal control over financial reporting and over
safeguarding of assets against unauthorized acquisition, use, or disposition that is designed
to provide reasonable assurance to the Company’s management and board of directors
regarding the preparation of reliable financial statements and such asset safeguarding.
There are inherent limitations in the effectiveness of any system of internal control, including
the possibility of human error and the circumvention or overriding of controls. Accordingly,
even an effective internal control system can provide only reasonable assurance with
respect to financial statement preparation. Furthermore, the effectiveness of an internal
control system can change with circumstances.
The Company assessed the effectiveness of its system of internal control over financial
reporting as of December 31, 200X, based on the criteria for effective internal control over
financial reporting described in Internal ControlIntegrated Framework issued by the
Committee of Sponsoring Organizations of the Treadway Commission. Based on its
assessment, management determined that XYZ Company’s system of internal control over
financial reporting was effective as of December 31, 200X.
[When a material weakness exists at year end the last sentence illustrated above should be
modified along the following lines:]
Because of the material weakness noted below, management determined that XYZ
Company’s system of internal control over financial reporting was not effective as of
December 31, 200X.
During 200X, the Company established new warranty terms for certain products, but did not
achieve the necessary engineering expertise at year end to calculate the related liability
accurately. That expertise has since been acquired, and has been applied in calculating the
liability represented in the December 31, 200X, financial statements.
XYZ Company
__________________________________
[Signature (CEO)]
_________________________________
[Signature (CFO/Chief Accounting Officer)]
1

Adopted from “Reporting to External Parties” of Internal Control―Integrated Framework, issued by the Committee
of Sponsoring Organizations of the Treadway Commission (COSO). This report is intended as an illustrative report
and is not intended as an absolute standard. Management may modify or expand on its contents.
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___________
[Date]
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272.
Appendix D
Top-Down Risk-Based Approach
The top-down sequence summarized below is designed to assist practitioners in focusing, early in the
process, on matters such as entity-level controls that can have an effect on the practitioner’s later
decisions about scope and testing strategy. This approach also may help the practitioner identify and
eliminate from further consideration accounts, disclosures, and assertions that have only a remote
likelihood of containing misstatements that could cause the financial statements to be materially
misstated.
Top-Down Approach Sequence
Identify, understand, and evaluate the design effectiveness
of entity-level controls

Relevant Paragraphs in this
Statement
59−65

Identify significant accounts, beginning at the financialstatement or disclosure level

74−83

Identify the assertions relevant to each significant account

84−86

Identify significant processes and major classes of
transactions

87−90

Identify the points at which errors or fraud could occur in
the process.

This identification occurs during the
identification of significant accounts,
relevant assertions, and significant
processes, and is confirmed by
performing walkthroughs as described in
paragraphs 95 through 99
112−116

Identify controls to test that prevent or detect errors or fraud
on a timely basis
Clearly link individual controls with the significant accounts
and assertions to which they relate

113

In this top-down approach, the practitioner begins by identifying, understanding, and evaluating the
design of entity-level controls. Entity-level controls include:
•

Controls within the control environment, such as tone at the top, organizational structure,
commitment to competence, and human resource policies and procedures

•

Management's risk assessment process

•

Centralized processing and controls, such as shared service environments

•

Controls to monitor other controls, including activities of the internal audit function, the audit
committee, and self-assessment programs

•

The period-end financial reporting process
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273.
Appendix E
Illustrative Communication From the Practitioner
to Those Charged With Governance
Paragraph 216 of this Statement indicates that a practitioner engaged to examine the effectiveness of an
entity's internal control should communicate in writing to management and those charged with
governance the significant deficiencies (including material weaknesses) identified during the examination
as well as any known or suspected fraud, even if the matter might be considered inconsequential.
Following is an illustrative communication to those charged with governance.
In planning and performing our examination of ABC Company’s internal control over financial
reporting as of December 31, 20XX, in accordance with attestation standards established by
the American Institute of Certified Public Accountants, we are informing you of the following
significant deficiencies identified during our examination.
A significant deficiency is a control deficiency, or combination of control deficiencies, that
adversely affects an entity’s ability to initiate, authorize, record, process, or report financial
data reliably in accordance with the applicable financial reporting framework such that there
is more than a remote likelihood that a misstatement of an entity’s financial statements that is
more than inconsequential will not be prevented or detected.
[Include a paragraph describing the significant deficiencies noted.]
This communication is intended solely for the information and use of management, those
charged with governance (for example, the entity’s board of directors, board of trustees, or
owners in an owner-managed entity), others within the organization, and [identify any
specified governmental authorities], and is not intended to be and should not be used by
anyone other than these specified parties.
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274.
Appendix F
Illustrative Combined Report
In the following illustrative report, the auditor is reporting on management’s assertion about internal
control; however the auditor also may report directly on the subject matter.

Independent Auditor’s Report
[Introductory paragraph]
We have audited the accompanying balance sheet of W Company as of December 31, 20X1 and the
related statements of income, retained earnings, and cash flows for the year then ended. We also have
examined management’s assertion, included in the accompanying [title of management’s report], that W
Company’s system of internal control over financial reporting was effective as of December 31, 20X1,
based on [identify criteria1]. These financial statements and management’s assertion about internal
control over financial reporting are the responsibility of the Company’s management. Our responsibility is
to express an opinion on these financial statements and on management’s assertion based on our audit
and examination, respectively.
[Definition paragraph]
An entity’s internal control over financial reporting is a process effected by the entity’s board of directors,
management, and other personnel, designed to provide reasonable assurance regarding the reliability of
financial statements prepared in accordance with [identify the applicable financial reporting framework]
and includes those policies and procedures that (1) pertain to the maintenance of records that in
reasonable detail, accurately and fairly reflect the transactions and dispositions of the assets of the entity;
(2) provide reasonable assurance that transactions are recorded as necessary to permit the preparation
of financial statements in accordance with [identify the applicable financial reporting framework]; and (3)
provide reasonable assurance regarding the prevention or timely detection of the unauthorized
acquisition, use, or disposition of the entity’s assets that could have a material effect on the entity’s
financial statements.
[Scope paragraph]
We conducted our audit of the financial statements in accordance with auditing standards generally
accepted in the United States of America and our examination of internal control in accordance with
attestation standards, both established by the American Institute of Certified Public Accountants. Those
standards require that we plan and perform our audit of the financial statements and examination of
internal control to obtain reasonable assurance about whether the financial statements and
management’s assertion about internal control are free of material misstatement. An audit of financial
statements includes examining, on a test basis, evidence supporting the amounts and disclosures in the
financial statements. It also includes assessing the accounting principles used and significant estimates
made by management, as well as evaluating the overall financial statement presentation. Our
examination of internal control included obtaining an understanding of internal control over financial
reporting, testing and evaluating the design and operating effectiveness of internal control, and
performing such other procedures as we considered necessary in the circumstances. We believe that our
audit of the financial statements and examination of internal control provide a reasonable basis for our
opinions.
[Inherent limitations paragraph]
Because of the inherent limitations of internal control over financial reporting, including the possibility of
management override of controls, misstatements due to error or fraud may occur and not be detected.
Also, projections of any evaluation of internal control over financial reporting to future periods are subject
1

For example, “criteria established in Internal Control—Integrated Framework issued by the Committee of
Sponsoring Organizations of the Treadway Commission (COSO).”
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to the risk that internal control may become inadequate because of changes in conditions, or because the
degree of compliance with the policies or procedures may deteriorate.
[Opinion paragraph]
In our opinion, the financial statements referred to above present fairly, in all material respects, the
financial position of W Company, Inc. as of December 31, 20X1, and the results of its operations and its
cash flows for the year then ended in conformity with accounting principles generally accepted in the
United States of America. Also in our opinion, management’s assertion that W Company’s system of
internal control over financial reporting was effective as of December 31, 20X1, is fairly stated, in all
material respects, based on [identify the criteria].
[Signature]
[Date]
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A Framework for Evaluating Control
Exceptions and Deficiencies
December 2004

This version of “A Framework for Evaluating Control Exceptions and Deficiencies” has been adapted from
the original version, which was developed to assist auditors in evaluating control exceptions and
deficiencies in audits of the internal control of issuers performed under Public Company Accounting
Oversight Board Auditing Standard No. 2, An Audit of Internal Control Over Financial Reporting
Performed in Conjunction With an Audit of Financial Statements. The original version was developed in
late 2004 by representatives of the following firms.
BDO Seidman LLP
Crowe Chizek and Company LLC
Deloitte & Touche LLP
Ernst & Young LLP
Grant Thornton LLP

Harbinger PLC
KPMG LLP
McGladrey & Pullen LLP
PricewaterhouseCoopers LLP

William F. Messier, Jr., Professor, Georgia State University, also contributed to the development of the
framework.
The following framework contains certain revisions to the original framework to make it applicable to
examinations of the internal control of entities that are nonissuers.
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Introduction and Purpose
This paper outlines a suggested framework for evaluating exceptions and deficiencies identified in an
examination of a nonissuer’s internal control over financial reporting. Management and practitioners may
find this framework useful. This paper should be read in conjunction with the exposure draft (ED) of the
proposed Statement on Standards for Attestation Engagements (SSAE), Reporting on an Entity’s Internal
Control Over Financial Reporting (the ED) especially the definitions in paragraphs 24 through 27 the
section on evaluating deficiencies in paragraphs 189 through 214, and the examples of circumstances
that may be control deficiencies, significant deficiencies or material weaknesses in Appendix C. The
framework is not a substitute for the ED and other relevant professional literature.
The framework represents a thought process that requires significant judgment. The objective of the
framework is to assist knowledgeable and experienced individuals in evaluating deficiencies in a
consistent manner. The mere mechanical application of this framework will not, in and of itself,
necessarily lead to an appropriate conclusion. Because of the need to apply judgment and to consider
and weigh quantitative and qualitative factors, different individuals evaluating similar fact patterns may
reach different conclusions.
The framework recognizes the requirement in the ED to consider likelihood and magnitude in evaluating
deficiencies. It also recognizes that in evaluating the magnitude of the potential misstatement, the
practitioner should recognize that the maximum amount that an account balance or total of transactions
can be overstated is generally the recorded amount. However, the recorded amount is not a limitation on
the amount of potential understatement. The practitioner also should recognize that the risk of
misstatement might be different for the maximum possible misstatement than for lesser possible amounts.
The framework applies these concepts through the evaluation of a combination of magnitude and
likelihood. Because of the wide variety of control types, population characteristics, and test exception
implications, the framework is not a purely quantitative model. Instead, the framework considers
quantitative and qualitative factors.
This paper does not address the determination of materiality. Reference, in that regard, should be
made to paragraphs 22 and 23 of the ED. Paragraph 23 states:
23. The same conceptual definition of materiality that applies to financial reporting also
applies to information about internal control, including the relevance of both quantitative and
qualitative considerations. The quantitative considerations are essentially the same as in an
audit of financial statements and relate to whether misstatements that would not be
prevented or detected by internal control, individually or collectively, have a quantitatively
material effect on the financial statements. The qualitative considerations apply to evaluating
materiality with respect to the financial statements and to additional factors that relate to the
perceived needs of reasonable persons who will rely on the information.
Statement on Auditing Standards (SAS) No. 47, Audit Risk and Materiality in Conducting an Audit, as
amended, provides additional explanation of materiality.

Guiding Principles
The principles set forth below correspond to the box numbers on the appropriate charts included in this
paper. The evaluation of individual exceptions and deficiencies is an iterative process. Although this
paper depicts the evaluation process as a linear progression, it may be appropriate at any point in the
process to return to and reconsider any previous step based on new information. In applying the
framework, the following should be considered in determining which chart(s) to use for evaluating
individual exceptions and deficiencies:
•

Chart 1 is used to evaluate and determine whether an exception noted in performing tests of
operating effectiveness represents a control deficiency.
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•

Chart 2 is used to evaluate and classify control deficiencies in manual or automated controls that
are directly related to achieving relevant financial statement assertions.

•

Chart 3 is used to evaluate and classify deficiencies in information technology general controls
(ITGCs) that are intended to support the continued effective operation of controls related to one
or more relevant financial statement assertions. If an application control deficiency is related to or
caused by an ITGC deficiency, the application control deficiency is evaluated using Chart 2 and
the ITGC deficiency is evaluated using Chart 3.

•

Chart 4 is used to evaluate and classify control deficiencies in pervasive controls other than
ITGC. Such control deficiencies generally do not directly result in a misstatement. However, they
may contribute to the likelihood of a misstatement at the process level.

After evaluating and classifying individual deficiencies, consideration should be given to the aggregation
of the deficiencies using the guiding principles outlined in the section titled “Considering and Evaluating
Deficiencies in the Aggregate.”

Evaluating Exceptions Found in the Testing of Operating Effectiveness (Chart 1)
General
The testing of controls generally relates to significant processes and major classes of transactions for
relevant financial statement assertions related to significant accounts and disclosures. Therefore, the
underlying assumption is that all exceptions/deficiencies resulting from the testing must be evaluated
because they relate to accounts and disclosures that are material to the financial statements taken as a
whole.
The purpose of tests of controls is to achieve a high level of assurance that the controls are operating
effectively. Therefore, the sample sizes used to test controls should provide that level of comfort. In cases
in which samples are selected using a statistically based approach, sample sizes for frequently operating
manual controls that result in less than a 90 percent level of confidence that the upper limit deviation rate
does not exceed 10 percent typically would not provide a high level of assurance. (Refer to the AICPA
Audit and Accounting Guide Audit Sampling.)
The magnitude of a control deficiency (that is, deficiency, significant deficiency, or material weakness) is
evaluated based on the impact of known and/or potential misstatements on the financial statements.
While some of the concepts discussed in this paper relate to statistical sampling, the framework does not
require the use of statistical sampling. A statistical sample is (1) selected on a random or other basis that
is representative of the population and (2) evaluated statistically. In tests of internal controls, it may be
impractical to select samples randomly, but they should be selected in an unbiased manner.
Box 1. All exceptions should be evaluated quantitatively and qualitatively. A thorough understanding of
the cause of the exception is important in evaluating whether a test exception represents a control
deficiency. This evaluation should consider the potential implications with regard to the effectiveness of
other controls, for example, the entity’s ITGCs and other components cited in Internal Control – Integrated
Framework, issued by the Committee of Sponsoring Organizations of the Treadway Commission
(COSO).
In concluding whether the test objective was met, considerations include:
•

The deviation rate in relation to the frequency of performance of the control (for example, absent
extending the test, there is a presumption that an exception in a control that operates less
frequently than daily is a control deficiency).

•

Qualitative factors, including exceptions that are determined to be systematic and recurring or
that relate to the factors outlined in Box 6 of Step 2, and paragraphs 197 and 205 of Chapter 5,
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“Reporting on an Entity’s Internal Control Over Financial Reporting,” of SSAE No. 10, Attestation
Standards: Revision and Recodification, as amended.
•

Whether the exception is known to have resulted in a financial statement misstatement (for
example, there is a presumption that an exception that results in a financial statement
misstatement in excess of the level of precision at which the control is designed to operate is a
control deficiency).

A control objective may be achieved by a single control or a combination of controls. A test of controls
may be designed to test a single control that alone achieves the control objective or a number of
individual controls that together achieve the control objective.
Box 2. If the test objective is not met, consideration should be given to whether additional testing could
support a conclusion that the deviation rate is not representative of the total population. For example, if
observed exceptions result in a non-negligible deviation rate, the test objective initially is not met. In a test
designed to allow for finding one or more deviations, the test objective is not met if the actual number of
deviations found exceeds the number of deviations allowed for in the plan.
Box 3. If the test objective initially is not met, there are two options:
•

If the observed exceptions and resulting non-negligible deviation rate are not believed to be
representative of the population (for example, because of sampling error), the test may be
extended and reevaluated.

•

If the observed exceptions and resulting non-negligible deviation rate are believed to be
representative of the population, the exceptions are considered to be a control deficiency and its
significance is assessed.

94

Chart 1: Evaluating Exceptions Found in the Testing of Operating Effectiveness

Box 1. Examine and understand the cause and
results of exceptions. Was the test objective
met (for example, was the actual deviation rate
less than or equal to the planned deviation
rate)?
No
Box 2. Considering the results of management’s
and the practitioner’s testing and the information
obtained in Box 1, could additional testing support
a conclusion that the deviation rate or observed
exception is not representative of the total
population?

No

Yes

Yes
Control
Deficiency

No

Box 3. Extend testing and reevaluate.
Was the test objective met?

Yes

Negligible exception,
not a control deficiency.
No further
consideration is
needed.

Individual boxes should be read in conjunction with the corresponding guiding principles.
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Evaluating Process/Transaction-Level Control Deficiencies (Chart 2)
Step 1. Determine whether a significant deficiency exists:
Box 1. When evaluating deficiencies, potential magnitude (inconsequential, more than inconsequential,
or material) is based on the potential effect on the financial statements. The potential magnitude of a
misstatement of the financial statements of not more than inconsequential results in the deficient control
being classified as only a deficiency, absent any qualitative factors, including those in paragraphs 25,
193, 197, and 205 of the ED. The potential magnitude of misstatement may be based on gross exposure,
adjusted exposure, or other appropriate methods that consider the likelihood of misstatement.
Boxes 2 and 3. If there are controls that effectively mitigate a control deficiency, it is classified as only a
deficiency, absent any qualitative factors, including those in paragraphs 25, 193, 197, and 205 of the ED.
Such controls include:
•

Complementary or redundant controls that achieve the same control objective

•

Compensating controls that operate at a level of precision that would result in the prevention or
detection of a more than inconsequential misstatement of the financial statements

Boxes 1, 2, and 3 should be considered separately. Adjusted exposure should not be reduced by the
quantitative impact of the compensating and complementary or redundant controls.
Box 3. An unmitigated deficient control that results in a control objective not being met related to a
significant account or disclosure generally results in a more than remote likelihood of a more than
inconsequential misstatement of the financial statements and, therefore, is at least a significant
deficiency.
Step 2. Determine whether a material weakness exists:
Box 4. The potential magnitude of a misstatement of the financial statements that is less than material
results in the deficient control being classified as only a significant deficiency, absent any qualitative
factors, including those in paragraphs 25, 193, 197, and 205 of the ED. Potential magnitude may be
based on gross exposure, adjusted exposure, or other appropriate methods that consider the likelihood of
misstatement.
Box 5. Compensating controls that operate at a level of precision that would result in the prevention or
detection of a material misstatement of the financial statements may support a conclusion that the
deficiency is not a material weakness.
Box 6. In evaluating likelihood and magnitude, related factors include but are not limited to the following:
•

The nature of the financial statement accounts, disclosures, and assertions involved; for example,
suspense accounts and related party transactions involve greater risk.

•

The susceptibility of the related assets or liabilities to loss or fraud; that is, greater susceptibility
increases risk.

•

The subjectivity, complexity, or extent of judgment required to determine the amount involved;
that is, greater subjectivity, complexity, or judgment, such as that related to an accounting
estimate, increases risk.

•

The cause and frequency of known or detected exceptions in the operating effectiveness of a
control; for example, a control with an observed non-negligible deviation rate is a deficiency.

•

The interaction or relationship with other controls; that is, the interdependence or redundancy of
controls.

•

The possible future consequences of the deficiency.
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•

An indication of increased risk evidenced by a history of misstatements, including misstatements
identified in the current year (paragraph 205 of the ED).

•

The adjusted exposure in relation to overall materiality.

This framework recognizes that in evaluating deficiencies, the risk of misstatement might be different for
the maximum possible misstatement than for lesser possible amounts.
As a result of this additional evaluation, determine whether the likelihood of a material misstatement to
the financial statements is remote. In extremely rare circumstances, this additional evaluation could result
in a judgment that the likelihood of a more than inconsequential misstatement of the financial statements
is remote.
Boxes 7 and 8. When determining the classification of a deficiency, consider paragraph 193 of the ED,
which states:
193. When evaluating the significance of deficiencies, individually and in combination (as
described in paragraphs 194 through 201), the practitioner should consider the level of detail
and degree of assurance that would satisfy prudent individuals, in the conduct of their own
affairs, that they have reasonable assurance that transactions are recorded as necessary to
permit the preparation of financial statements in accordance with generally accepted
accounting principles. The practitioner is being asked to stand back and consider whether
others having knowledge of the facts and circumstances would come to the same
conclusion. If the practitioner concludes that the deficiency would prevent prudent individuals
from having such assurance, the practitioner should deem the deficiency to be at least a
significant deficiency. Having determined in this manner that the deficiency represents a
significant deficiency, the practitioner should further evaluate the deficiency, from the
perspective of prudent individuals, to determine whether individually, or in combination with
other significant deficiencies, the deficiency is a material weakness, as described in
paragraphs 202 through 205.
Note: Paragraphs 25 and 27 of the ED provide the definitions of significant deficiency and material
weakness, respectively.
Additional considerations related to misstatements identified:
A greater than de minimis misstatement of the financial statements identified by management, the
auditor, or the practitioner during a test of controls or substantive test is ordinarily indicative of a
deficiency in the design and/or operating effectiveness of a control, which is evaluated as follows:
•

•

The design and/or operating deficiency(ies) that did not prevent or detect the misstatement
should be identified and evaluated based on Chart 2, “Evaluating Process/Transaction-Level
Control Deficiencies,” applying the following:
-

A known or likely (including projected) misstatement that is inconsequential to the financial
statements is at least a deficiency.

-

A known or likely (including projected) misstatement that is more than inconsequential to the
financial statements is a strong indicator of a significant deficiency.

-

A known or likely (including projected) misstatement that is material to the financial
statements, as addressed in paragraph 205 of the ED is at least a significant deficiency and a
strong indicator of a material weakness.

The implications on the effectiveness of other controls, particularly compensating controls, also
should be considered.
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Chart 2: Evaluating Process/Transaction-Level Control Deficiencies
This decision tree is to be used for evaluating the classification of control deficiencies from the following
sources:
•
Design effectiveness evaluation
•
Operating effectiveness testing (from Chart 1)
•
Deficiencies that resulted in a financial statement misstatement detected by management or the
auditor in performing substantive test work
Step 1: Determine whether a significant deficiency exists.
Box 1. Is the potential magnitude
inconsequential to the financial
statements?

Yes

No

Box 2. Are there complementary or
redundant controls that were tested
and evaluated that achieve the same
control objective?

Yes

Box 7. Would a prudent
official conclude that
the deficiency is at least
a significant deficiency,
considering the
financial statements?

No

Deficiency

No
No

Box 3. Are there compensating
controls that were tested and
evaluated that reduce the magnitude
of a misstatement of the financial
statements to inconsequential?

Yes
Yes

Yes

No
Box 4. Is the potential magnitude
less than material to the financial
statements?
No

Step 2: Determine whether a material weakness
exists.
Yes

No
Box 5. Are there compensating
controls that were tested and
evaluated that reduce the
magnitude of a misstatement of the
financial statements to less than
material?

Yes

Box 8. Would a prudent
official conclude that the
deficiency is a material
weakness considering the
financial statements?

No

Significant
Deficiency

No

Box 6. Does additional evaluation
result in a judgment that the likelihood
of a material misstatement of the
financial statements is remote?

Yes
Yes

No

No

Material
Weakness

Individual boxes should be read in conjunction with the corresponding guiding principles.
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Evaluating Information Technology General Control (ITGC) Deficiencies (Chart 3)
General
Deficiencies in ITGCs are evaluated in relation to their effect on application controls.
•

ITGC deficiencies do not directly result in misstatements.

•

Misstatements may result from ineffective application controls.

There are three situations in which an ITGC deficiency can rise to the level of a material weakness:
•

An application control deficiency related to or caused by an ITGC deficiency is classified as a
material weakness.

•

The pervasiveness and significance of an ITGC deficiency leads to a conclusion that there is a
material weakness in the entity’s control environment.

•

Failure by management or those charged with governance to assess the effect of a significant
deficiency that has been communicated to them and either correct it or conclude that the
deficiency will not be corrected.

•

In accordance with paragraph 205 of the ED, failure by management or those charged with
governance to assess the effect of a significant deficiency that has been communicated to them
and either correct it or conclude that the deficiency will not be corrected.

In evaluating the effect of an ITGC deficiency on the continued effective operation of application controls,
it is not necessary to contemplate the likelihood that an effective application control could in a subsequent
year become ineffective because of the deficient ITGC.
Relationship between ITGCs and application controls. An understanding of the relationship among
applications relevant to internal control over financial reporting, the related application controls, and
ITGCs is necessary to appropriately evaluate ITGC deficiencies. ITGCs may affect the continued effective
operation of application controls. For example, an effective security administration function supports the
continued effective functioning of application controls that restrict access. As another example, effective
program change controls support the continued effective operation of programmed application controls,
such as a three-way match. ITGCs also may serve as controls at the application level. For example,
ITGCs may directly achieve the control objective of restricting access and thereby prevent initiation of
unauthorized transactions. Similarly, ITGC deficiencies may adversely affect the continued effective
functioning of application controls; in the absence of application controls, ITGC deficiencies also may
represent control deficiencies for one or more relevant assertions.
Evaluating ITGC deficiencies. All ITGC deficiencies are evaluated using Chart 3. Additionally, if an
ITGC deficiency also represents a deficiency at the application level because it directly relates to an
assertion, the ITGC deficiency also is evaluated using Chart 2. In all cases, an ITGC deficiency is
considered in combination with application controls to determine whether the combined effect of the ITGC
deficiency and any application control deficiencies is a deficiency, significant deficiency, or material
weakness.
Box 1. Controls that effectively mitigate a control deficiency result in the deficiency being classified as
only a deficiency, absent any qualitative factors, including those described in paragraphs 25, 193, 197,
and 205 of the ED. Such controls include complementary or redundant controls that achieve the same
control objective. An ITGC deficiency identified as a result of an application control deficiency indicates
that other ITGCs could not have achieved the same control objective as the deficient ITGC.
Box 2. If no deficiencies are identified at the application level (as evaluated in Chart 2), the ITGC
deficiency could be classified as only a deficiency. (Refer to Box 5.)
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Boxes 3 and 4. If there is a control deficiency at the application level related to or caused by an ITGC
deficiency, the ITGC deficiency is evaluated in combination with the deficiency in the underlying
application control and generally is classified consistent with the application control deficiency, that is:
•

A material weakness in an application control related to or caused by an ITGC deficiency
indicates that the ITGC deficiency also is a material weakness.

•

A significant deficiency in an application control related to or caused by an ITGC deficiency
indicates that the ITGC deficiency also is a significant deficiency.

•

An application control deficiency (that is only a deficiency) related to or caused by an ITGC
deficiency generally indicates that the ITGC deficiency is only a deficiency.

Box 5. Notwithstanding the guiding principles relating to Boxes 1 through 4, the classification of an ITGC
deficiency should consider factors including but not limited to the following:
•

The nature and significance of the deficiency, for example, whether the deficiency relates to a
single area in the program development process or whether the entire process is deficient

•

The pervasiveness of the deficiency to applications and data, including:
-

The extent to which controls related to significant accounts and underlying business
processes are affected by the ITGC deficiency

-

The number of application controls that are related to the ITGC deficiency

-

The number of control deficiencies at the application level that are related to or caused by the
ITGC deficiency

•

The complexity of the entity’s systems environment and the likelihood that the deficiency could
adversely affect application controls

•

The relative proximity of the control to applications and data

•

Whether an ITGC deficiency relates to applications or data for accounts or disclosures that are
susceptible to loss or fraud

•

The cause and frequency of known or detected exceptions in the operating effectiveness of an
ITGC; for example, (1) a control with an observed non-negligible deviation rate, (2) an observed
exception that is inconsistent with the expected effective operation of the ITGC, or (3) a deliberate
failure to apply a control

•

An indication of increased risk evidenced by a history of misstatements relating to applications
affected by the ITGC deficiency, including misstatements in the current year

When determining the classification of a deficiency, consider paragraph 193 of the ED, which states:
193. When evaluating the significance of deficiencies, individually and in combination (as
described in paragraphs 194 through 201), the practitioner should consider the level of detail
and degree of assurance that would satisfy prudent individuals, in the conduct of their own
affairs, that they have reasonable assurance that transactions are recorded as necessary to
permit the preparation of financial statements in accordance with generally accepted
accounting principles. The practitioner is being asked to stand back and consider whether
others having knowledge of the facts and circumstances would come to the same
conclusion. If the practitioner concludes that the deficiency would prevent prudent individuals
from having such assurance, the practitioner should deem the deficiency to be at least a
significant deficiency. Having determined in this manner that the deficiency represents a
significant deficiency, the practitioner should further evaluate the deficiency, from the
perspective of prudent individuals, to determine whether individually, or in combination with
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other significant deficiencies, the deficiency is a material weakness, as described in
paragraphs 202 through 205.
Note: Paragraphs 25 and 27 of the ED provide the definitions of significant deficiency and material
weakness, respectively.
Additional consideration: ITGCs support the proper and consistent operation of automated application
controls. Therefore, consideration should be given to the nature, timing, and extent of the testing of
related application controls affected by, or manual controls dependent on, the deficient ITGC.
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Chart 3 – Evaluating Information Technology General
Control (ITGC) Deficiencies
This decision tree is to be used for evaluating the classification of information technology general
control (ITGC) deficiencies from the following sources:
•
•
•

ITGC design effectiveness evaluation
ITGC operating effectiveness testing (from Chart 1)
ITGC design or operating deficiencies identified as a result of application control testing (from
Chart 2)

Box 1. Are there complementary or
redundant ITGCs that were tested
and evaluated that achieve the same
control objective?

Yes

No

Box 2. Are there control deficiencies at
the application level evaluated in
Chart 2 that are related to or caused
by the ITGC deficiency?

No

Yes

Box 3. Are the control deficiencies at
the application level related to or
caused by the ITGC deficiency
classified as only a deficiency?

Box 5. Does additional
evaluation result in a
judgment that the ITGC
deficiency is a
significant deficiency?
OR
Would a prudent
individual conclude that
the ITGC deficiency is a
significant deficiency?

No

Deficiency

Yes

Yes

No
Box 4. Are the control deficiencies
at the application level related to or
caused
Noby the ITGC deficiency
classified as a significant
deficiency?

Yes

Significant Deficiency

No

Material
Weakness

Individual boxes should be read in conjunction with the corresponding guiding principles.
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Evaluating Control Deficiencies in Pervasive Controls Other Than Information
Technology General Controls (ITGC) (Chart 4)
General. Deficiencies in pervasive controls generally do not directly result in a misstatement. However,
they may contribute to the likelihood of a misstatement at the process level. Accordingly, evaluation of a
deficiency in a pervasive control other than an ITGC is based on the likelihood that such deficiency would
contribute to circumstances that could result in a misstatement. Quantitative methods generally are not
conducive to evaluating such deficiencies.
Step 1. Determine whether a significant deficiency exists:
Boxes 1 and 2. A deficiency of the type described in paragraph 197 of the ED ordinarily results in
deficiencies being at least a significant deficiency. The circumstances in which an evaluation would lead
to the deficiency not being classified as a significant deficiency are rare. The circumstances identified in
paragraph 205 of the ED should be regarded as at least a significant deficiency and as a strong indicator
of a material weakness.
Box 3. Certain controls could result in a judgment that the deficient control is limited to a deficiency and
classified as only a deficiency, considering qualitative factors, including those in paragraphs 25, 193, 197,
and 205 of the ED. Such controls include:
•

Complementary or redundant programs or controls

•

Compensating controls within the same or another component

Box 4. A deficiency with a more than remote likelihood that the deficiency would contribute to a more
than inconsequential misstatement is a significant deficiency. Such judgment considers an evaluation of
factors such as:
•

The pervasiveness of the deficiency across the entity

•

The relative significance of the deficient control to the component of internal control

•

An indication of increased risks of error (evidenced by a history of misstatement)

•

An increased susceptibility to fraud (including the risk of management override)

•

The cause and frequency of known or detected exceptions in the operating effectiveness of a
control

•

The possible future consequences of the deficiency

Step 2. Determine whether a material weakness exists:
Box 5. The evaluation of certain controls could result in a judgment that the deficient control is limited to a
significant deficiency and classified as such, considering qualitative factors, including those in paragraphs
25, 193, 197, and 205 of the ED. Such controls include compensating controls within the same or another
component of internal control.
Box 6. A deficiency with a more than remote likelihood that the deficiency would contribute to a material
misstatement is a material weakness. Such judgment considers an evaluation of factors such as:
•

The pervasiveness of the deficiency across the entity

•

The relative significance of the deficient control to the component of internal control

•

An indication of increased risks of error (evidenced by a history of misstatement)

•

An increased susceptibility to fraud (including the risk of management override)
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•

The cause and frequency of known or detected exceptions in the operating effectiveness of a
control

•

The possible future consequences of the deficiency

A deficiency of the type described in paragraph 205 of the ED is generally a material weakness; in limited
circumstances, it may be appropriate to conclude the deficiency is only a significant deficiency.
Boxes 7 and 8. When determining the classification of a deficiency, consider paragraph 193 of the ED,
which states:
193. When evaluating the significance of deficiencies, individually and in combination (as
described in paragraphs 194 through 201), the practitioner should consider the level of detail
and degree of assurance that would satisfy prudent individuals, in the conduct of their own
affairs, that they have reasonable assurance that transactions are recorded as necessary to
permit the preparation of financial statements in accordance with generally accepted
accounting principles. The practitioner is being asked to stand back and consider whether
others having knowledge of the facts and circumstances would come to the same
conclusion. If the practitioner concludes that the deficiency would prevent prudent individuals
from having such assurance, the practitioner should deem the deficiency to be at least a
significant deficiency. Having determined in this manner that the deficiency represents a
significant deficiency, the practitioner should further evaluate the deficiency, from the
perspective of prudent individuals, to determine whether individually, or in combination with
other significant deficiencies, the deficiency is a material weakness, as described in
paragraphs 202 through 205.
Note: Paragraphs 25 and 27 of the ED provide the definitions of significant deficiency and material
weakness, respectively.
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Chart 4 – Evaluating Control Deficiencies in Pervasive Controls Other than ITGC
This decision tree is to be used for evaluating the classification of control deficiencies in pervasive
controls other than ITGC from the following sources:
• Design effectiveness evaluation
• Operating effectiveness testing (from Chart 1)
Step 1: Determine whether a significant deficiency exists.
Yes

Box 1. Is the deficiency in an area identified in
paragraph 197 of the ED (that is, at least a
significant deficiency)?

No

Yes

Box 2. Is the deficiency the result of a specific
circumstance identified in paragraph 205 of the ED
(that is, a strong indicator of a material
weakness)?
No

Box 3. Are there complementary or
redundant programs or controls or
compensating controls that were
tested and evaluated that result in a
judgment that the deficient control is
limited to a deficiency?

Yes

No
Box 4. Does additional evaluation
result in a judgment that the
likelihood that the control deficiency
would contribute to a more than
No
inconsequential
misstatement of the
financial statements is remote?

Box 7. Would a prudent
official conclude that the
deficiency is at least a
significant deficiency,
considering the financial
statements?

No

Deficiency

Yes

Yes

No
Box 5. Are there compensating
controls that were tested and
evaluated that result in a judgment
that the deficient control is limited
to a significant deficiency?

Step 2: Determine whether a material weakness exists.
Box 8. Would a prudent
individual conclude that the
deficiency is a material
weakness, considering the
financial statements?

No

Box 6. Does additional evaluation
result in a judgment that the likelihood
of a material misstatement of the
financial statements is remote?

Yes

No

Significant
Deficiency

Yes

No

Material Weakness

Individual boxes should be read in conjunction with the corresponding guiding principles.
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Considering and Evaluating Deficiencies in the Aggregate
Deficiencies are considered in the aggregate by significant account balance, disclosure, and COSO
component to determine whether they collectively result in significant deficiencies or material
weaknesses. Aggregation of control activities deficiencies by significant account balance and disclosure
is necessary since the existence of multiple control deficiencies related to a specific account balance or
disclosure increases the likelihood of misstatement. Aggregation by the control environment, risk
assessment, information and communication, and monitoring components of COSO is more difficult and
judgmental. For example, unrelated control deficiencies relating to design ineffectiveness in other COSO
components could lead to the conclusion that a significant deficiency or material weakness in the risk
assessment component exists. Similarly, unrelated control deficiencies in other COSO components could
lead to a conclusion that a significant deficiency or material weakness in the control environment or
monitoring component exists.
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Terminology
Adjusted exposure – Gross exposure (see below) multiplied by the upper limit deviation rate.
Application controls. Automated control procedures (for example, calculations, posting to accounts,
generation of reports, edits, control routines, and so on) or manual controls that are dependent on
information technology (IT) (for example, the review by an inventory manager of an exception report when
the exception report is generated by IT). When IT is used to initiate, authorize, record, process, or report
transactions or other financial data for inclusion in financial statements, the systems and programs may
include controls related to the corresponding assertions for significant accounts or disclosures or may be
critical to the effective functioning of manual controls that depend on IT.
Compensating controls. Controls that operate at a level of precision that would result in the prevention or
detection of a misstatement that was more than inconsequential or material, as applicable, to financial
statements. The level of precision should be established considering the possibility of further undetected
misstatements.
Complementary controls. Controls that function together to achieve the same control objective.
Control deficiency. A deficiency in the design or operation of a control that does not allow management
or employees, in the normal course of performing their assigned functions, to prevent or detect
misstatements on a timely basis.
•

A deficiency in design exists when (1) a control necessary to meet the control objective is missing
or (2) an existing control is not properly designed so that, even if it operates as designed, the
control objective is not always met.

•

A deficiency in operation exists when a properly designed control does not operate as designed, or
when the person performing the control does not possess the necessary authority or qualifications
to perform the control effectively.

Control objective. The objective(s) related to internal control over financial reporting to achieve the
assertions that underlie an entity’s financial statements.
Gross exposure. A worst-case estimate of the magnitude of amounts or transactions exposed to the
deficiency with regard to financial statements, without regard to the upper limit deviation rate or likelihood
of misstatement, and before considering complementary, redundant, or compensating controls. Factors
affecting gross exposure include:
•

The financial statement amounts or total transactions exposed to the deficiency.

•

The volume of activity in the account balance or class of transactions exposed to the deficiency
that has occurred in the current period or that is expected in future periods.

Inconsequential
•

Potential misstatements equal to or greater than 20 percent of overall financial statement
materiality are presumed to be more than inconsequential.

•

Potential misstatements less than 20 percent of overall financial statement materiality may be
concluded to be more than inconsequential as a result of the consideration of qualitative factors,
as required by the ED.

Information technology general controls (ITGCs). Policies and procedures that relate to many
applications and support the effective functioning of application controls by helping to ensure the continued
proper operation of information systems. This includes four basic IT areas that are relevant to internal
control over financial reporting:
•

Program development
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•
•
•

Program changes
Computer operations
Access to programs and data

Material weakness. A significant deficiency, or combination of significant deficiencies, that results in more
than a remote likelihood that a material misstatement of the financial statements will not be prevented or
detected.
Pervasive controls other than ITGC. The general programs and controls within the control environment,
risk assessment, monitoring, and information and communication, including portions of the financial
reporting process, that have a pervasive impact on controls at the process, transaction, or application
level.
Potential misstatement. An estimate of the misstatement that could result from a deficiency with a more
than remote likelihood of occurrence.
Redundant controls. Controls that achieve the same control objective.
Remote likelihood. The chance of the future event or events occurring is slight.
Significant deficiency. A control deficiency, or combination of control deficiencies, that adversely affects
the entity’s ability to initiate, authorize, record, process, or report financial data reliably in accordance with
the applicable financial reporting framework such that there is more than a remote likelihood that a
misstatement of the entity’s financial statements that is more than inconsequential will not be prevented or
detected.
Test objective. The design of the test of a control activity to determine whether the control is operating as
designed, giving consideration to:
•
•
•
•

The nature of the control and the definition of an exception
The frequency with which the control operates
The desired level of assurance in combination with the reliability of the control, for example,
whether the control is designed to achieve the control objective alone or in combination with other
controls
The number of exceptions expected

Upper limit deviation rate. The statistically derived estimate of the deviation rate based on the sample
results, for which there is a remote likelihood that the true deviation rate in the population exceeds this
rate (refer to AICPA Audit and Accounting Guide Audit Sampling).
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